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22. Frage
Northern Trail Outfitters needs to secure an integration with an external Microsoft Azure API Gateway.
‘What integration security mechanism should be employed?

A. Configure a connected app with an authorization endpoint of the API gateway and configure O Auth settings.
B. Configure mutual server authentication with two-way SSL using CA issued certificates.

C. Use an API only user profile and implement use an external identity provider with federated APT access.

D. Implement Salesforce Shield with Encryption at Rest and generate a tenant secret.

Antwort: B

23. Frage

An Architect has received a request to prevent employees that leave the company from accessing data in Salesforce after they are
deactivated in the company's HR system

‘What should an Architect determine before recommending a solution?

A. Determine data access prevention requirements, then identify system constraints.
B. Determine data volume requirements, then identify the loading schedule.

C. Determine data access prevention requirenments, then identify frequency.

D. Determine inbound integration requirements, then identify frequency.

Antwort: C

Begrindung;

Explanation

The Architect should determine the data access prevention requirements and then identify the system constraints before
recommending a solution. The data access prevention requirements are the business rules and policies that define how to prevent
deactivated employees from accessing Salesforce data. For example, the Architect should determine whether the HR system can
send a notification to Salesforce when an employee is deactivated, or whether Salesforce needs to query the HR system periodically
to check the employee status.

The system constraints are the technical limitations and challenges that may affect the integration solution. For example, the Architect
should determine whether the HR system supports outbound or inbound integration, what are the security and authentication
protocols, what are the data formats and protocols, and what are the performance and scalability requirements. The frequency of the
integration is not as important as the requirements and constraints, as it can be adjusted based on the business needs and technical
feasibility. The data volume requirements and loading schedule are not relevant for this scenario, as they are more applicable for data
migration or replication scenarios.

24. Frage
Acustomer is migrating froman old legacy systemto Salesforce. As part of the modernization effort, they would like to integrate al
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existing systems that currently work with their legacy application with Salesforce.
Which three constraints and pain-pointsshould an integration architect consider when choosing the integration pattern/mechanism?
Choose 3 answers

A. Multi-language and multi-currency requirement
B. Systemtypes - APIs, File systens, Email

C. Data Volume and Processing volume

D. Error handling mechanisis

E. Reporting and usability requirements

Antwort: B,C,D

Begriindung;

The system types, the error handling mechanisis, and the data volume and processing volume are three constraints and pain-points
that an integration architect should consider when choosingthe integration pattern

/mechanism. The system types determine what kind of interfaces and protocols are available or required for the integration, such as
APIs, file systems, email, etc. The error handling mechanisis ensure that the integration can handleany failures or exceptions
gracefully and provide appropriate logging and notification.

The data volume and processing volume affect the performance and scalability of the integration, as well as the choice of
synchronous or asynchronous methods. Reference: Salesforce Integration Architecture Designer Resource Guide, page 17

25. Frage

Northern Trail Outfitters requires an integration to be set up between one of its Salesforce orgs and an External Data Source using
Salesforce Connect. The External Data Source supports Open Data Protocol

‘Which configuration should an integration architect recommend be implemented in order to secure requests coming from Salesforce?

e A Configure a certificate for OData connection.
¢ B. Configure Special Conpatibility for OData connection.
e C. Configure Identity Type for OData connection.

Antwort: C

26. Frage

Only authorized users are allowed access to the EBS and the Enterprise DMS.

Customrers call Customer Support when they need clarification on their bills. Customer Support needs seamless access to customer
billing information from theE and view generated bills from the DMS.

‘Which three authorization and authentication needs should an integration consultant consider while integrating the DMS and ESB
with Salesforce?

should an integration consultant consider while integrating the DMS andESB with Salesforce?

Choose 3 answers

e A. Users should be authorized to view information specific to the customer they are servicing without a need to search for
customer.

B. Consider Enterprise security needs for access toDMS and EBS.

C. Consider options to migrate DMS and EBS into Salesforce.

D. Users should be authenticated into DMS and EBS without having to enter username and password.

E. Identify options to maintain DMS and EBS authentication and authorization detailsin Salesforce.

Antwort: A,B,D

Begriindung;

The integration consultant should consider the following authorization and authentication needs while integrating the DMS and ESB
with Salesforce:

Users should be authorized to view information specific to the custorer they are servicing without a need to search for customer.
This means that the integration should providea seamless and contextual access to the customer billing information and generated bills
from the DMS and ESB, based on the customer record or case that the user is working on in Salesforce.

Consider Enterprise security needs for access to DMS and ESB. This means that the integration should comply with the security
policies and standards of the Enterprise, such as encryption, auditing, logging, monitoring, etc.

Users should be authenticated into DMS and ESB without having to enter username and password. This means that the integration



should use a single sign-on (SSO) mechanism that allows users to access multiple systems with one login credential, such asOAuth
or SAML34 References: Authorization Through Connected Apps and OAuth 2.0, Single Sign-On for Desktop and Mobile
Applications using SAML and OAuth
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