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EE #286

A company plans to launch an Amazon EC2 instance in a private subnet for its internal corporate web portal. For security purposes,
the EC2 mstance must send data to Amazon DynamoDB and Amazon S3 via private endpoints that don't pass through the public
Internet.

Which of the following can meet the above requirements?

A. Use AWS Direct Connect to route all access to S3 and DynamoDB via private endpoints.
B. Use AWS Transit Gateway to route all access to S3 and DynamoDB via private endpoints.
C. Use AWS VPN CloudHub to route all access to S3 and DynamoDB via private endpoints.
D. Use VPC endpoints to route all access to S3 and DynamoDB via private endpoints.
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Y.
A VPC endpoint allows you to privately connect your VPC to supported AWS and VPC endpoint services powered by AWS
PrivateLink without needing an Internet gateway, NAT computer, VPN connection, or AWS Direct Connect connection. Instances


https://drive.google.com/open?id=1JQ3j6UoUvjAhPiFqsDJUi8MQF0g0F4wq
https://www.passtip.net/SAA-C03-pass-exam.html
https://www.dumptop.com/Amazon/SAA-C03-dump.html
https://www.itcertkr.com/SAA-C03_exam.html
https://www.passtip.net/SAA-C03-pass-exam.html

in your VPC do not require public IP addresses to communicate with resources in the service. Traffic between your VPC and the
other service does not leave the Amazon network.

—

EC2 Instance

Internet
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: Amazon
Endiornt DynamoDB

In the scenario, you are asked to configure private endpoints to send data to Amazon DynamoDB and Amazon S3 without
accessing the public Internet. Among the options given, VPC endpoint is the most suitable service that will allow you to use private
IP addresses to access both DynamoDB and S3 without any exposure to the public internet.

Hence, the correct answer is the option that says: Use VPC endpoints to route all access to S3 and DynamoDB via private
endpoints.

The option that says: Use AWS Transit Gateway to route all access in S3 and DynamoDB to a public endpoint is incorrect because
a Transit Gateway simply connects your VPC and on-premiises networks through a central hub. It acts as a cloud router that allows
you to integrate multiple networks.

The option that says: Use AWS Direct Connect to route all access to S3 and DynamoDB via private endpoints is incorrect because
AWS Direct Connect is primarily used to establish a dedicated network connection from your premises to AWS. The scenario
didn't say that the company is using its on- premises server or has a hybrid cloud architecture.

The option that says: Use AWS VPN CloudHub to route all access in S3 and DynamoDB to a private endpoint is incorrect because
AWS VPN CloudHub is mainly used to provide secure communication between remote sites and not for creating a private endpoint
to access Amazon S3 and DynamoDB within the Amazon network.

References:

https://docs.aws.amazon.convamazondynamodb/latest/developerguide/vpc-endpoimts-dynamodb. html
https://docs.aws.amazon.conyglue/latest/dg/vpc-endpoints-s3.html

Check out this Amazon VPC Cheat Sheet:

https://tutorialsdojo.convamazon-vpe/

AE #287
A company needs to keep user transaction data in an Amazon DynamoDB table. The company must retain the data for 7 years.
What is the MOST operationally efficient solution that meets these requirements?

e A Use AWS Backup to create backup schedules and retention policies for the table.

e B. Create an Amazon EventBridge (Amazon CloudWatch Events) rule to invoke an AWS Lambda function.Configure the
Lambda function to back up the table and to store the backup in an Amazon S3 bucket.Set an S3 Lifecycle configuration for
the S3 bucket.

e C. Create an on-demand backup of the table by using the DynamoDB console.

Store the backup in an Amazon S3 bucket.
Set an S3 Lifecycle configuration for the S3 bucket.
e D. Use DynamoDB point-in-time recovery to back up the table continuously.

HE: A

ME:



We recommend you use AWS Backup to automatically delete the backups that you no longer need by configuring your lifecycle
when you created your backup plan.
httpsz/docs.aws.amazon.comvaws-backup/latest/devguide/deleting-backups. html

EE #288

A global ecommerce company is designing a three-tier application on AWS. The application includes a web tier that serves static
content, an application tier that handles business logic, and a database tier that stores product information and user data. The
application interacts with a relational database.

The company needs a highly available application architecture to serve global users with low latency, with the least operational
overhead.

‘Which solution will meet these requirements?

¢ A Use an Amazon S3 bucket to store the static web content. Use Amazon EC2 Auto Scaling and EC2 Spot Instances for
the application tier. Use Amazon RDS for MySQL with read replicas for the database tier. Use AWS Database Migration
Service (AWS DMS) to replicate data to secondary AWS Regions.

¢ B. Deploy Amazon EC2 instances in an Auto Scaling group for the application tier and web tier in a single AWS Region. Use
an Application Load Balancer to distribute web traffic. Use an Amazon RDS database and Multi- AZ deployments for the
database tier.

e C. Set up an Amazon CloudFront distribution that uses an Amazon S3 bucket as the origin. Use Amazon Elastic Container
Service (Amazon ECS) containers on AWS Fargate to deploy the application tier to each AWS Region where the company
operates. Use an Amazon Aurora global database for the database tier.

e D. Use an Amazon S3 bucket to store static web content. Use AWS Lambda functions to handle serverless backend logic in
the application tier. Use Amazon API Gateway to nvoke the Lambda functions for web requests. Use an Amazon
DynamoDB database for the database tier. Deploy the DynamoDB database across multiple AWS Regions.

e, C

MH.

AWS guidance for global, highly available, low-latency applications using a relational database recommends:

* Amazon CloudFront with Amazon S3 for static content to cache data at edge locations globally and minimize latency for static
assets.

* A regional application tier deployed close to users using managed container services such as Amazon ECS on AWS Fargate,
which removes the need to manage servers and scales automatically, reducing operational overhead.

* A relational database tier using Amazon Aurora global database, which is purpose-built for globally distributed applications.
Aurora global database provides a primary cluster in one Region with low- latency read replicas in secondary Regions and fast
cross-Region replication, enabling low-latency reads and high availability for global users.

Option A uses only a single Region, which does not meet the "global users with low latency" requirement.

Option C uses RDS and DMS-based replication, which requires more management and does not provide Aurora's integrated global
database features.

Option D replaces the relational database with DynamoDB, which violates the requirement that the application interacts with a
relational database.

EE #289

[Design Secure Architectures]

A company must migrate 20 TB of data from a data center to the AWS Cloud within 30 days. The company's network bandwidth is
limited to 15 Mbps and cannot exceed 70% utilization. What should a solutions architect do to meet these requirements?

A. Use AWS DataSync.

B. Use a secure VPN connection.

C. Use Amazon S3 Transfer Acceleration.
D. Use AWS Snowball.

He:. D

Y.

AWS Snowball is a secure data transport solution that accelerates moving large amounts of data into and out of the AWS cloud. It
can move up to 80 TB of data at a time, and provides a network bandwidth of up to 50 Mbps, so it is well-suited for the task.
Additionally, it is secure and easy to use, making it the ideal solution for this migration.



AE #290

A company has multiple Amazon RDS DB instances that run in a development AWS account. All the instances have tags to identify
themas development resources. The company needs the development DB instances to run on a schedule only during business hours.
‘Which solution will meet these requirements with the LEAST operational overhead?

e A Create AWS Systemms Manager State Manager associations to start and stop the RDS instances.

B. Create an Amazon CloudWatch alarm to identify RDS instances that need to be stopped Create an AWS Lammbda
function to start and stop the RDS instances.

C. Create an AWS Trusted Advisor report to identify RDS instances to be started and stopped. Create an AWS Lambda
function to start and stop the RDS instances.

D. Create an Amazon EventBridge rule that invokes AWS Lambda functions to start and stop the RDS instances.

HE: D

Y.

To run RDS instances only during business hours with the least operational overhead, you can use Amazon EventBridge to schedule
events that invoke AWS Lambda functions. The Lambda functions can be configured to start and stop the RDS instances based on
the specified schedule (business hours). EventBridge rules allow you to define recurring events easily, and Lambda functions provide
a serverless way to manage RDS mstance start and stop operations, reducing administrative overhead.

* Option A: While CloudWatch alarms could be used, they are more suited for monitoring, and using Lambda with EventBridge is
simpler.

* Option B (Trusted Advisor): Trusted Advisor is not ideal for scheduling tasks.

* Option C (Systems Manager): Systems Manager could also work, but EventBridge and Lambda offer a more streamlined and
lower-overhead solution.

AWS References:

* Amazon EventBridge Scheduler

* AWS Lambda
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