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NEW QUESTION # 19 
Which of the following best describes a ransomware attack?
Response:

A. An attack that only impacts cloud-based services
B. An attack that locks or encrypts a victim's files and demands payment for decryption
C. A cyberattack that passively observes a target's network activity
D. A phishing attack that tricks users into resetting their credentials

Answer: B

NEW QUESTION # 20 
What is the main purpose of incident reporting in cybersecurity?
Response:

A. To eliminate the need for security monitoring
B. To avoid regulatory penalties by keeping incidents private
C. To document the incident for future reference and compliance
D. To blame employees for security breaches

Answer: C

NEW QUESTION # 21 
An organization wants to improve its incident tracking system. Which of the following actions would be most effective?
Response:

A. Relying on employees' memory to recall past incidents
B. Avoiding documentation to minimize effort
C. Keeping incident logs in unstructured text files
D. Implementing a ticketing system that tracks status and resolution details

Answer: D

NEW QUESTION # 22 
An organization recently suffered a cloud-based security breach where an attacker accessed their cloud storage and exfiltrated
sensitive data. Further investigation found that no external intrusion occurred, but an internal misconfiguration allowed public access
to the storage. What should be the first step in remediation?
Response:

A. Reconfigure storage permissions to restrict access
B. Rotate all cloud service credentials and API keys
C. Disable all cloud storage access until further notice
D. Conduct a full forensic investigation to identify the attacker

Answer: A

NEW QUESTION # 23 
Your organization experiences a suspected ransomware attack affecting critical business systems. As the incident response lead,
what should be your first step in the incident assessment process?
Response:

A. Report the attack to all stakeholders, including customers
B. Identify and classify the incident based on severity and impact
C. Immediately shut down all servers to stop the attack
D. Restore affected systems from the last available backup



Answer: B

NEW QUESTION # 24
......
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