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HM #48
You are asked to establish a hub-and-spoke [Psec VPN using an SRX Series device as the hub. All of the spoke devices are third-

party devices.
Which statement is correct in this scenario?

¢ A. Younust create a policy-based VPN on the hub device when peering with third-party devices.

¢ B. You must statically configure the next-hop tunnel binding table entries for each of the third-party spoke devices.
¢ C. Younust ensure that you are using aggressive mode when incorporating third-party devices as your spokes.

¢ D. Younust always peer using loopback addresses when using non-Junos devices as your spokes.

Ef#: B

AR :
Explanation:
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HA #49
You are attempting to ping the IP address that is assigned to the loopback interface on the SRX series device shown in the exhibit.

What is ca robm?

e A. The IP address on the loopback interface is a private address.

e B. The loopback mnterface is not assigned to a security zone.

e C. The incorrect interface index ID is assigned to the loopback interface.
e D. The loopback interface requires encapsulation.

Ef: C

HMA #50
An ADVPN configuration has been verified on both the hub and spoke devices and it seens fine. However, OSPF is not finctioning
as expected.

[edit p:utacol_J ug{per

user@ADVEN-HUB# show i @
area 0.0.0.0 { oo
interface £t0.0 { .
demand-circt &
]

interface o\@ 0/3.0 {
pass

L

Referring to the exhibit, which two statements under nterface st0.0 on both the hub and spoke devices would solve this problem?
(Choose two.)

A. dynamic-neighbors
B. mnterface-type p2p
C. passive

D. nterface-type p2mp

IEﬁ: A\ D



fiE .

For ADVPN with OSPF, using a point-to-multipoint (p2mp) interface type and enabling dynamic-neighbors are crucial. This
configuration allows dynamic discovery of neighbors and the establishment of tunnels. For more information, refer to Juniper
ADVPN Configuration Guide.

In the ADVPN configuration, OSPF isn't functioning as expected due to the interface configuration on st0.0.

Here are the adjustments needed:

* Interface Type p2mp (Answer A): OSPF requires that the tunnel interface be set to p2np (point-to- multipoint) to allow OSPF to
commumnicate with multiple dynamic neighbors over the ADVPN tunnels.

Command Example:

bash

set interfaces st0.0 family inet ospf interface-type p2mp

* Dynamic Neighbors (Answer B): The dynamic neighbors statement allows OSPF to discover and communicate with dynamically
established spokes in an ADVPN environment. This is essential for ADVPN to function properly since the tunnel endpoints are not
static.

Command Exanmple:

bash

set protocols ospfarea 0.0.0.0 interface st0.0 dynamic-neighbors

These settings ensure OSPF properly functions over dynamically created ADVPN tunnels.

ZH #51
Exhibit

M\ Exhibit

Aug I 21:04:18 21:04:18.706917:CID=0:RT: <10.0.1.129/22->10.0.1.1/61673;6, 00>
matched filter MatchTrafficReverase:

Aug 1 21:04:18 21:04:18.706919:CID-0:RT: packet [88] ipid = 18817, @0x9eSafcce
Rag 1 21:04:18 21:04:18.706919:CID-0:RT:/ =777 flow. process pktc: (chd 1):
flow ctxt type 15, common £lag 0x0, mbuf|/0x71228e00, =rctbl idx = 0 |
Rug 1 21:04:18 21:04:18.706920:CID~O0RT:/|/|f1low process pak fast ifl 80 imx Ifp
ge—0/0/1.0
Aug 1 21:04:18 :CID-0:RT: gqe~-0/0/1.0r10.0.1.129/@2~
>10. 1.1/21755
Aug 1 21:04:18 CID-0:R? find fdaw: thbl Ox2bSa7ec0, hash
282613 (0xT£££E) da 1 ) Hh Sp W2 ip 190 proto €, tok 10
conn—tag 0x00000000, O
Aug 1 o =i Sy aession id OxSaa ses to
g 21:04:-8F W10 . TO0CIRS : CID-0:RT £1 got sessic
ug 4 B B0 [= 1D- T ¢ mesan =
Nag - - €:138 21 * - “- - nT e ‘-‘7:.:.. -~ caon ..-: ~
ALg d 21:0%:18 2£1:04:18. 6939 Xl tRT: mita £ xillllae ex xl4 »
ﬁ;::_\'} ‘ ,'J‘\l
NIPE
l‘r:!-"l %:ri,?

7

You are using traceoptions to verity NAT session information on your SRX Series device Referring to the exhibit, which two
statements are correct? (Choose two.)

A. The SRX device is changing the source address on this packet from

B. This is the first packet in the session

C. This packet is part of an existing session.

D. The SRX device is changing the destination address on this packet 10.0.1 1 to 172 20.101.10.

Ef#: B. D

B #52
Exhibit



[edit tenants T3YS1 seguri 1 r'
user@ascrx¥ show EJI i F]E;}

log |

mode stream;

atream TNl = format binarywhost 10.3.54.22
source address 10.3.45066

transport protcoccol tlS

}

[edit ayatem Eecdricy-profile pl)
user@arxf show
security-log-stream-number reserved 1

sSmour *_":,.l—'_ Sg=stream-Tumbher max i murn
An administrator wants to configure an SRX Series dev1ce to log binary security events for tenant systens.
Referring to the exhibit, which statement would complete the configuration?

A. Configure the tenant as TSYS1 for the pi security profile.
B. Configure the tenant as root for the pi security profile.

C. Configure the tenant as master for the pi security profile.
D. Configure the tenant as local for the pi security profile
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