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o Identify the vulnerability exploited from an initial attack vector
FrRE 1 e Explain what information is in the Events Data Dictionary
o Utilize the MITRE ATT&CK Framework to model threat actor behaviors
FE2 ¢ Explain what information a bulk (Destination) IP search provides
e Explain what information a Mac Sensor Report will provide
FRE3 ¢ Conduct hypothesis and hunting lead generation to prove them out using Falcon tools
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e Convert and format Unix times to UTC-readable time
FrE4 ¢ Evaluate information for reliability, validity and relevance for use in the process of elimnation

¢ Explain what information a Hash Execution Search provides
FES ¢ Explain what information a Bulk Domain Search provides

¢ [ocate built-in Hunting reports and explain what they provide
FEO6 o Identify alternative analytical interpretations to minimize and reduce false positives

¢ Fromthe Statistics tab, use the left click filters to refine your search
FE7 ¢ Explain what the “join” command does and how it can be used to join disparate queries

¢ Explain what information a Source IP Search provides
FRES ¢ Explain what the “table”” command does and demonstrate how it can be used for formatting output

¢ Demonstrate how to get a Process Timeline
F&E9 ¢ Analyze and recognize suspicious overt malicious behaviors
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PRI #28
How do you renane fields while using transforming commands such as table, chart, and stats?

e A By using the "renamed" keyword after the field name eg "stats count renamed totalcount by ComputerName"

¢ B. By specifying the desired name after the field name eg "stats count totalcount by ComputerName"

e (. By renaming the fields with the "rename" command after the transforming command e.g. "stats count by ComputerNane |
rename count AS total count”

e D. You cannot rename fields as it would affect sub-queries and statistical analysis
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The rename command is used to rename fields while using transforming commands such as table, chart, and stats. It can be used
after the transforming command and specify the old and new field names with the AS keyword. You can renane fields as it would
not affect sub-queries and statistical analysis, as long as you use the correct field names in your queries. The renamed keyword and
the desired name after the field name are not valid ways to rename fields.

i =8 #29
You need details about key data fields and sensor events which you may expect to find from Hosts running the Falcon sensor.
Which documentation should you access?

A. Event stream APIs

B. Streaming API Event Dictionary
C. Hunting and Investigation

D. Events Data Dictionary
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The Events Data Dictionary found in the Falcon documentation is useful for writing hunting queries because it provides a reference of
mformation about the events found i the Investigate > Event Search page of the Falcon Console. The Events Data Dictionary
describes each event type, field name, data type, description, and example value that can be used to query and analyze event data.
The Streaming API Event Dictionary, Hunting and Investigation, and Event stream APIs are not documentation that provide details
about key data fields and sensor events.
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In the Powershell Hunt report, what does the "score" signify?

A. Number of hosts that ran the PowerShell script

B. Maliciousness score determined by NGAV

C. How recently the PowerShell script executed

D. A cumulative score of the various potential command line switches

ZX: D
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In the Powershell Hunt report, the score signifies a cumulative score of the various potential command line switches that were used in
the PowerShell script execution. The score is based on a weighted system that assigns different values to different switches based on
their potential maliciousness or usefulness for threat hunting. For example, -EncodedCommand has a higher value than -NoProfile.
The score does not signify the number of hosts that ran the PowerShell script, how recently the PowerShell script executed, or the
maliciousness score determined by NGAV.

8 #31
Which SPL (Splunk) field name can be used to automatically convert Unix times (Epoch) to UTC readable time within the Flacon
Event Search?

A. time

B. conv_time
C. time

D. utc_time

ZR: C

fE AR A -

_time is the SPL (Splunk) field name that can be used to automatically convert Unix times (Epoch) to UTC readable time within the
Falcon Event Search. It is a default field that shows the timestamp of each event in a human-readable format. utc _time, conv_time,
and time are not valid SPL field names for converting Unix times to UTC readable time.

R #32
What kind of activity does a User Search help you nvestigate?

A. A count of failed user logon activity

B. A list of process activity executed by the specified user account
C. A list of DNS queries by the specified user account

D. A history of Falcon Ul logon activity
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User Search is an Investigate tool that helps you investigate a list of process activity executed by the specified user account. It shows
information such as process name, command line, parent process name, parent command line, etc. for each process that was
executed by the user account on any host in your environment. It does not show a history of Falcon UI logon activity, a count of
failed user logon activity, or a list of DNS queries by the specified user account.
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