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HM #24
Which statement applies to a single sign-on (SSO) deployment on FortiSASE?

A. SSO is recommended only for agent-based deployments.

B. SSO identity providers can be integrated using public and private access types.
C. SSO users can be imported into FortiSASE and added to user groups.

D. SSO overrides any other previously configured user authentication.
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HP #25

Your organization is currently using FortiSASE for its cybersecurity. They have recently hired a contractor who will work from the
HQ office and who needs temporary internet access in order to set up a web-based point of sale (POS) system.

What is the recommended way to provide internet access to the contractor?

A. Use FortiClient on the endpoint to manage internet access.

B. Configure a VPN policy on FortiSASE to provide access to the internet.

C. Use zero trust network access (ZTNA) and tag the client as an unmanaged endpoint.

D. Use a proxy auto-configuration (PAC) file and provide secure web gateway (SWG) service as an explicit web proxy.

Ef#: C

it

The recommended way to provide temporary internet access to the contractor is to use Zero Trust Network Access (ZTNA) and
tag the client as an unmanaged endpoint . ZTNA ensures that only authorized users and devices can access specific resources, while
treating all endpoints as untrusted by default. By tagging the contractor's device as an unmanaged endpoint, you can apply strict
access controls and ensure that the contractor has limited access to only the necessary resources (e.g., the web-based POS system)
without exposing the internal network to unnecessary risks.

Here's why the other options are less suitable:

A . Use FortiClient on the endpoint to manage internet access: While FortiClient provides endpoint security and management, it
requires installation and configuration on the contractor's device. This may not be feasible for temporary contractors or unmanaged
devices.

B . Use a proxy auto-configuration (PAC) file and provide secure web gateway (SWG) service as an explicit web proxy: While this
approach can control web traffic, it does not provide the granular access control and security posture validation offered by ZTNA.
Additionally, managing PAC files can be cumbersome and less secure compared to ZTNA.

D . Configure a VPN policy on FortiSASE to provide access to the mnternet: Using a VPN policy would grant broader access to the
network, which is not ideal for a temporary contractor. It increases the risk of unauthorized access to internal resources and does
not align with the principle of least privilege.

Reference:

Fortinet FCSS FortiSASE Documentation - Zero Trust Network Access (ZTNA) Use Cases FortiSASE Administration Guide -
Managing Unmanaged Endpoints
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What are the primary fnctions of Secure SD-WAN (SSA) in FortiSASE?
(Select all that apply)

Response:

A. Centralized user management

B. Load balancing across muiltiple links

C. Enhancing physical security of network devices
D. Application traffic prioritization

IEf#: B. D
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What aspects should be considered when designing security profiles for content inspection?
(Choose Two)

Response:

A. Types of data to be inspected

B. User authentication protocols

C. Data throughput rates

D. Encryption standards used in data transfer

EME: AL D
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What is the primary function of FortiSASE when deployed in a hybrid network?
Response:

A. To provide VPN services only

B. To enforce consistent security policies across network environments
C. To boost network speed

D. To manage internal databases

IEf#: B
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