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¢ Prisma Access Planning and Deployment: This section of the exam measures the skills of Network Security
Engineers and covers foundational knowledge and deployment skills related to Prisma Access architecture.
Candidates must understand key components such as security processing nodes, IP addressing, DNS, and
compute locations. It evaluates routing mechanisms including routing preferences, backbone routing, and
FEw 21 traffic steering, The section also focuses on deploying Prisma Access service infrastructure for mobile users
using VPN clients or explicit proxy and configuring remote networks. Additional topics include enabling
private application access using service connections, Colo-Connect, and ZTNA connectors, implementing
identity authentication methods like SAML, Kerberos, and LDAP, and deploying Prisma Access Browser
for secure user access.

¢ Prisma Access Administration and Operation: This section of the exam measures the skills of TT
Operations Managers and focuses on managing Prisma Access using Panorama and Strata Cloud
Manager. It tests knowledge of multitenancy, access control, configuration, and version management, and
FEwy 22 log reporting. Candidates should be familiar with releasing upgrades and leveraging SCM tools like
Copilot. The section also evaluates the deployment of the Strata Logging Service and its ntegration with
Panorama and SCM, log forwarding configurations, and best practice assessments to maintain security
posture and compliance.

¢ Prisma Access Troubleshooting: This section of the exam measures the skills of Technical Support
Engineers and covers the monitoring and troubleshooting of Prisma Access environments. It includes the
use of Prisma Access Activity Insights, real-time alerting, and a Command Center for visibility. Candidates
FEY 73 are expected to troubleshoot connectivity issues for mobile users, remote networks, service connections,
and ZTNA connectors. It also focuses on resolving traffic enforcement problems including security policies,
HIP enforcement, User-1D mismatches, and split tunneling performance issues.
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o Prisma Access Services: This section of the exam measures the skills of Cloud Security Architects and
covers advanced features within Prisma Access. Candidates are assessed on how to configure and
implement enhancements like App Acceleration, traffic replication, 0T security, and privileged remote

ey 74 access. It also includes implementing SaaS security and setting up effective policies related to security,

decryption, and QoS. The section further evaluates how to create and manage user-based policies using
tools like the Cloud Identity Engine and User ID for proper identity mapping and authentication.
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B #29
Where are tags applied to control access to Generative Al when implementing Al Access Security?

e A To security rules for defining which types of Generative Al applications are allowed or blocked
¢ B. To Generative Al applications for identifying sanctioned, tolerated, or unsanctioned applications
e C. To user devices for identifying and controlling which Generative Al applications they can access
¢ D. To Generative Al URL categories for classifying trusted and untrusted Generative Al websites

IEf#: B

R

When implementingAl Access Security,tagsare applied toGenerative Al applicationsto classify themas sanctioned, tolerated, or
unsanctioned. This allows organizations to enforcepolicy-based access control over Al tools, ensuring that onlyapproved
applicationsare accessible while restricting or monitoring usage of untrusted or high-risk Al platforms. This classification helps
security teamsmanage Al-related risks and complianceeffectively.

E R #30
How can an engineer verify that only the intended changes will be applied when modifying Prisma Access policy configuration in
Strata Cloud Manager (SCM)?

¢ A. Review the SCM portal for blue circular indicators next to each configuration menu item and ensure only the intended
areas of configuration have this indicator.

¢ B. Open the push dialogue in SCM to preview all changes which would be pushed to Prisma Access.

e C. Compare the candidate configuration and the most recent version under "Config Version Snapshots/

e D. Select the most recent job under Operations > Push Status to view the pending changes that would apply to Prisma
Access.

Ef@E: B

AR :

Palo Alto Networks documentation explicitly states that the"Preview Changes"functionality within the Strata Cloud Manager (SCM)
push dialogue allows engineers to review a detailed summary of all modifications that will be applied to the Prisma Access
configuration before committing the changes. This is the primary and most reliable method to ensure only the intended changes are
deployed.

Let's analyze why the other options are incorrect based on official documentation:

* A. Review the SCM portal for blue circular indicators next to each configuration menu item and ensure only the intended areas of
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configuration have this indicator. While blue circular indicators might signify unsaved changes within a specific configuration section,
they do not provide a comprehensive, consolidated view ofallpending changes across different policy areas. This method is
nsufficient for verifying the entirety of the intended modifications.

* B. Compare the candidate configuration and the most recent version under "Config Version Snapshots". While comparing
configuration snapshots is a valuable method for understanding historical changes and potentially identifying unintended
deviationsaftera push, it does not provide a real-time preview of thependingchanges before they are applied during the current
modification session

* C. Select the most recent job under Operations > Push Status to view the pending changes that would apply to Prisma
Access. The "Push Status" section primarily displays the status anddetails of completedorin-progresspush operations. It does not
offer a preview of the changesbeforea push is initiated.

Therefore, the "Preview Changes" feature within the push dialogue is the documented and recommended method for an engineer to
verify that only the intended changes will be applied when modifying Prisma Access policy configuration in Strata Cloud Manager

(SCM).

HM #31
Which feature will fetch user and group nformation to verify whether a group from the Cloud Identity Engine is present on a security
processing node (SPN)?

e A. Prisma Access Locations
¢ B. Region Activity Insights

e C. SASE Health Dashboard
e D. User Activity Insights

Ef#: C

L

TheSASE Health Dashboardprovides visibility intouser and group synchronizationbetween theCloud Identity Engne and the Security
Processing Nodes (SPNs). It allows administrators to verifywhether a group from the Cloud Identity Engine is properly fetched and
available on the SPN for policy enforcement.

This feature helps in troubleshooting identity-based access control issues and ensures thatuser group mappings are correctly applied
within Prisma Access.

B #32

An engineer deploys a new branch connected to Prisma Access. From the customer premises equipment (CPE) device at the
branch, Phase 1 on the tunnel is established, but Phase 2-encrypted packets are not coming back from Prisma Access.
Which Strata Logging Service log facility should the engineer review to determine why Phase 2-encrypted traffic is not being
received?

A. Decrypt logs
B. System logs
C. Tunnel logs
D. Traffic logs

EfE: C

AR :

SincePhase 1 of the IPSec tunnel is establishedbutPhase 2 traffic is not being received, theTunnel logsin Strata Logging
Serviceshould be reviewed. Tunnel logsprovide visibility into IPSec tunnel establishment, Phase 2 negotiation, and any errors or
dropped packets related to encrypted traffic. This will help identify whetherESP (Encapsulating Security Payload) traffic is being
blocked, mismatched security associations (SAs) exist, or if there are other issues with Prisma Access responding to Phase 2-
encrypted packets.

B #33
‘Which statement is valid in relation to certificates used for GlobalProtect and pre-logon?

e A. A public certificate authority (CA) must sign and validate all certificates used.
e B. The certificate used for pre-logon must include both Subject and Subject-Alt fields.



¢ (. Certificates must be deployed in the Machine Certificate Store.
¢ D. The GlobalProtect agent may be used to distribute pre-logon certificates.

IEf: C

fEERA -

ForGlobalProtect with pre-logon, certificates must beinstalled in the Machine Certificate Storeto ensure that authentication
occursbefore user login. This allows the GlobalProtect client to establish aVPN connection before the user logs in, enabling access
to corporate resources such as domain controllers and authentication services. Usingmachine certificatesensures secure
authentication and eliminates dependency on user credentials at the pre-logon stage.

B #34
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