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F5 BIG-IP APM Specialist 38 & 304 545 [ fE (Q30-Q35):

ER #30
Which of'the following is NOT a security feature provided by BIG-IP APM?
Response:

A. Distributed Denial of Service (DDoS) protection
B. Intrusion Detection System (IDS)

C. SSL VPN

D. Web Application Firewall (WAF)

IEf#E: A

HH #31
How do you configure "application access" in Citrix ADC?
Response:

A. By configuring ACLs in Global Access Control List (ACL) policies
B. By creating virtual servers and configuring service bindings

C. By defining traffic policies in the Application Firewall

D. By setting up Resource Itens for each application

IEf#: D

R #32
‘What should be analyzed and correlated when troubleshooting a failure in BIG-IP APM to determine the root cause?

A. EPSEC status codes, session timeouts, and access policy configurations

B. TCPdunp data, APM log, and client-side error messages

C. BIG-IP system logs, SSL handshake details, and virtual server configurations
D. Session reports, session variables, and application response times

H
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HM #33
What is the purpose of Single Logout (SLO) in an SSO environment?
Response:

A. To provide a seamless user experience during the SSO process.

B. To ensure that user credentials are removed from the IdP after logout.
C. To terminate the user's session on the SP and IdP simultaneously.

D. To automatically log out users after a period of nactivity.

EfE: C

H #34

What is the primary advantage of using a centralized authentication service like Microsoft Active Directory over individual local user
databases on different systems?

Response:

e A Increased reliability and availability of user authentication services.
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¢ B. Sinplified user management through a single interface.
¢ C. Enhanced security due to the use of two-factor authentication.
¢ D. Reduced network traffic as authentication requests are processed locally.

IEf#: B
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