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AWS-Losungen unter Verwendung von AWS-Services haben. Sie sollten auch ein solides Verstindnis von AWS-Architekturbest
Practices haben und in der Lage sein, sie auf realen Szenarien anzuwenden. AWS bietet eine Reihe von Schulungen und Ressourcen
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Warum versprechen wir, dass wir Thnen Geld zuriickgeben, wenn Sie die Amazon SAP-C02 Priifing nicht bestehen? Denn zahlose
Kunden, die unsere Priifungssofteware benutzt haben, bestehen die Amazon SAP-C02 Zertifizierungspriifung, was uns die
Konfidenz bringt. Amazon SAP-C02 Priifimg ist eine sehr wichtige Beweis der IT-Féhigkett fiir die Angestellte im IT-Gewerbe.
Aber die Prifimg ist auch schwierig, Die Arbeiter von Pass4Test haben die Amazon SAP-C02 Priifingsunterlagen mit grof3e
Emnsitze geforscht. Die Software ist das Geistesprodukt vieler IT-Spezialist.

Amazon AWS Certified Solutions Architect - Professional (SAP-C02) SAP-
CO02 Priifungsfragen mit Losungen (Q301-Q306):

301. Frage

A large company is migrating ils entire IT portfolio to AWS. Each business unit in the company has a standalone AWS account that
supports both development and test environments. New accounts to support production workloads will be needed soon.

The finance department requires a centralized method for payment but must maintain visibility into each group's spending to allocate
COsts.

The security team requires a centralized mechanism to control 1AM usage in all the company's accounts.

‘What combination of the following options meet the company's needs with the LEAST effort? (Select TWO.)
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A. Require each business unit to use its own AWS accounts. Tag each AWS account appropriately and enable Cost Explorer
to admnister chargebacks.

B. Use a collection of parameterized AWS CloudFormation templates defining common 1 AM permissions that are launched
into each account. Require all new and existing accounts to launch the appropriate stacks to enforce the least privilege model.
C. Enable all features of AWS Organizations and establish appropriate service control policies that filter

1AM permissions for sub-accounts.

D. Use AWS Organizations to create a new organization froma chosen payer account and define an organizational unit
hierarchy. Invite the existing accounts to join the organization and create new accounts using Organizations.

E. Consolidate all of the company's AWS accounts into a single AWS account. Use tags for billing purposes and the IAM's
Access Advisor feature to enforce the least privilege model

Antwort: C,D

Begrindung;

* Option B is correct because AWS Organizations allows a company to create a new organization froma chosen payer account and
define an organizational unit hierarchy. This way, the finance department can have a centralized method for payment but also maintain
visibility into each group's spending to allocate costs. The company can also invite the existing accounts to join the organization and
create new accounts using Organizations, which simplifies the account management process.

* Option D is correct because enabling all features of AWS Organizations and establishing appropriate service control policies
(SCPs) that filter IAM permissions for sub-accounts allows the security team to have a centralized mechanismto control [AM usage
mall the company's accounts. SCPs are policies that specify the maximum permissions for an organization or organizational unit
(OU), and they can be used to restrict access to certain services or actions across all accounts in an organization.

* Option A is incorrect because using a collection of parameterized AWS CloudFormation templates defining common IAM
pernissions that are launched into each account requires more effort than using SCPs. Moreover, it does not provide a centralized
mechanism to control JAM usage, as each account would have to launch the appropriate stacks to enforce the least privilege model.
* Option C is incorrect because requiring each business unit to use its own AWS accounts does not provide a centralized method
for payment or a centralized mechanism to control IAM usage. Tagging each AWS account appropriately and enabling Cost
Explorer to administer chargebacks may help with cost allocation, but it is not as efficient as using AWS Organizations.

* Option E is incorrect because consolidating all of the company's AWS accounts into a single AWS account does not provide
visibility into each group's spending or a way to control IAM usage for different business units. Using tags for billing purposes and
the IAM's Access Advisor feature to enforce the least privilege model may help with cost optimization and security, but it is not as
scalable or flexible as using AWS Organizations.

AWS Organizations

Service Control Policies

AWS CloudFormation

Cost Explorer

IAM Access Advisor

302. Frage

A company has an on-premises data center and is using Kubernetes to develop a new solution on AWS. The company uses
Amazon Elastic Kubernetes Service (Amazon EKS) clusters for its development and test environments.

The EKS control plane and data plane for production workloads must reside on premises. The company needs an AWS managed
solution for Kubernetes management.

Which solution will meet these requirements with the LEAST operational overhead?

e A Installan AWS Outposts server in the on-premises data center. Deploy Amazon EKS by using a local cluster
configuration on the Outposts server for the production workloads.

e B. Installan AWS Outposts server in the on-premises data center. Install Amazon EKS Anywhere on the Outposts server.
Deploy the production workloads on an EKS Anywhere cluster.

e C. Installan AWS Outposts server in the on-premises data center. Deploy Amazon EKS by using an extended cluster
configuration on the Outposts server for the production workloads.

e D. Install Amazon EKS Anywhere on the company's hardware in the on-premises data center.
Deploy the production workloads on an EKS Anywhere cluster.

Antwort: A

Begrindung;

You can use Amazon EKS to run on-premises Kubernetes applications on AWS Outposts. You can deploy Amazon EKS on
Outposts in the following ways:

Extended clusters - Run the Kubernetes control plane in an AWS Regjon and nodes on your Outpost.



Local clusters - Run the Kubernetes control plane and nodes on your Outpost.
httpsz//docs.aws.amazon.conveks/latest/userguide/eks-outposts. html

303. Frage

A security engineer determined that an existing application retrieves credentials to an Amazon RDS for MySQL database froman
encrypted file in Amazon S3. For the next version of the application, the security engineer wants to implement the following
application design changes to improve security:

* The database must use strong, randomly generated passwords stored in a secure AWS managed service.

* The application resources must be deployed through AWS CloudFormation.

* The application must rotate credentials for the database every 90 days.

A solutions architect will generate a CloudFormation template to deploy the application.

Which resources specified in the CloudFormation template will meet the security engineer’s requirements with the LEAST amount of
operational overhead?

¢ A Generate the database password as a SecureString parameter type using AWS Systems Manager Parameter Store.
Create an AWS Lambda function resource to rotate the database password. Specify a Parameter Store RotationSchedule
resource to rotate the database password every 90 days.

¢ B. Generate the database password as a SecureString parameter type using AWS Systens Manager Parameter Store.
Specify an AWS AppSync DataSource resource to automatically rotate the database password every 90 days.

¢ C. Generate the database password as a secret resource using AWS Secrets Manager. Create an AWS Lambda fimction
resource to rotate the database password. Create an Amazon EventBridge scheduled rule resource to trigger the Lambda
function password rotation every 90 days.

¢ D. Generate the database password as a secret resource using AWS Secrets Manager. Create an AWS Lambda function
resource to rotate the database password. Specify a Secrets Manager RotationSchedule resource to rotate the database
password every 90 days.

Antwort: D

Begrindung;

Explanation

httpsz/aws.amazon.com/blogs/security/how- to-securely-provide-database-credentials-to-lambda-finctions-by-us
https’/docs.aws.amazon.convsecretsmanager/latest/userguide/rotating-secrets. html
httpsz/docs.aws.amazon.convsecretsmanager/latest/userguide/imtegrating_cloudformation.html

304. Frage

A company is building an application on Amazon EMR to analyze data. The following user groups need to perform different actions:
* Administrator: Provision EMR clusters from different configurations.

* Data engineer: Create an EMR cluster froma small set of available configurations. Run ETL scripts to process data.

* Data analyst: Create an EMR cluster with a specific configuration. Run SQL queries and Apache Hive queries on the data.

A solutions architect must design a solution that gives each group the ability to launch only its authorized EMR configurations. The
solution must provide the groups with least privilege access to only the resources that they need. The solution also must provide
tagging for all resources that the groups create.

Which solution will meet these requirements?

e A. Configure AWS Service Catalog to control the Amazon EMR versions available for deployment, the cluster
configurations, and the permissions for each user group.

¢ B. Configure Kerberos-based authentication for EMR clusters when the EMR clusters launch. Specify a Kerberos security
configuration and cluster-specific Kerberos options.

e C. Use AWS CloudFormation to launch EMR clusters with attached resource policies. Create an AWS Config rule to check
for noncompliant resources. Configure the rule to notify the company to address noncompliant resources.

e D. Create IAM roles for each user group. Attach policies to the roles to define allowed actions for users.
Create an AWS Config rule to check for noncompliant resources. Configure the rule to notify the company to address
noncompliant resources.

Antwort: A

305. Frage



A company has AWS accounts that are in an organization in AWS Organizations. The company wants to track Amazon EC2 usage
as a metric. The company's architecture team must receive a daily alert if the EC2 usage is more than 10% higher than the average
EC2 usage from the last 30 days.

‘Which solution will meet these requirements?

¢ A Enable AWS Trusted Advisor in the organization's management account. Configure a cost optimization advisory alert to
notify the architecture team if the EC2 usage is 10% more than the reported average usage for the last 30 days.

¢ B. Configure AWS Budgets in the organization's management account. Specify a usage type of EC2 running hours. Specify a
daily period. Set the budget amount to be 10% more than the reported average usage for the last 30 days from AWS Cost
Explorer. Configure an alert to notify the architecture team if the usage threshold is met.

e C. Configure AWS Cost Anomaly Detection in the organization's management account. Configure a monitor type of AWS
Service. Apply a filter of Amazon EC2. Configure an alert subscription to notify the architecture team if the usage is 10%
more than the average usage for the last 30 days.

¢ D. Configure Amazon Detective in the organization's management account. Configure an EC2 usage anomaly alert to notify
the architecture team if Detective identifies a usage anomaly of more than 10%.

Antwort: C

Begrindung;

Explanation

AWS Cost Anomaly Detection is a feature of the AWS Cost Management suite that leverages machine learning to enable
continuous monitoring of your AWS costs and usage, allowing you to identify unexpected and abnormal spendingl. You can create
cost monitors that evaluate specific AWS services, menmber accounts, cost allocation tags, or cost categories based on your AWS
account structure2. You can also configure alert subscriptions that notify you when a cost monitor detects an anomaly that meets
your threshold2. In this case, you can create a cost monitor with a monitor type of AWS Service and apply a filter of Amazon EC2
to track the EC2 usage as a metric. You can then configure an alert subscription to notify the architecture team if the usage is 10%
more than the average usage for the last 30 days, which is the anomaly detection period used by AWS Cost Anomaly Detection3.
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