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Linux Foundation Certified Kubernetes Security Specialist (CKS) Sample
Questions (Q69-Q74):

NEW QUESTION # 69

You can switch the cluster/configuration context using the following command:

[desk@cli] $ kubectl config use-context prod-account

Context:

A Role bound to a Pod's ServiceAccount grants overly permissive permissions. Complete the following tasks to reduce the set of
permnissions.

Task:

Given an existing Pod named web-pod running in the namespace database.

1. Edit the existing Role bound to the Pod's ServiceAccount test-sa to only allow performing get operations, only on resources of
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type Pods.

2. Create a new Role named test-role-2 in the namespace database, which only allows performing update operations, only on
resources of type statuefulsets.

3. Create a new RoleBinding named test-role-2-bind binding the newly created Role to the Pod's ServiceAccount.

Note: Don't delete the existing RoleBinding.

Answer:

Explanation:

$ k edit role test-role -n database

apiVersion: rbac.authorization.k8s.io/v1

kind: Role

metadata:

creationTimestamp: "2021-06-04T11:1223Z"

name: test-role

namespace: database

resourceVersion: "1139"

selfLink: /apis/rbac.authorization.k8s.i0/v1 /namespaces/database/roles/test-role uid: 49949265-6e01-499¢-94ac-5011d66a353
rules:

- apiGroups:

resources:

- pods

verbs:

- *# Delete

- get # Fixed

$ k create role test-role-2 -n database --resource statefulset --verb update

$ k create rolebinding test-role-2-bind -n database --role test-role-2 --serviceaccount=database:test-sa Explanation
[desk@cli]$ k get pods -n database

NAME READY STATUS RESTARTS AGE LABELS

web-pod 1/1 Running 0 34s run=web-pod

[desk@cli]$ k get roles -n database

test-role

[desk@cli]$ k edit role test-role -n database

apiVersion: rbac.authorization.k8s.io/v1

kind: Role

metadata:

creationTimestamp: "2021-06-13T11:12:23Z"

name: test-role

namespace: database

resourceVersion: "1139"

selfLink: /apis/rbac.authorization.k8s.i0/v1/namespaces/database/roles/test-role uid: 49949265-6e01-499¢-94ac-5011d6Ha353
rules:

- apiGroups:

resources:

- pods

verbs:

- ""# Delete this

- get # Replace by this

[desk@cli]$ k create role test-role-2 -n database --resource statefilset --verb update role.rbac.authorization.k8s.io/test-role-2
created [desk@cli]$ k create rolebinding test-role-2-bind -n database --role test-role-2 --serviceaccount=database:test-sa
rolebinding rbac.authorization.k8s.i0/test-role-2-bind created Reference: https:/kubernetes.io/docs/reference/access-authn-
authz/rbac/ role.rbac.authorization.k8s.io/test-role-2 created

[desk@cli]$ k create rolebinding test-role-2-bind -n database --role test-role-2 --serviceaccount=database:test-sa
rolebinding rbac.authorization.k8s.io/test-role-2-bind created

[desk@cli]$ k create role test-role-2 -n database --resource statefilset --verb update role.rbac.authorization.k8s.io/test-role-2
created [desk@cli]$ k create rolebinding test-role-2-bind -n database --role test-role-2 --serviceaccount=database:test-sa
rolebinding rbac.authorization.k8s.io/test-role-2-bind created Reference: https:/kubernetes.io/docs/reference/access-authn-
authz/rbac/



NEW QUESTION # 70
You have a Kubernetes cluster with a sensitive workload running in a specific namespace. You need to restrict access to this
namespace to only authorized users- How would you achieve this using Role-Based Access Control (RBAC)?

Answer:

Explanation:

Solution (Step by Step):

1. Create a Role: Define a Role that grants only the required permissions to access the sensitive namespace.

- Name: 'namespace-access-role' (you can choose any nae)

- Namespace: The namespace you want to restrict access to.

- Rules:

- Resources: Specify the resources that the role allows access to. For example, 'pods", 'deployments', 'services', etc.
- Verbs: Define the allowed actions on tne resources. For example, 'get', 'list, 'watch', 'create’, 'update' , 'delete’, etc.
- ApiGroups: Specify the API group that the resources belong to. For example, 'apps', 'extensions' , etc.

- You can use wildcards to grant access to all resources or all verbs.

2. Create a ROlIeBinding: Associate the Role with specific users or groups.

- Name: 'namespace-access-binding' (you can choose any name)

- Namespace: The namespace you want to restrict access to.

_ RoleRef.

- Kind: 'Role’ (since you are using a Role)

- Name: The name of the Role you created.

- ApiGroup: 'tbac.authorization.k8s.i0'

- Subjects: Define the users or groups that should have access to this Role.

- Kind: Specify whether it's a user or group.

- Name: The username or group name.

- ApiGroup: 'tbac.authorization.k8s.io'

3. Apply the Role and Role3inding:

- Use 'kubectl apply -frole.yam!' and 'kubectl apply -frolebinding. yan to create the Role and RoleBinding respectively
Exanple YAML for Role and Role8inding:

Role (role-yam)

apiVersiof™ Bk c authociza ipn k8s.io/vl
kind: Role J I .T. lT\Fi]U\_Jj 2',-'\\\
metadata: ! '

name: namespace-access-role
namespace:
rules:
- apiGroups: ["apps", "extensigns"]
resources: ["deployments™ ;" 'pods"]
verbs: [“get", "list' )\ fliatch", "create", "update”, "delete"]
- apiGroups: ["core"g
resources: ["serdces"”, "secrets"]
verbs: [“get", "list”, “watch"]
Role8inding (rolebinding. yam)

apiVersion: rbaq authenigetion.kés.io/vl
kind: RoleBifidIng
metadata:
name: namespace-access-binding
namespace:
roleRef:
kind: Role
name: namespace-access-role
apiGroup:, rbac.authorization.k3s.io
subjects:
- king:“User
name:
apiGroup: rbac.avthorization.k8s.io

- The Role 'namespace-access-role' grants permissions to access 'deployments' , 'pods' , 'services', and 'secrets' in the - The
RoleBinding 'namespace-access-binding' associates this Role with the user - This setup Will restrict access to the namespace to only
tne user Important Notes: - RSAC is a powerful mechanism to control access to resources in Kubernetes- - It's important to
understand the different RBAC components (Role, RoleBinding, ClusterRole, ClusterRole8inding) and their usage. - Define granular
permissions to ensure least privilege access and enhance security.



NEW QUESTION # 71

You have a Kubernetes cluster with multiple namespaces, each representing a different department You need to ensure that
resources in one namespace cannot access resources in another namespace, even if they are running as the same user. How would
you implement this isolation policy and what are the potential risks if this isolation is not implemented effectively?

Answer:

Explanation:

Solution (Step by Step) :

1. Use Network Policies: Define network policies at the namespace level to control communication between pods. Each namespace
will have its own

set of policies.

- Example Network Policy (Namespace A):

apiVersion: networking.k8s.io/vl
kind: NetworkPolicy
metadata:
name: allow-internal-traffic
namespace: namespace-a

- podSelector: {}
- namespaceselector:
matchlLabels:
name: nNamespace-a

2. Enable Pod Security Policies (PSPsy PSPs allow you to define security constraints for pods running in your cluster. You can

restrict the use of specific resources, capabilities, and network access. - Example PSP:
aplversion: poLlCy/VIiDeTal

kind: PodSecurityPolicy
metadata:
name: restricted-psp
spec:
runAsUser:
- "10ee"
o o LJLiNuX
fsGroup:
- "1000"
selinux:
- level: S@
hostNetwork: false
hostPID: false
hostIPC: false
privileged; false
allowPrifdlegeEscalation: false
readOpnlyRootFilesystem: true
vollmes:
‘configMap’
- 'secret’
- ‘emptyDir’
- 'projected’
- ‘downwardAPI'’
- 'persistentVolumeClaim’
- "hostPath’
- 'projected’
- 'secret’
- 'persistentVolumeClaim’'



3. Isolate Resources: Ensure resources are not shared between namespaces, such as storage (persistent volumes) and configuration
(config maps, secrets). - Example: Create separate persistent volumes and clains for each namespace. 4. Monitoring and Auditing;
Implement monitoring and auditing tools to detect any unauthorized access attempts or violations of your isolation policy. 5. Potential
Risks of Insufficient Isolation: - Data Breaches: Data in one namespace could be compromised by applications in another
namespace, leading to a data leak. - Denial of Service: Applications in one namespace could consume all available resources,
impacting the performance of applications in other namespaces. - Privilege Escalation: An application in one namespace could gain
elevated privileges and access resources in other namespaces.

NEW QUESTION # 72

SIMULATION

Create a new ServiceAccount named backend-sa in the existing namespace default, which has the capability to list the pods inside
the namespace default.

Create a new Pod named backend-pod in the namespace default, mount the newly created sa backend-sa to the pod, and Verify
that the pod is able to list pods.

Ensure that the Pod is running.

Answer:

Explanation:

A service account provides an identity for processes that run in a Pod.

‘When you (a human) access the cluster (for exanple, using kubectl), you are authenticated by the apiserver as a particular User
Account (currently this is usually admin, unless your cluster administrator has customized your cluster). Processes in containers inside
pods can also contact the apiserver. When they do, they are authenticated as a particular Service Account (for exanple, defaul).
When you create a pod, if you do not specify a service account, it is automatically assigned the default service account in the same
namespace. If you get the raw json or yaml for a pod you have created (for example, kubectl get pods/<podname> -0 yaml), you
can see the spec.serviceAccountName field has been automatically set.

You can access the API from inside a pod using automatically mounted service account credentials, as described in Accessing the
Cluster. The API permissions of the service account depend on the authorization plugin and policy in use.

In version 1.6+, you can opt out of automounting API credentials for a service account by setting automountServiceAccountToken:
false on the service account:

apiVersion: vl

kind: Service Account

metadata:

name: build-robot

automountServiceAccountToken: false

In version 1.6+, you can also opt out of automounting API credentials for a particular pod:
apiVersion: vl

kind: Pod

metadata:

name: my-pod

spec:

serviceAccountName: build-robot

automountServiceAccountToken: false

The pod spec takes precedence over the service account if both specify a automountServiceAccountToken value.

NEW QUESTION # 73

You are managing a Kubernetes cluster with several deployments running different microservices. You need to ensure that all pods
are running with appropriate security context constraints (SCCs) to minimize the risk of privilege escalation and other security
vulnerabilities. Explain how you would implement and enforce pod security standards using SCCs, providing specific examples ot
common security constraints and how you would configure them for various deployment scenarios.

Answer:

Explanation:
Solution (Step by Step) :
1. Define Security Context Constraints (SCCs):



- Create a new SCC resource. Here's an example for a restrictive SCC named "restricted-scc'

apiVersion: securi shift,io/vl
kind: SecurityContextCo]tEr‘N U x
metadata: o &
name: restricted-scc R
spec:
allowPrivilegeEscalation: false # Disable privilege escalation
runAsUser:
type: RunAsAny
# Add specific user IDs if you need more control
seLinuxContext:
type: RunAsAny
# Define specific SELinux labels if needed
supplementalGroups:
type: RunAsAny
# Define specific supplemental groups if needed
readOnlyRootFilesystem: true # Mount root filesystem as read-only

privileged: false # Disallow running as privileged container
allowHostNetwork: false # Disallow using host network
allowHostPorts: false # Disallow binding to host ports
allowHostDir: false # Disallow mounting host directories
allowHostIRC: false # Disallow sharing host IPC namespace
allowHostPID: false # Disallow sharing host PID namespace
allowHostDevices: false # Disallow access to host devices
allowVolumeExpansion: false # Disallow expanding volumes
volumes:

- 'configMap'

- 'secret’

- 'downwardAPI'

- 'emptyDir’

- 'persistentVolumeClaim’

- 'projected’

- "serviceAccount’

2. Apply the SCC to Deployments: - Add a 'securitycontext' section to your Deployment resources to apply the SCC- Here's an
example:
spiVersion: &im Ux

kind: Dép
metadata:
name: my-deployment
spec:
template:
metadata:
labels:
App: Sysapp)
spegt
Cofitainers:
- name: my-container
image: nginw:latest
securityContext:
# Use the previously defined SCC
securityContextConstraints: restricted-sce

3. Test and Evaluate: - After deploying with the SCC, test the deployment and verify that the pod is created with the expected
security restrictions. - Use 'kubectl get pods -1 app=my-apps to verify the pod's status and Its security context. Key Security
Constramts in the Example: - 'allowPrivilegeEscalation: false': Prevents containers from escalating their privileges. -
'readOnlyRootFilesysten: true': Prevents modification of the root filesystem, reducing the risk of malicious code tampering, -
'privileged: false: Disallows running containers with root privileges, mitigating security risks. - 'volumes': Restricts the types of volumes
that can be used, limiting access to sensitive data or resources. Deployment Scenario: - For critical services handling sensitive data,
use a highly restrictive SCC like the one provided. - For less critical services, you might need a more permissive SCC. - You can
create different SCCs for different levels of security requirements and apply them accordingly. Important Notes: - Always test your
SCCs thoroughly before implementing them in production environments. - Regularly review and update your SCCs to ensure they
remain effective and n line with your security best practices. - Consider using Kubernetes security scanning tools to identify potential
vulnerabilities in your deployments and SCC configurations.

NEW QUESTION # 74

To find better job opportunities you have to learn new and in-demand skills and upgrade your knowledge. With the Certified
Kubernetes Security Specialist (CKS) CKS Exam you can do this job nicely and quickly. To do this you just need to get registered
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in the ActualExans Certified Kubernetes Security Specialist (CKS) exam and put all your efforts to pass this challenging Certified
Kubermnetes Security Specialist (CKS) exam with good scores. However, you should keep in mind that the Certified Kubernetes
Security Specialist (CKS) exam is a valuable credential and will play an important role in your career advancement
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