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HE #47
What is an exploit in the hacking world?

¢ A. A technique used to remove malware froma system
¢ B. A malicious program that spreads through social networks.
¢ C. A piece of code designed to take advantage ofa specific vulnerability in a system or application.

Ef#: C

A -

In ethical hacking and cybersecurity, an exploit iscode or a sequence of commands designed to take advantage of a specific
vulnerabilityin a system, application, or service. Therefore, option A is the correct answer.

Exploits are typically used after vulnerabilities have been identified during reconnaissance and scanning phases. They allow attackers
or ethical hackers to verify whether a weakness can be practically abused.

Exploits may result in unauthorized access, data disclosure, privilege escalation, or remote code execution, depending on the nature
of the vulnerability.

Option B is incorrect because malware removal is a defensive activity and does not mvolve exploitation.

Option C is incorrect because malicious programns that spread via social networks are classified as malware, not exploits.

From an ethical hacking perspective, exploits are used incontrolled and authorized environmentsto demonstrate the real-world
impact of vulnerabilities. Ethical hackers often use exploit frameworks to safely test systens and provide remediation guidance.
Understanding exploits helps organizations prioritize patching, improve system hardening, and reduce exposure to known attack
techniques. Ethical use of exploits strengthens security rather than undermines it.

B #48
What is Nessus used for?

¢ A For automated hacking,
e B. To watch videos on a blocked network.
e C. To scan a network or system for vulnerabilities.

EfE: C

fiR .-

Nessus is a globally recognized, industry-standardvulnerability scannerused by security professionals to identify security flaws in a
network, operating system, or application. Developed by Tenable, it is a comprehensive tool that automates the process of finding
weaknesses such as unpatched software, weak passwords, misconfigurations, and "zero-day" vulnerabilities.

Nessus operates by probing a target system and comparing the results against an extensive, constantly updated database of
thousands of known vulnerabilities (plugins). The scanning process typically mvolves:

* Host Discovery: Identifying which devices are active on the network.

* Port Scanning: Checking for open services and identifying their versions.

* Vulnerability Assessment: Running specific checks to see if those services are susceptible to known exploits.

* Compliance Auditing: Ensuring that systems meet specific security standards like PCI DSS or HIPAA.

Unlike "autormated hacking” tools that focus on exploitation, Nessus is adiagnostic tool. It provides detailed reports that categorize
vulnerabilities by severity (Critical, High, Medium, Low) and offers specific remediation advice on how to fix the issues. Ina
professional penetration test, Nessus is used during the

"Vulnerability Analysis" phase to provide a broad map of the target's weaknesses. This allows the tester to prioritize which flaws to
attempt to exploit manually. Regular use of Nessus is a cornerstone of any proactive vulnerability management program

R #49
Which of the following is a network security protocol designed to authenticate and authorize remote users to securely access
network resources?



e A. SSH (Secure Shell)
e B. SSL (Secure Sockets Layer)
e C. FTP (File Transfer Protocol)

EfE: A

R -

SSH (Secure Shell) is anetwork security protocolspecifically designed to provide secure remote access to systemns, making option A
the correct answer. SSH authenticates users and encrypts all communications between the client and server, protecting credentials
and session data from interception.

SSH is widely used by system administrators and ethical hackers for secure remote login, command execution, and file transfers. It
replaces insecure protocols such as Telnet, which transmit data in plain text.

SSH supports muiltiple authentication mechanisis, including passwords, public-key authentication, and multi- factor authentication.
Option B, FTP, is incorrect because it transmits credentials and data in plain text and does not provide secure authentication by
default. Option C, SSL, is incorrect in this context because SSL is a cryptographic protocol used to secure data in transit but is not
specifically designed for remote system access and authorization.

From an ethical hacking perspective, understanding SSH is essential for both attacking and defending systems. Misconfigured SSH
services can lead to brute-force attacks or unauthorized access, while properly secured SSH greatly enhances system security.
SSH plays a critical role in secure network administration and is a foundational component of modern information security controls.

HM #50
Can all computers be hacked?

e A Yes, all computer equipment can be hacked without any complications.
¢ B. Yes, all computers are hackable.
¢ C. No, only computers that are not updated with security patches and have exposed ports can be hacked.

Ef#: B

fER L2

Froma cybersecurity and ethical hacking perspective, the most accurate answer isoption C: yes, all computers are hackable. This
does not mean that all systems are easily compromised, but rather thatno systemis 100% secureunder all circunstances.

Security is a matter of risk management, not absolute prevention. Even fully patched systems with strong security controls may be
vulnerable to zero-day exploits, misconfigurations, supply-chain attacks, physical access threats, or human factors such as social
engineering, Ethical hackers assess these risks to determine how systems could be compromised under realistic threat scenarios.
Option A is incorrect because even updated systems with minimal exposure can still be attacked through advanced techniques.
Option B is incorrect because hacking is not always easy or without complications; strong defenses significantly increase the
difficulty.

Understanding this concept is critical in modern security strategy. Ethical hacking promotesdefense in depth, continuous monitoring,
regular testing, and user awareness rather than reliance on a single control.

Acknowledging that all systems are potentially hackable encourages proactive security practices, timely patching, strong
authentication, network segmentation, and incident response planning, Ethical hackers help organizations identify weaknesses early,
reduce risk, and improve resilience against evolving cyber threats.

ER #51
What is a public IP?

e A ltis the IP address assigned by the modemto the devices.
e B.Itis an IP that everyone uses.
e C. Public IP addresses are assigned by Internet service providers.

IEf: C

A -

A public IP address is a findamental element of the global internet infrastructure, serving as a unique identifier for a device or
network gateway on the public web. These addresses are assigned by Internet Service Providers (ISPs) to their customers. Unlike
private IP addresses, which are used for internal communication within a local network (like your home or office Wi-Fi), a public IP
is globally unique and routable across the entire internet.

In the context of information security, the public IP represents the "front door" of an organization's digital presence. It is the address



that external servers, websites, and hackers see when a connection is made. For example, when an ethical hacker perforns an
"External Penetration Test," they are targeting the organization' s public IP to see what services (like web servers or VPN gateways)
are exposed to the world.

Understanding the difference between a public IP and a private IP is crucial for managing security perimeters.

While a modem or router might assign private IPs to internal devices (Option B), the router itself holds the public IP assigned by the
ISP to commumicate with the rest of the world. Protecting the public IP nvolve using firewalls and intrusion prevention systemns to
ensure that only legitimate traffic is allowed into the internal network. Because this address is visible to everyone, it is often the first
point of contact for reconnaissance activities like port scanning or Google Dorking, making it a vital element to monitor and secure.
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