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Fortinet FCSS - SD-WAN 7.6 Architect Sample Questions (Q78-Q83):

NEW QUESTION # 78

K

Refer to the exhibit.

RTINET

Reply traffic
Owiginal traffic

The admmistrator analyzed the traffic between a branch FortiGate and the server located in the data center, and noticed the behavior
shown in the diagram.
When the LAN clients located behind FGT'1 establish a session to a server behind DC-1, the administrator observes that, on DC-1,
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the reply traffic is routed overT2. even though T1 is the preferred member in the matching SD-WAN rule.
What can the administrator do to instruct DC-1 to route the reply traffic through the member with the best performance?

A. Enable reply-session under config system sdwan.

B. Enable snat-route-change under config system global.

C. Enable auxiliary-session under config system settings.

D. FortiGate route lookup for reply traffic only considers routes over the original ingress interface.

Answer: A

Explanation:

‘When asymmetric routing is observed (such as reply traffic not following the optimal path), the solution is:

"The auxiliary-session feature, enabled under config system settings, allows FortiGate to consider muiltiple egress interfaces for reply
traffic, not just the original ingress interface. This is crucial for SD-WAN environments where the best path may differ between
forward and return directions, especially when performance or policy rules are dynamically evaluated." Activating this ensures reply
traffic is always sent on the member with the best real-time metrics.

Reference:

[FCSS_SDW_AR-7.4 1-0.docx Q23]

FortiOS 7.4 CLI Reference, "auxiliary-session for SD-WAN Path Optimization"

NEW QUESTION # 79
You have configured the performance SLA with the probe mode as Prefer Passive.
‘What are two observable impacts of this configuration? (Choose two.)

A. FortiGate can offload the traffic that is subject to passive monitoring to hardware.

B. During passive monitoring, the SLA performance rule cannot detect dead members.

C. FortiGate passively monitors the member if TCP traffic is passing through the member.

D. After FortiGate switches to active mode, the SLA performance rule falls back to passive monitoring after 3 minutes.
E. FortiGate passively monitors the member if ICMP traffic is passing through the member.

Answer: B,C

Explanation:

In FortiOS 7.6, when a Performance SLA probe mode is set to Prefer Passive, FortiGate attempts to measure link performance
using passive monitoring first, based on real user traffic. Only when passive monitoring is not possible does FortiGate temporarily fall
back to active probing,

With Prefer Passive, FortiGate passively monitors TCP traffic flowing through the SD-WAN menber to calculate SLA metrics such
as latency, jitter, and packet loss. This behavior directly matches option A.

During passive monitoring, FortiGate relies on observed traffic to infer link health. Because no synthetic probes are sent, a
completely dead link (with no traffic passing) cannot be detected by the SLA during passive mode. As a result, dead members may
not be immediately detected, which makes option D correct.

Option B 1s incorrect because there is no fixed 3-minute timer defined in FortiOS 7.6 that forces a return from active probing back
to passive monitoring,

Option C is incorrect because passive SLA monitoring is based on TCP traffic, not ICMP traffic. ICMP is used for active probing,
not passive monitoring,

Option E is incorrect because traffic subject to passive SLA monitoring cannot be offloaded to hardware. Passive SLA
measurement requires software inspection of packets, which prevents NPU offloading,

Therefore, the two correct observable impacts of configuring the probe mode as Prefer Passive are A and D.

NEW QUESTION # 80
Refer to the exhibit.



# diagnose sys session list
sassion info: proto=6 prote_state=1l duration=180 expire=3424 timeocut=3600

refresh_dir=both £flags=00000000 socktype=0 sockport=0 av_idx=0 use=4
origin-shaper=

reply-shaper=

per_ip shaper=

class_id=0 ha_id=0 pelicy_dir=0 tunnel=/ vlan_cecs=0/0

state=log may dirty ndr £00 app valid route preserve

statistic (bytes/packets/allow_err): org=3369/19/1reply=3881/19/1 tuples=3
tx speed(Bps/kbps): 0/0 rx speed(Bps/kbps): 0/0

orgin-»sink: org pre->post, reply pre-rpost dev=T->3/3->7 gwy=192.2.0.2/0.0.0.0
hook=post dir=org act=snat 10.0.2%101:58630->128.66.0.1:22(192.2.0.100:58630)
hook=pre dir=reply act=dnat,128.66.071:22->192.2.0.100:58360(10.0.1.101:58360)
hook=post dir=reply act=nocp-128.66.0.1:22->10.0.1.101:58630(0.0.0.0:0)

pos/ (before, aftex) 0L(0,0), 0/(0,0)

misc=0 policy id=1 pel uuid_idx=15844 auth_infe=0 chk_client_infe=0 wvd=0
serial=00000c0c tos=ff/ff app list=2000 app=16060 url_cat=0

sdwan_mbr_seq=l sdwan_service id=4

rpdb link id=ff000004 ngfwid=n/a

npu_stave=0x001108 —

no_offoad reason: radiEEﬁwg HJF-IH‘E)T

The administrator configured the SD-WAN rule ID 4 with two members (port] and port2) and strategy lowest cost (SLA).
What are the two characteristics of the session shown in the exhibit? (Choose two.)

e A FortiGate will never re-evaluate this session.

e B. FortiGate steered this flow according to an SD-WAN rule 4.

e C. FortiGate steered this flow according to the application detected and the outgoing interface is port3.
¢ D. FortiGate will re-evaluate this session if the outgoing interface goes down.

Answer: B,D

Explanation:

The line sdwan mbr_seq=1 sdwan_service id=4 indicates that this session is part of an SD-WAN rule. sdwan_service id=4
confirms that the session is being handled by SD-WAN rule ID 4. This directly links the flow to the SD-WAN configuration.

The line no_offload reason: redir-to-ips denied-by-nturbo shows that the session is not offloaded to the NPU (Network Processing
Unit) and is being processed by the main CPU. A session that is not offloaded can be re-evaluated. If the outgoing interface (the one
currently being used) goes down, the FortiGate will re-evaluate the session against the SD-WAN rules to find a new active member
to steer the traffic through. This is a findamental behavior of SD-WAN, which ensures network resilience.

NEW QUESTION # 81
Refer to the exhibits.

Configuration for SD-WAN performance SLA, SD-WAN rule configuration, and application IDs
YouTube.

config system sdwan
config health-check
edit "Passive"
set detect-mode passive
set members 3 4
next

en :==RTINE

end
config system sdwan
config service
edit 1

set name "Facebook-YouTube"
set src "all"™
set internet-service enable
set internet-service-app-ctrl 15832 31077
set health-check "Passive"
set priority-member 3 4
set passive-measurement enable




nexc
end
end

app-name: “Facebook"
id: 15832

branchl_fgt # get application name %t |® ®id: 31077" -B1
app-name: “YouTube"
id: 31077

Firewall policy configu

! B

branchl_fgt # get application name status | grep "id: la

icy

name "DIA"
set uuid b973edec-5£950-51lec-cadb-017c830d9418
set srcintf "portsS"
set dstintf "underlay"”
set action accept
set srcaddr "LAN-net"
set dstaddr "all"
set schedule “always"”
set service "ALL"
set passive-wan-health-measurement enable
set utm-status enable
set ssl-ssh-profile "certificate-inspection"
set application-list "default"
set logtraffic all
set auto-asic-offload disable
set nat enable
next
end

Underlay zone status

branchl_ fgt # diagnose sys sdwan zone | grep underlay -Al
Zone underlay index=3
members (2) : 3(portl) 4(port2)

The exhibits show the configuration for SD-WAN performance. SD-WAN rule, the application IDs of Facebook and YouTube
along with the firewall policy configuration and the underlay zone status.
‘Which two statements are true about the health and performance of SD-WAN memnbers 3 and 4? (Choose two.)

A. Encrypted traffic is not used for the performance measurement.

B. The performance is an average of the metrics measured for Facebook and YouTube traffic passing through the member.
C. Only related TCP traffic is used for performance measurement.

D. FortiGate identifies the member as dead when there is no Facebook and YouTube traffic passing through the member.

Answer: B,D

NEW QUESTION # 82
What are three key routing principles of SD-WAN? (Choose three.)

¢ A. SD-WAN members are skipped if they do not have a valid route to the destination.



B. SD-WAN rules are skipped if the best route to the destination is not an SD-WAN member.
C. Drrectly connected routes have precedence over SD-WAN rules.

D. Policy routes have precedence over SD-WAN rules.

E. SD-WAN rules are skipped if the best route to the destination is a static route

Answer: A,.B,D

Explanation:

Fortinet outlines key SD-WAN routing principles:

"Policy routes are always evaluated before SD-WAN rules, meaning if a policy route matches, SD-WAN steering is bypassed. If
the best route for a destination is not via an SD-WAN member, SD-WAN rules do not apply, and members are ignored if they lack
a valid route. This hierarchy ensures traffic always follows the most deterministic and valid path according to configuration."
Understanding these principles is critical for correct SD-WAN and routing integration.

NEW QUESTION # 83
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