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fEY 2 Hh R 1
¢ Device Configuration: This section of the exam measures the skills of an IT Administrator and covers
FEY Z 1 declarative configuration properties and how they relate to the device enrollment type. It ensures that

configurations align with organizational needs.

e Network Integration: This section of the exam measures the skills of an I'T Admmistrator and covers

NEw 22 assessing network responsiveness and device connectivity. It also covers wireless auto-join behavior on
Apple devices and ensures strong network coverage.
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Apple Configurator: This section of the exam measures the skills of an I'T Administrator and covers the
usage of Apple Configurator in enrollment, supervision, and deployment of Apple devices. It includes an
overview of its features and setup processes.

FEY 74

Device Security: This section of the exam measures the skills of an MDM Specialist and covers encryption
on Apple platforns, FileVault operations, and the importance of key management. It focuses on protecting
sensitive data on managed devices.

v Z5

Plan a Deployment: This section of the exam measures the skills of an MDM Specialist and covers the
purpose and finction of Apple’s built-in MDM framework. It evaluates the foundational understanding
needed to support the deployment of Apple devices at scale using MDM protocols and tools.

FEY Z6

Identity Services: This section of the exam measures the skills of an MDM Specialist and covers supported
identity services on Apple devices, including Platform SSO and Single Sign-On, helping users manage
secure access and authentication.

Y 77

Software Updates: This section of the exam measures the skills of an MDM Specialist and covers update
management strategies using MDM. It includes handling deadlines, updating behavior, and ensuring that
updates are properly delivered and installed.

fEY Z 8

Prepare Your Environment: This section of the exam measures the skills of an IT Administrator and covers
the important factors involved in evaluating and preparing the environment for a successful MDM
implementation. It emphasizes strategic planning before rollout.

FEYZ9

Device Support: This section of the exam measures the skills of an I'T Administrator and covers
troubleshooting Mac startup, recovery, and password reset processes using macOS Recovery. It ensures
support professionals can maintain and restore device fnctionality.

FEY Z 10

Manage Content and Data Flow: This section of the exam measures the skills of an IT Administrator and
covers app distribution methods including managed, custom, and proprietary apps. It focuses on content
purchasing and delivery through Apple Business or School Manager.

MEY 7 11

Apple Business Manager and Apple School Manager: This section of the exam measures the skills of an
MDM Specialist and covers managing connections to resellers and managing device suppliers. It
emphasizes the use of Apple Business Manager or School Manager to streamiline large-scale deployments.

FEY 7 12

Device Enrollment: This section of the exam measures the skills of an MDM Specialist and covers the three
main enroliment methods for Apple devices, their core concepts, and their properties. It prepares
candidates to make appropriate choices based on organizational needs.

FEY 713

Planning Device Ownership and Enroliment: This section of the exam measures the skills of an IT
Administrator and covers enroliment planning strategies based on ownership models. It focuses on data
separation and appropriate deployment paths based on user and organizational requirements.
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Apple Deployment and Management Exam 58 x€ DEP-2025 &% Bk B4 & (Q149-
Q154):

R #149
What validates face and fingerprint data from Face ID and Touch ID sensors in Apple devices?

A. Secure MDM communications and APNs notifications.

B. Process data from Face ID and Touch ID sensors.

C. Encrypt mail, web, and other internet traffic.

D. Encrypt tokens for Recovery Lock, Bypass Code, and Personal Recovery Key.

IEf#: B

AR

The Secure Enclave validates biometric data. The Apple Platform Security Guide states, '"The Secure Enclave processes and
validates data from Face ID and Touch ID sensors, ensuring secure authentication." Reference:

Apple Platform Security Guide, "Secure Enclave" section.

iOS Deployment Reference, "Biometric Security" section.

M #150
You're remotely erasing a supervised iPad. What can you preserve to speed up redeployment?

A. Installed apps

B. User data and settings
C. Device passcode

D. Existing eSIM

IEf#: D

A -

Preserving eSIM speeds redeployment. The Mobile Device Management Protocol Reference states, "When erasing a supervised
iPad, the preserveDataPlan option retains the existing eSIM, avoiding reactivation delays." Reference:

Mobile Device Management Protocol Reference, "EraseDevice Command" section.

i0S Deployment Reference, "eSIM Preservation” section.

R #151
‘Which common technology is Enterprise SSO (Single Sign-On) in i0S, iPadOS, and macOS based on?

A. Kerberos
B. Gatekeeper
C. Passkeys
D. Keychain

Ef#: A

A -
Enterprise SSO leverages Kerberos. TheApple Platform Deployment Guidestates, "Enterprise Single Sign-On in i0S, iPadOS, and
macOS is based on Kerberos, enabling seamless authentication to enterprise resources." Options B, C, and D serve diferent

purposes.
References:

Apple Platform Deployment Guide, "SSO" section.
macOS Security Overview, "Authentication” section.

R #152
Your organization is buying books through Apple Business Manager. Which of these is an assignment criteria for books?

e A Shared iPad devices



¢ B. iPhone and iPad devices
e (. Users with a Managed Apple Account
e D. Mac computers

IEf: C

fEERA -

Apple Business Manager allows organizations to purchase and distributebooks(such as textbooks or reference material) using the
Apps and Books section. Apple Learning states that books can only be assigned tousers, not to devices. Specifically, the users must
have aManaged Apple Accountin order to receive the content.

Unlike apps, which can be assigned either to users or devices, books are linked to the individual account. This ensures that digital
rights management (DRM) is preserved while also protecting user access. Books cannot be assigned directly to iPhones, iPads, or
Macs as standalone hardware, nor can they be tied to Shared iPad device pools. Therefore, the correct assignment criteria for
books in Apple Business Manager isManaged Apple Account users.

References:Apple Business Manager User Guide - "Distribute books to users with Managed Apple Accounts."

B #153
‘Which MDM option gives you the ability to keep the same eSIM service for an iPhone that you redeploy?

A. Redeploy with eSIM
B. Remote wipe

C. Managed erase

D. Rapid deployment

Ef#: B

BRI :

Remote wipe preserves eSIM. TheMobile Device Management Protocol Referencestates, "The EraseDevice command with the
preserveDataPlan option allows MDM to keep the eSIM active during a wipe, aiding redeployment." References:

Mobile Device Management Protocol Reference, "EraseDevice Command" section.

i0S Deployment Reference, "eSIM Management section.

B #154
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