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B R (Q46-Q51):

HH #46
A company has several use cases for using its AOS-CX switches' HPE Aruba Networking Network Analytics Engine (NAE).
What is one guideline to keep in mind as you plan?

¢ A. When you use custom scripts, you can create as many agents from each script as you want.

¢ B. You can install multiple scripts on a switch, but you can deploy only one agent per script.

¢ (. The switch will permit you to deploy as many NAE agents as you want, but they might degrade the switch functionality.
¢ D. Fach switch model has a maximum number of supported monitors, and one agent might have multiple monitors.

IEf#: D

TR

The Network Analytics Engine (NAE) in AOS-CX switches provides intelligent monitoring, troubleshooting, and performance
analysis through predefined or custom scripts. Here's an analysis of the guidelines for NAE:

A: Each switch model has a maximum number of supported monitors, and one agent might have multiple monitors.

* Correct:

* Each AOS-CX switch model has hardware and software limitations, including the number of agents and monitors it supports.
* Monitors are data collection points for tracking specific metrics like interface statistics, CPU usage, or custom-defined parameters.
* Agents are scripts that use monitors to evaluate data, trigger actions, or generate alerts.

* Since one agent can have multiple monitors, the total number of monitors might impact the scalability of agents.

B: You can install multiple scripts on a switch, but you can deploy only one agent per script.

* Incorrect:

* Multiple agents can be deployed from the same script if they monitor different parameters or have different configurations.

* The limitation is usually related to the total number of agents and monitors supported by the switch model, not the script itself.
C: The switch will permit you to deploy as many NAE agents as you want, but they might degrade the switch functionality.

* Incorrect:

* AOS-CX enforces hardware and software limits on the number of agents and monitors. These limits are designed to prevent
degradation of switch performance.

* You cannot deploy an unlimited number of agents, as the system enforces these restrictions.

D: When you use custom scripts, you can create as many agents from each script as you want.

* Incorrect:

* While you can use custom scripts to create agents, the total number of agents is subject to the switch's maximum supported limits.
* The scalability of agents is still bound by hardware and software constraints, even with custom scripts.

References

* HPE Aruba AOS-CX Network Analytics Engine Configuration Guide.

* Aruba AOS-CX Switch Series Technical Specifications.

* Best Practices for NAE Deployment in AOS-CX Networks.

R #47

An admin has configured an AOS-CX switch with these settings:

port-access role employees

vlan access name employees

This switch is also configured with CPPM as its RADIUS server.

Which enforcement profile should you configure on CPPM to work with this configuration?

e A. RADIUS Enforcement type with HPE-User-Role VSA set to "employees”

e B. HPE Aruba Networking Downloadable Role Enforcement type with gateway role name set to
"employees"

¢ C. HPE Aruba Networking Downloadable Role Enforcement type with role name set to "employees"

e D. RADIUS Enforcement type with Aruba-User-Role VSA set to "employees”

IEf@E: D
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To ensure that the AOS-CX switch properly assigns the "employees" role when using CPPM (ClearPass Policy Manager) as the
RADIUS server, you should configure a RADIUS Enforcement profile on CPPM with the Aruba-User-Role VSA (Vendor-
Specific Attribute) set to "employees". This configuration ensures that when an endpoint authenticates, CPPM sends the appropriate
role assignment to the AOS-CX switch, which then applies the corresponding policies and VLAN settings defined for the



"employees" role.

HH #48

A security teamneeds to track a device's commumnication patterns and identify patterns such as how many destinations the device is
accessing,

Which Aruba solution can show this information at a glance?

¢ A. HPE Aruba Networking ClearPass Policy Manager (CPPM) live monitoring Access Tracker
¢ B. AOS-CX Analytics Dashboard using the system-installed NAE agent

¢ C. HPE Aruba Networking ClearPass Insight Endpoints and Network Dashboards

¢ D. HPE Aruba Networking ClearPass Device Insight (CPDI) under a device's network activity

Ef#: D

A -

HPE Aruba Networking ClearPass Device Insight (CPDI) can show detailed information about a device's commumnication patterns,
including how many destinations the device is accessing. CPDI provides comprehensive visibility into the behavior and activity of
devices on the network, allowing the security team to track and analyze communication patterns at a glance. This information is
critical for identifying anomalies and potential security threats.

Reference: ClearPass Device Insight documentation and network activity monitoring guides offer insights into tracking and analyzing
device communication patterns using CPDI's capabilities.

B #49

A company has HPE Aruba Networking gateways that implement gateway IDS/IPS. Admins sometimes check the Security
Dashboard, but they want a faster way to discover if a gateway starts detecting threats in traffic.

‘What should they do?

A. Set up email notifications using HPE Aruba Networking Central's global alert settings.

B. Use Syslog to integrate the gateways with HPE Aruba Networking ClearPass Policy Manager (CPPM) event processing,
C. Integrate HPE Aruba Networking ClearPass Device Insight (CPDI) with Central and schedule hourly reports.

D. Set up Webhooks that are attached to the HPE Aruba Networking Central Threat Dashboard.

EfE: A

it

1. The Need for Faster Threat Notifications

Admins need immediate alerts when threats are detected by the gateway's IDS/IPS functionality. Regularly checking the Security
Dashboard is mefficient, so an automated notification systemis essential for faster response times.

2. Explanation of Each Option

A: Set up Webhooks that are attached to the HPE Aruba Networking Central Threat Dashboard:

* Incorrect:

* Webhooks are useful for integrating alerts with third-party tools or custom workflows. However, setting up email notifications
through global alert settings is faster and simpler for this purpose.

B: Use Syslog to integrate the gateways with HPE Aruba Networking ClearPass Policy Manager (CPPM) event processing:

* Incorrect:

* Syslog integration with CPPM is typically used for logging and correlating events, not for real- time notifications about threats.
* CPPM is better suited for policy enforcement, not instant threat alerts.

C: Set up email notifications using HPE Aruba Networking Central's global alert settings:

* Correct:

* HPE Aruba Networking Central has global alert settings that allow admins to configure email notifications for specific events, such
as threat detection.

* This is the simplest and most effective way to ensure admins receive immediate notifications when threats are detected by the
gateways.

D: Integrate HPE Aruba Networking ClearPass Device Insight (CPDI) with Central and schedule hourly reports:

* Incorrect:

* While CPDI integration provides enhanced device profiling, it is not directly tied to gateway IDS

/IPS threat detection.

* Hourly reports are not real-time notifications and would not meet the requirement for faster threat alerts.

Final Recommendation



Setting up email notifications through HPE Aruba Networking Central's global alert settings provides the most direct and efficient
solution for immediate threat detection alerts.

References

* HPE Aruba Networking Central Alert Management Documentation.

* Aruba IDS/IPS and Security Dashboard Configuration Guide.

* Email Notification Setup for Aruba Central Threat Alerts.
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Refer to Exhibit:
J—
™ Switch-1
L3 switch
t———
Lag 1
L
T
u Switch-2
L3 switch
-
VLANSs V0LANS
10-14 15-19
o=
Switch-3 | Switch-4
L2 switch { L2 switch

All of the switches in the exhibit are AOS-CX switches.
What is the preferred configuration on Switch-2 for preventing rogue OSPF routers in this network?

¢ A. Configure OSPF authentication on VLANs 10-19 in password mode.

¢ B. Configure OSPF authentication on Lag 1 in MD5 mode.

¢ C. Disable OSPF entirely on VLANs 10-19.

e D. Configure passive-interface as the OSPF default and disable OSPF passive on Lag 1.

IEf#: B
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Why MD5 Authentication on Lag 1 is Preferred:

* Lag 1 is the primary link between Switch-2 and Switch-1, both of which are Layer 3 switches running OSPF.

* By enabling MD5 authentication, OSPF routers exchange authenticated packets, preventing unauthorized or rogue OSPF routers
from forming adjacencies or injecting routes.

* MDS is a secure authentication method and ensures the integrity and authenticity of OSPF commumications.

Other Options Analysis:

* A. Configure OSPF authentication on VLANs 10-19 in password mode: While configuring authentication on VLAN interfaces
could secure VLAN-specific OSPF traffic, it is less effective because the main threat of rogue OSPF comes from unauthorized 1.3
devices connected via the backbone (Lag 1).

* C. Disable OSPF entirely on VLANSs 10-19: Disabling OSPF on these VLANS is not a preferred solution because OSPF is
needed to route traffic in this design.

* D. Configure passive-interface as the OSPF default and disable OSPF passive on Lag 1: While passive interfaces prevent OSPF
from forming adjacencies, it does not directly prevent rogue routers. Passive mode only limits OSPF advertisements on specific
mterfaces.
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