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Microsoft MS-102 Exam Syllabus Topics:

Topic Details

¢ Deploy and manage a Microsoft 365 tenant: Management of roles in Microsoft 365 and management of
users and groups are discussion points of this topic. It also focuses on implementing and managing a

Topic 1
P Microsoft 365 tenant.
¢ Inplement and manage Microsoft Entra identity and access: In this topic, questions about Microsoft Entra
Topic 2 tenant appear. Moreover, it delves into implementation and management of authentication and secure

access.

e Manage security and threats by using Microsoft Defender XDR: This topic discusses how to use Microsoft
Defender portal to manage security reports and alerts. It also focuses on usage of Microsoft Defender for

Topic 3 Office 365 to implement and manage email and collaboration protection. Lastly, it discusses the usage of

Microsoft Defender for Endpoint for the implementation and management of endpoint protection.
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¢ Manage compliance by using Microsoft Purview: Implementation of Microsoft Purview information
protection and data lifecycle management is discussed in this topic. Moreover, questions about

Topic 4
o implementing Microsoft Purview data loss prevention (DLP) also appear.

Microsoft 365 Administrator Sample Questions (Q191-Q196):

NEW QUESTION # 191
You have a Microsoft 365 E5 tenant that contains the users shown in the following table.

igrosott

Name| Member of
User1 | Group1
User2 | Group?2
You purchase the devices shown in the following table.

Name | Platform
_Dev_ice1 Windows 10
Device? | Android

In Microsoft Endpoint Manager, you create an enrollment status page profile that has the following settings:

Show app and profile configuration progress: Yes

Allow users to collect logs about installation errors: Yes

Only show page to devices provisioned by out-of-box experience (OOBE): No Assignments: Group2 For each of the following
staterments, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

MICros satéments Yes No
If User1 enrolls Device1 in Microsoft Endpoint Manager, the €nrollment 0] O

status page will appear.

If User2 enrolls Device1 in MicrosoffEndgoint Manager, the enroliment QO Q
status page will appear.

If User2 enrolls Device? in Microsoft Endpoint Manager, the enroliment O o
status page will appear.

Answer:

Explanation:

Statements

If User1 enrolls Device1 in Microsoft Endpoint Manager, the enroliment
status page will appear.

If User2 enrolls Device1 in Microsoft Endpeint Manager, the enroliment
status page will appear.

If User2 enrdlis/Dévice2 i i@ﬁ Endpoint Manager, the enroliment
status pagemg\gﬁﬁ g

Explanation:




status page will appear.

status page will appear.

status page will ap

Statements Yes No

If User1 enrolls Device1 in Microsoft Endpoint Manager, the enroliment o B

If User2 enrolls Device1 in Microsoft Endpoint Manager, the enrollment \0 ‘ O

If User2 enrolls De i i oint Manager, the enroliment @) (@]
Ktivfosoft %

Reference:

https://docs.microsoft.comven-us/menyintune/enroliment/windows-enroliment- status

NEW QUESTION # 192

Youneed to meet the technical requirements and planned changes for Intune.
What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Areca

1 e
Settings to configure |MJQEODS\;:E kettings

Mobility (MORMand MAM)
Qrgamgatiehal relationships
USeér settings

Settingsdo €anfigure’in Intune: [pevice compliance

Answer:

Explanation:

Device configuration
Device enrollment
Mobile Device Management Authority

Answer Arca

Microsof#

Settings to configure in Azure AD: Devite settings

Ofganizational relationships
User settings

Settings to configure.dndntune: |pevice compliance

Pq_\‘rnc_e configuration
Device enrollment |

Explanation

Settings to configure in
Azure AD:

Settings to configure in
Intune:

Reference:

Device settings |
Mobility (MIDM and MAM)
Organizational relationships
User settings

I~

Microsoft

Device compliance

Device configuration

Device enrollment

Mobile Device Management Authority
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Topic 3, Litware Inc.

Case Study

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to conplete each
case. However, there may be additional case studies and sections on this exam You must manage your time to ensure that you are
able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case
studies might contain exhibits and other resources that provide more information about the scenario that is described in the case
study. Each question is independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes
before you move to the next section of the exam. After you begin a new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane to explore the content of the
case study before you answer the questions. Clicking these buttons displays information such as business requirements, existing
environment, and problem statements. Ifthe case study has an All Information tab, note that the information displayed is identical to
the mformation displayed on the subsequent tabs. When you are ready to answer a question, click the Question button to return to
the question.

Overview

General Overviews

Litware, Inc. is a technology research company. The company has a main office in Montreal and a branch office in Seattle.
Environment

Existing Environment

The network contains an on-premises Active Directory domain named litware.com. The domain contains the users shown in the
following table.

Name Office
User1 Montreal
User2 Montreal
User3 Seattle
User4 Seattle

Microsoft Cloud Environment

Litware has a Microsoft 365 subscription that contains a verified domain named litware.com. The subscription syncs to the on-
premises domain.
Litware uses Microsoft Intune for device management and has the enrolled devices shown in the following table.

ICName
Device1l

Platform
Windows 10
Device2 Windows 8.1
Device3 MacOS
Deviced i0s
Deviceb Android

Litware.com contains the security groups shown in the following table.

Members
All the users in the Montreal office
All the users in the Seattle office
Allthe devices in the Montreal office
Allthe devices in the Seattle office

Name
UserGroup1 .
UBerGradip2'JT L
DeviceGroup1
DeviceGroup2

Litware uses Microsoft SharePoint Online and Microsoft Teas for collaboration.
The verified domain is linked to an Azure Active Directory (Azure AD) tenant named litware.com. Audit log search is turned on for
the litware.com tenant.

Problem Statements

Litware identifies the following issues:

Users open email attachments that contain malicious content.

Devices without an assigned compliance policy show a status of Compliant.

User] reports that the Sensitivity option in Microsoft Office for the web fails to appear.



Internal product codes and confidential supplier ID numbers are often shared during Microsoft Teanms meetings and chat sessions
that include guest users and external users.

Requirements

Planned Changes

Litware plans to implement the following changes:

Implement device configuration profiles that will configure the endpoint protection template settings for supported devices.
Configure information governance for Microsoft OneDrive, SharePoint Online, and Microsoft Teams.

Implement data loss prevention (DLP) policies to protect confidential information.

Grant User2 permissions to review the audit logs of he litware.com tenant.

Deploy new devices to the Seattle office as shown in the following table.

Name VidrosofiPlatform
Deviceb Windows 10
Device’/ Windows 10
Device8 10S
Device9 Android
Device10 Android

Implement a notification system for when DLP policies are triggered.

Configure a Safe Attachments policy for the litware.com tenant.

Technical Requirements

Litware identifies the following technical requirements:

Retention settings must be applied automatically to all the data stored in SharePoint Online sites, OneDrive accounts, and Microsoft
Teans channel messages, and the data must be retained for five years.

Emails messages that contain attachments must be delivered immediately, and placeholder must be provided for the attachments until
scanning is complete.

All the Windows 10 devices in the Seattle office must be enrolled in Intune automatically when the devices are joined to or registered
with Azure AD.

Devices without an assigned compliance policy must show a status of Not Compliant in the Microsoft Endpoint Manager admin
center.

A notification must appear in the Microsoft 365 compliance center when a DLP policy is triggered.

User2 must be granted the permissions to review audit logs for the following activities:

- Admin activities in Microsoft Exchange Online

- Admin activities in SharePoint Online

- Admin activities in Azure AD

Users must be able to apply sensitivity labels to documents by using Office for the web.

Windows Autopilot must be used for device provisioning, whenever possible.

A DLP policy must be created to meet the following requirements:

- Confidential information must not be shared in Microsoft Teams chat sessions, meetings, or channel messages.

- Messages that contain internal product codes or supplier ID numbers must be blocked and deleted.

The principle of least privilege must be used.

NEW QUESTION # 193

Your company has three main offices and one branch office. The branch office is used for research.

The company plans to implement a Microsoft 365 tenant and to deploy multi-factor authentication.

Youneed to recommend a Microsoft 365 solution to ensure that multi- factor authentication is enforced only for users in the branch
office.

What should you include in the recommendation?

A. Microsoft Entra conditional access

B. Microsoft Entra password protection

C. a Microsoft Intune device configuration profile
D. a Microsoft Intune device conpliance policy



Answer: A

NEW QUESTION # 194

You have a Microsoft 365 ES subscription.

All corporate Windows 11 devices are managed by using Microsoft Intune and onboarded to Microsoft Defender for Endpoint.
You need to meet the following requirements:

* View an assessiment of the device configurations against the Center for Internet Security (CIS) v1.0.0 benchmark.

* Protect a folder named C:\Folder1 from being accessed by untrusted applications on the devices.

‘What should you do? To answer, select the appropriate options in the answer area.

Answer Area N
MELGJ;QCS(ZQIJLiOH assessment: (| Create a baseline assessment profile. ]

[ Add a connected application.
Create a baseline assessment profile.
Filter the Vulnerable devices report.

Yo protect C:\Folder1, enable: Controlled folder access .
Controlled folder access
Exploit protection
Removable storage protection

Answer:

Explanation:

Answer Area

To view the device configuration assessmeft:  Create a baseline assessment profile. v
Add a connected application.
Create a baseline assessment profile.
Filter the Vulnerable devices report.

1o protect C:\Folder1, enable: _Controlled folder.access _ X
Controlled folder access

Exploit protection

M I C ro SOft Removable storage protection

Explanation
Answer Area

To view the device configurationiassessment: geate a%aselme assessment profile. {,j v

To protect C:\Folder1, enable: Controlled folder access v

NEW QUESTION # 195

You have a Microsoft 365 ES tenant.

Youneed to implement compliance solutions that meet the following requirements:

* Use a file plan to manage retention labels.

* Identify, monitor, and automatically protect sensitive information.

* Capture employee communications for examination by designated reviewers.

Which solution should you use for each requirement? To answer, drag the appropriate solutions to the correct requirements. Each
solution may be used once, more than once, or not at all. You may need to drag the split bat between panes or scroll to view
content.

NOTE: Each correct selection is worth one point.

woew BN croSOT™

Data loss preveition identify, monitor, and automatically protect
sensitrve information
Information governance

Capture employee communications for

Inssder risk manag ot examination by designated reviewers

Use a file plan to manage retention labels

| Records management




lgenpfy monitor, and sitomatcally protect  Data loss prevenbon
sengitnee information

Capiure emplones COMMURICATIONT fog INE3er Nk management
SEIMINIUON DY CegnIted IEWEAETE -

Graphical user interface, text, application Description automatically generated

Identify, monitor, and automatically protect |pata loss prevention

Use a file plan to manage féténtionylabels:  Information governance

sensitive information:

Capture employee communications for insider risk management
examination by designated reviewers:

NEW QUESTION # 196
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