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different 300-410 exam questions which have different advantages for you to choose.

Cisco Implementing Cisco Enterprise Advanced Routing and Services Sample
Questions (Q609-Q614):

NEW QUESTION # 609
Refer to the exhibit.

atro 13AANARZL o 0 CHCRh A #00 1.1.0/24 o E

10.1.1.0/24
10.1.2.0v24

An engineer must configure a LAN-to-LAN IPsec VPN between R1 and the remote router. Which IPsec Phase 1 configuration
must the engineer use for the local router?

e A crypto isakmp policy 5
authentication pre-share
encryption 3des
hash md5

group 2
|

crypto isakmp key ciscol123! address 199.1.1.1
¢ B. crypto isakmp policy 5

authentication pre-share

encryption 3des

hash sha

group 2
|

crypto isakmp key cisco123 address 200.1.1.3
e C. crypto isakmp policy 5

authentication pre-share

encryption 3des

hash md5

group 2
|

crypto isakmp key cisco123 address 199.1.1.1
e D. crypto isakmp policy 5

authentication pre-share

encryption 3des

hash md5

group 2
|

crypto isakmp key cisco123 address 200.1.1.3

Answer: B

Explanation:

Explanation

In the "crypto isaknp key ... address " command, the address must be of the IP address of the other end (which is 200.1.1.3 in this
case) so Option A and Option B are correct. The difference between these two options are in the hash SHA or MD5 method but
both of them can be used although SHA is better than MD5 so we choose Option A the best answer.

Note: Cisco no longer recommends using 3DES, MD5 and DH groups 1, 2 and 5.

Reference: httpsz//www.cisco.convc/en/us/td/docs/ios-xml/ios/sec_conn_imgmt/configuration/xe- 16-

S/sec-ipsec-management-xe- 16-5-book/sec-ipsec-usability-enhance. html

NEW QUESTION # 610
An engineer creates a default static route on a router with a hop of 10.1.1.1. On inspection, the engineer finds the router has two
VRFs, Red and Blue. The next hop is valid for both VRFs and exists in each assigned VRF. Which configuration achieves

connectivity?
A)




©)
ip rowte 0,00.00.00010.1.11

e A OptionD
¢ B. OptionB
e C.Option A
e D. OptionC

Answer: C

NEW QUESTION # 611
Refer to the exhibit.

R1(config)# ip route 0.0.0.0 0.0.0.0 1.1.1.14

R1(config)# ip route 0.0.0.0 0.0.0.0 2.2.2:2 10

R1(config)# ip sla 1

R1(config)# icmp-echo 1.1.1.1 source-interface FastEthernet0/0
R1(config)# ip sla schedule 4 life forever start-time now

R1(config)# track 1 ip.sla 1 reachability

An TP SLA is configured to use the backup default route when the primary is down, but it is not working as desired. Which
command fixes the issue?

e A. Rl(config)#ip sla track 1

¢ B. Rl(config)# ip route 0.0.0.0.0.0.0.0.2.2.2.2

¢ C. Rl(config/# ip route 0.0.0.0.0.0.0.0.1.1.1.1 track 1

¢ D. Rl(config/# ip route 0.0.0.0.0.0.0.0.2.2.2.2 10 track 1

Answer: C

Explanation:

Reference:

Note: By default Static Router AD value-1 hence ip route 0.0.0.0. 0.0.0.0. 1.1.1.1 track 1 means AD-1 which must be less than of
back up route AD.

Define the backup route to use when the tracked object is unavailable. !--- The administrative distance of the backup route must be
greater than !--- the admmnistrative distance of the tracked route.!--- If the primary gateway is unreachable, that route is removed!---
and the backup route is installed in the routing table!--- instead of the tracked route.
https://www.cisco.convc/en/us/support/docs/ip/ip-routing/200785-1SP-Failover-with-default-routes-using- 1. html
https//www.cisco.convc/en/us/support/docs/security/asa-5500-x-series-next-generation- firewalls/1 1 8962-config

NEW QUESTION # 612

Refer to the exhibit. An engineer configures the router 10.1.100.10 for EIGRP autosummarization so that R1 should receive the
summary route of 10.0.0.0/8.

However, R1 receives more specific /24 routes.



Rl#sh ip route
10.0.0.0/8 is variably subnetted, 3 subnets, 1 masks

D 10.1.2.0/24 [90/409600] wvia 10.1.100.10, 00:08:45,

FastEthernet0/0

D 10.1.1.0/24 [90/409600] wvia 10.1.100.10, 00:08:45,

FastEthernet0/0 ] B ] ﬂ 0

& 10.1.100.0/24 g.i cPi%:e tluy connected, FastEthernet0/0
Which action resolves this issue?

e A. Router R1 should configure ip route 10.0.0.0 255.0.0.0 null O for the routes that are received on R1.

e B. Router 10.1.100.10 should configure ip route 10.0.0.0 255.0.0.0 null 0 for the routes that are summarized toward R1.

e C. Router R1 should configure ip summary address eigrp (AS number) 10.0.0.0 255.0.0.0 for the R1 Fast Ethernet 0/0
connected interface.

e D. Router 10.1.100.10 should configure ip summary address eigrp (AS number) 10.0.0.0 255.0.0.0 for the R1 Fast Ethernet
0/0 connected interface.

Answer: D

NEW QUESTION # 613
Refer to the exhibit.

R3mshow cef interface e0/1
Ethermnet/1 is up (if_number 4)
Correipanding hwicb 1ast_if_number 4
Correspondang hwidh firctovwe > _numbor 4
internct address is 209.165.200.226/27
KCMP redirects are always sent
Per packet load-sharing i disabled
P wmilait RPF chivck b deiabled
s disabled
¥ accounting on input Is dsabled
accounting on output is disabled

switching type 1, interface type 64
CEF switching enabled
IP CEF swatching terbo vector

IP prefo lockup IPvd mine 8-8-8-8 optemazed
Ramsh cef interface ¢0/1
Ethernet0f1 is up {if_number 4) m:?”!:-:s Ox0, Output fast Nlags 020
Corresponding bavidb fast_il_number 4 Siot Slot unit 1 VC -1
Corresponding Pwidb festew->if_na 4  LETU 3500
Internet sddress is 200.165.201.1/27
ICMP redirects are ahways sont
Per packet load-sharin
1P unicast RPF i
Input features: E0/1
1P policy 1 ;
BGP bas ting 0n Input s disabled u A E
BGP baved accounting on outpat i dnabled ‘ o
Hardware idb is Ethernetd/1 \ K -
Fast switching type 1, Interface type 64 c—2
1P CEF switching enabled [ >
1P CET switching turbo vector O U ‘ r‘ Branch B Server
IP prefix lookup P4 merie 8-8-8-8 optimized v
Input fast Mags G000, Out put 1331 Mlags 010 -
ifindex 4{4) Branch 8
Slot Slot wnit 1 VC -1 B = ] b
1P MTU 1500 /(’:] (r f/f J /—S\)
k - 1 . K - ( .
h. HE B S |

Refer to the exhibit.
A shoe retail company implemented the uRPF solution for an antispoofing attack. A network engineer received the call that the
branch A server is under an IP spoofing attack. Which configuration must be implemented to resolve the attack?

= N
interface ethernet0/1
. A ip verify unicast source re: ia any allow-default allow:self-ping

e B



R3
interface ethernet0/1

ip unicast RPF check reachable-via any allow-default allow-self-ping

e C.

R4
Interface ethernet0/1
ip unicast RPF check reachabile-via any allow-default allow-self-ping

e D

R4
interface ethernet0/1
ip verify unicast source reachable-via any allow-default allow-self-ping

Answer: A

NEW QUESTION # 614
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