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CheckPoint Check Point Certified Maestro Expert - R81 (CCME) Sample
Questions (Q16-Q21):
NEW QUESTION # 16 
Which licenses should be issued for the Orchestrator?

A. The Orchestrator requires NGTX license
B. No licenses are required for Orchestrator
C. Depends on Software Blades enabled on connected appliances
D. The Orchestrator is considered a Management server, hence it's licensed the same way

Answer: B

Explanation:
Orchestrators in many network environments do not require separate licenses, as they primarily function to manage and distribute
network traffic.
References
*Check Point Certified Maestro Expert (CCME) R81.X Courseware, Module 1: Introduction to Check Point Maestro, Lesson 1.2:
Maestro Licensing, page 1-8
*Check Point R81 Maestro Administration Guide, Chapter 1: Introduction to Check Point Maestro, Section:
Maestro Licensing, page 1-6
*Activation of a Quantum Maestro Orchestrator - Check Point Software

NEW QUESTION # 17 
How many orchestrators may Dual-Site include?

A. 0
B. 1
C. 2 or 4
D. Only 4

Answer: C

Explanation:
A Dual Site environment can include either two or four orchestrators, depending on the scenario. There are three primary scenarios
for Dual Site configuration:
*Direct connectivity between remote site orchestrators: This scenario requires two orchestrators, one for each site, and a direct
connection between them using the site-sync port.
*Two orchestrators on the same site are connected to the remote site orchestrators through two different switches: This scenario
requires four orchestrators, two for each site, and a connection between them using the site-sync port and two external switches that
support QinQ and MTU increment.
*Two orchestrators on the same site are connected to the remote site orchestrators through one switch: This scenario also requires
four orchestrators, two for each site, and a connection between them using the site-sync port and one external switch that supports
QinQ and MTU increment.
References =
*Maestro Dual Site configuration with a direct connection through L2 switches
*Dual Site Single Maestro Hyperscale Orchestrator Cluster (Dual Site Single MHO Redundancy)
*Maestro Frequently Asked Questions (FAQ)

NEW QUESTION # 18 
HealthCheck Point _____

A. is a self-updatable suite of tools for MHOs with the capability to assess the health of the system and provide a timeline of
critical and informative events that might have occurred in a production system.
B. performs a system health check and is meant to replace both a CPInfo and the health check script.
C. is a self-updatable suite of tools for SGMs with the capability to assess the health of the system, visualize the Firewall
topology, provide a timeline of critical and informative events that might have occurred in a production system.
D. can be used to let you visualize the Firewall topology for the SG and view live statistics, which includes throughput,



problem notes, and CPU utilization.

Answer: C

Explanation:
HealthCheck Point (HCP) is a tool that can perform various tests and checks on the system components of the Security Group
Modules (SGMs), such as hardware, software, network, clock, ARP, and more. It can also display the performance statistics of the
SGMs, such as throughput, packet rate, CPU utilization, memory usage, and more. Additionally, HCP can provide a graphical
representation of the Firewall topology for the Security Group, showing the connections and statuses of the SGMs and the
Orchestrators. Furthermore, HCP can generate a report of the critical and informative events that occurred on the system, such as
configuration changes, errors, warnings, and alerts. HCP can help identify and troubleshoot any issues or errors that may affect the
system functionality or performance.
References =
*HealthCheck Point (HCP) Release Updates - Check Point Software 1
*Professional Services Healthcheck - Check Point Software 2
*HealthCheck Point - Check Point CheckMates 3

NEW QUESTION # 19 
There are two 10Gbps dual-port NICs and one 40Gbps NIC installed on a 23800 Appliance in slots 1, 2 and 3 accordingly. Which
interfaces should be connected to Orchestrator 1 for downlinks' intra- orchestrator redundancy when using two Orchestrators?

A. This configuration is not supported
B. Port 1 in Slot 2 and Port 2 in Slot 1
C. Port 1 in Slot 1 and Port 2 in Slot 1
D. Any pair of available ports

Answer: C

Explanation:
Explanation
This configuration likely provides balanced and redundant connectivity for orchestrator redundancy.
References
*Check Point Certified Maestro Expert (CCME) R81.X Courseware, Module 3: Dual Orchestrator Environment, Lesson 3.1:
Introduction to Dual Orchestrator Environment, page 3-7
*Check Point R81 Maestro Administration Guide, Chapter 3: Working with Security Group Modules, Section:
Downlinks, page 3-8
*Check Point 23800 Appliance Datasheet - Check Point Software, page 2

NEW QUESTION # 20 
Possibilities for a failure in a single SGM of a Security Group include.

A. SecureXL is not enabled on the SGM.
B. An administrator imported a hotfix into the CPUSE repository of a single SGM.
C. There are too many active SGMs in the SG.
D. A change was made with clish instead of gClish, causing the SGM to handle traffic differently than the other SGMs.

Answer: B

Explanation:
One of the possible causes of a failure in a single SGM of a Security Group is that an administrator imported a hotfix into the
CPUSE repository of a single SGM, instead of using the orchestrator to distribute the hotfix to all the SGMs in the Security Group.
This can create a mismatch in the software versions and configurations of the SGMs, and lead to unexpected behavior and errors.
References
*Maestro Expert (CCME) Course - Check Point Software, page 251
*sk172923: The /var/log/messages file does not save Maestro Gaia Clish commands2
*sk180418: Security Gateway Member (SGM) is stuck after it is added to a Security Group with image auto cloning enabled on the
Single Management Object (SMO)
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