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Fortinet FCP - FortiMail 7.4 Administrator Sample Questions (Q37-Q42):
NEW QUESTION # 37 
Refer to the exhibit, which shows a topology diagram of two MTAs.
MTA-1 is delivering an email intended for User 1 to MTA-2. User 1 uses Outlook as an email client. Which two statements about
protocol usage between these devices are correct? (Choose two.)

A. MTA-2 will use IMAP to download the email message from MTA-1.
B. User 1 will use IMAP or POP3 to download the email message from MTA-2.
C. MTA-1 will use POP3 to deliver the email message to User 1 directly.
D. MTA-1 will use SMTP to deliver the email message to MTA-2.

Answer: B,D

NEW QUESTION # 38 
Refer to the exhibit, which shows the IBE Encryption page of a FortiMail device.
Which user account behavior can you expect from these IBE settings?

A. Registered IBE users have 90 days from the time they receive a notification email message to access their IBE email.
B. First time IBE users must register to access their email within 90 days of receiving the notification email message.
C. IBE user accounts will expire after 90 days of inactivity and must register again to access new IBE email message.
D. After initial registration, IBE users can access the secure portal without authenticating again for
90 days.

Answer: C

Explanation:
With "Activation is required for account registration" enabled and an Account inactivity expiry time of 90 days, any IBE account that
isn't used (i.e. that goes 90 days without a secure-portal login) will expire, requiring the user to re-register before they can access
any new encrypted messages.

NEW QUESTION # 39 
Refer to the exhibit, which shows the Authentication Reputation list on a FortiMail device running in gateway mode.
Why was the IP address blocked?

A. The IP address had consecutive SSH login failures to FortiMail.
B. The IP address had consecutive SMTPS login failures to FortiMail.
C. The IP address had consecutive administrative password failures to FortiMail.
D. The IP address had consecutive IMAP login failures to FortiMail.

Answer: B

Explanation:
Because the device's Authentication Reputation list shows a "Mail" violation and is blocking mail access (along with CLI and Web),
it indicates repeated failures of the mail-protocol login. In gateway mode FortiMail only tracks SMTP (SMTPS) authentication
failures under the "Mail" category, not IMAP, so consecutive SMTPS login failures triggered the block.

NEW QUESTION # 40 
Which two antispam techniques query FortiGuard for rating information? (Choose two.)

A. IP reputation
B. SURBL
C. URL filter
D. DNSBL



Answer: A,C

Explanation:
URL filter: Queries FortiGuard's constantly updated web-rating database to check URLs in messages.
IP reputation: Uses FortiGuard's reputation service to look up sender IP addresses.

NEW QUESTION # 41 
Refer to the exhibit, which shows a few lines of FortiMail logs.
Based on these log entries, which two statements describe the operational status of this FortiMail device? (Choose two.)

A. The FortiMail device is in server mode.
B. The FortiMail device is in gateway or transparent mode.
C. FortiMail is experiencing issues accepting the connection from the external.labMTA.
D. FortiMail is experiencing issues delivering the email to the internal.labMTA.

Answer: B,D

Explanation:
The FortiMail device is in gateway or transparent mode.
The log shows FortiMail accepting mail from an external MTA (acting as a proxy) and then relaying it on to an internal MTA at
10.0.1.99, which is characteristic of gateway/transparent operation.
FortiMail is experiencing issues delivering the email to the internal.lab MTA.
The final log entry shows stat=Deferred: Connection timed out with internal.lab., indicating FortiMail successfully received the
message but is unable to complete delivery to the downstream internal server.
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