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Palo Alto Networks Network Security Architect Sample Questions (Q33-
Q38):

NEW QUESTION # 33

An organization wants to modernize its legacy branch architecture. The existing architecture is rigid, complex, and ill-suited for a
cloud-first strategy, creating high operational costs and latency.

- The four core data centers are strategically located in Dallas, Toronto, London and Tokyo, and they are interconnected by a
dedicated MPLS backbone providing reliable connectivity but incurring significant costs and offering limited bandwidth scalability.
- Branches rely on MPLS or site-to-site VPN to connect to the nearest geographical data center.

- All internet-bound traffic from the branches is backhauled to the data center egress firewalls.

This creates latency for SaaS applications and increases bandwidth strain on the MPLS links.

What is the primary security posture enhancement that can be achieved in this use case by offloading data center backhaul to a
PAN-OS SD-WAN model with local internet breakout for SaaS traffic?

A. Reduced attack surface on the MPLS / DC edge by removing unnecessary SaaS flows

B. Better segmentation within the branch LAN allowing for isolation of user groups or devices locally
C. Better visibility and granular control at the branch firewall

D. Improved resilience by allowing path diversity with DIA, LTE, or broadband

Answer: C

Explanation:

Offloading SaaS traffic from data center backhaul to PAN-OS SD-WAN with local internet breakout improves security posture
primarily by enforcing visibility and granular policy control directly at the branch, where the traffic actually origmates. PAN-OS SD-
WAN is designed to secure direct internet access locally at branch sites instead of forcing SaaS traffic through centralized data
center egress, which enables more precise application-aware inspection and control closer to users and devices.

NEW QUESTION # 34

A multinational organization has a large worldwide remote user base. This user base consists of several persona types with distinct
requirenments and concerns regarding the adoption of a Zero Trust Network Access (ZTNA) solution.

- Developers have a requirement to temporarily bypass security controls for business purposes, but the security team sees this as a
potential risk. The developers commonly access development servers onsite in private data centers and public cloud. These
development applications use web (HTTP/HTTPS), API, RPC, and SMB-based applications.

- Sales staff travel regularly and connect to the network via many different types of connections, but they are generally limited to
SaaS-based web applications. They often complain about performance when any agent is installed and want the ability to
temporarily disable these agents.

Data exfiltration and insider risk have been identified as the primary threats for this class of user.

- Executives have concerns about being high-value targets. Security must be consistent across the multiple endpoint types, including
mobile and desktop devices. The executive team members have indicated that their primary objective is to ensure that the solution is
responsive and easy to troubleshoot.

‘Which solution should be suggested to mitigate the security risk and meet the concerns of the sales team?

e A. Provide end users scoped access to Strata Cloud Manager (SCM) and require them to configure split tunneling for
applications they need to bypass

e B. Migrate end users to Prisma Browser for all work applications and apply data protection rules to all enterprise applications

e C. Automate uploads of files to the Enterprise DLP submissions portal so all files undergo data inspection regardless of
connectivity method

e D. Use the standalone WildFire Agent on the endpoint to maintain security for large and unknown file downloads

Answer: B

Explanation:
Prisma Browser provides agentless access with built-in data protection controls, allowing the organization to enforce DLP and
prevent data exfiltration without requiring a traditional endpoint agent. This directly addresses the sales team's concern about
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performance and the ability to disable agents while still mantaining strong security controls for SaaS-based applications.

NEW QUESTION # 35

A global organization is in the process of securing critical applications during a cloud-based migration while migrating to a cloud-first
design, and it is currently performing a brownfield migration of its most critical applications - such as CRM and product intellectual
property / design systens - into Azure Cloud. The organization already has an active/passive high availability (HA) NGFW deployed
at its data center with multiple zones and has replicated that design into its existing Azure HA deployment.

The organization recognizes the need to modemize its security posture as critical workloads move out of the data center and users
connect from anywhere. Its security model is defined by a traditional "hard shell, soft center" approach:

Zero Trust Gaps

- Current network segmentation is perimeter-based. The organization wants to expand Zero Trust principles across cloud and on-
premises environments.

- The network relies heavily on VLANSs and IP address-based Access Control Lists (ACLs) segmented primarily by office location
and broad departmental groups.

- Once employees are on the corporate network (i.e., inside the "perimeter"), they have relatively wide access.

- Ifattackers compromise a single endpoint (e.g, via a phishing email), they can easily move laterally and scan for high-value targets.
Cloud Blind Spots

- The organization uses Azure for its production environments and hosts applications that contain sensitive customer data.

- Security controls in the cloud are often managed independently of the on-premises network.

Access is frequently granted with overly permissive identity and access management (IAM) roles and keys based on the resource
rather than the user's real-time context or application health.

Remote User Access

- Many remote users are still hairpinning into the corporate data center just to reach internet or SaaS resources, creating latency and
mefficiency.

- Traditional VPN is used for remote employees.

- The VPN grants access to the entire internal network segment making the remote endpoint the new, weaker perimeter. There is no
continuous check on the user's device health after the initial connection.

Vistility and Logging

- Logs are primarily stored on-premises, then forwarded to a local Security Information and Event Management (SIEM) solution.
As applications move to Azure, visibility into cloud traffic and user behavior becomes fragmented.

Data Security Concern

- Sensttive data, including product design files, will now live in SaaS and cloud environments. The organization needs data security to
prevent leakage and enforce compliance.

Ingress Security

- Third-party partners and suppliers require access into the data center and cloud applications, ntroducing risk at ingress points.
Which solution will improve resilience and reduce operational overhead in this scenario?

A. Centralized VM-Series NGFW deployed in the existing virtual network (VNet)

B. Cloud NGFW mtegrated into the existing virtual network (VNet) design

C. Vertically scaling the existing HA solution with enough capacity for the new applications
D. Distributed VM-Series NGFW in a new virtual network (VNet)

Answer: B

Explanation:

Cloud NGFW integrated into the existing VNet design improves resilience and reduces operational overhead because it delivers
managed, cloud-native firewall protection directly for Azure VNet traffic without the customer having to operate and scale VM-
based firewall infrastructure. Palo Alto Networks documents Cloud NGFW for Azure as protecting Azure Virtual Network traffic
through centrally managed rulestacks, which aligns with the need for simpler operations while supporting a growing cloud-first
environment

NEW QUESTION # 36
‘Which custom component can mitigate the risk associated with an organization's sales staff filling out a customer intake PDF form
that contains corporate confidential information?

¢ A File blocking rule unique matching header or byte-code of the PDF
¢ B. App-ID matching distinct components of the PDF applied using a security rule
e C. Document type using trainable classifiers applied using a profile



¢ D. Threat signature blocking the file based on a hash of the PDF
Answer: C

Explanation:

Trainable classifiers can identify sensitive document types based on content patterns rather than static attributes, allowing the system
to detect and control PDF's containing confidential information even when file names, hashes, or structures change. This enables
consistent protection of sensitive data within customer intake forms.

NEW QUESTION # 37

An organization plans to deploy a full SASE architecture consisting of Prisma SD-WAN IONss at branches and data centers
alongside Prisma Access remote networks, service connections, and mobile users. The business office team requires that traffic from
global remote offices to public cloud is of highest criticality, and this traffic should have the greatest service-level agreement (SLA)
and QoS priority while still maintaining a balance of threat inspection. Which recommendation should the architect make to provide
the lowest latency, highest throughput, and greatest resilience for the applications?

e A Prisma SD-WAN ION deployed at both branch and private data center with a direct private link between the private data
center and the public cloud provider

¢ B. Prisma Access remote networks with service connections directly to the cloud environment using IPSec and either static or
dynamic routing

e C. Prisma SD-WAN IONs deployed within the cloud environment using BGP-to-peer to the internal route tables of the
application

e D. Prisma Access Agent or a PAC file explicit proxy configuration connecting the end user devices directly to Prisma Access
with a service connection to the public cloud provider

Answer: C

Explanation:

Deploying Prisma SD-WAN IONSs in the public cloud gives remote offices the most direct path to cloud-hosted applications, which
is the best fit for lowest latency and highest throughput. Prisma SD-WAN is built around application-aware path selection, QoS, and
performance policy so traffic can be prioritized by business criticality and moved to a better path when SLA metrics such as latency,
loss, or jitter are violated. Palo Alto Networks also supports BGP on branch and data center ION devices, including public-cloud
deployments through its cloud integrations, which provides resilient routing to cloud application environments.

NEW QUESTION # 38
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