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312-76 A B A& (Q28-Q33):

HM #28
Which of the following refers to a central command and control facility responsible for carrying out recovery actions, coordinating
response and resources, and assuring the coherence of operations of an organization?

e A Crisis Command Center

¢ B. Colocation Facilities

e C. Mobile Recovery Center

¢ D. Emergency Operations Center

EfR:

Rt

D

An Emergency Operations Center (EOC) is a centralized facility that coordinates disaster response, recovery actions, and resource




allocation, ensuring operational coherence during a crisis.

* Option A (Crisis Command Center):Similar but less formal/standardized than an EOC.

* Option B (Colocation Facilities):Physical data centers, not command hubs.

* Option C (Mobile Recovery Center):A portable recovery site, not a coordination center.

* "The Emergency Operations Center (EOC) serves as the nerve center for disaster management, orchestrating recovery efforts and
resource deployment” (Module: Disaster Recovery Planning, Section: Command and Control).

H #29
An organization monitors the hard disks of its employees' computers from time to time.

‘Which policy does this pertain to?

A. Backup policy

B. Privacy policy

C. Network security policy
D. User password policy

H
R

: B

HM #30

James owns a company that provides 24x7 telephonic technical support for a technology giant. During a risk assessment, he
discovered that should a natural disaster strike rendering his facility definct, he would need at least a hundred telephone lines up and
running within eight hours to keep his business running. He contacted a service provider that assured him that a hundred virtual
connections can be provided to him in such a case within the time frame. For such a service, James would have to shell out $10,000
a day. James has a cold backup site that takes 48 hours to become fimctional. To make it a warm or a hot site, James would have to
incur a cost way more than the virtual service. Hence, James kept the cold site and kept aside $20,000 from the company finds for
the virtual service should this scenario occur. What is this emergency fund that James kept aside called?

A. Risk Adjusted Return on Risk Adjusted Capital (RARORAC)
B. Risk Adjusted Return on Capital (RAROC)

C. Risk Adjusted Performance Management (RAPM)

D. Return on Risk Adjusted Capital (RORAC)

IEf#: D

fi .-

Return on Risk Adjusted Capital (RORAC) is a financial metric often used to allocate finds for risk mitigation, including emergency
reserves like James' $20,000 for virtual connections. It reflects the return expected after accounting for risk costs.

* Option A (RAROC):Similar, but typically broader, not specific to emergency funds.

* Option B (RAPM):A management approach, not a find term.

* Option C (RARORAC):A variant, less commonly used in this context.

* "RORAC quantifies funds set aside for risk scenarios, such as emergency recovery costs, ensuring financial preparedness aligns
with risk exposure" (Module: Risk Management, Section: Financial Metrics).

HH #31
Which of the following disaster recovery tiers makes use of point-in-time copies?

A. Tier 0
B. Tier 4
C.Ter5
D. Tier 6

IEf#: B

A -

Tier 4 in DR tier models (e.g., SHARE) uses point-in-time copies (e.g., snapshots) for recovery, balancing cost and data loss.
* Option B (Tier 5):Adds remote replication, not just point-in-time.

* Option C (Tier 0):No backup.

* Option D (Tier 6):Near-zero data loss, beyond simple copies.



* "Tier 4 employs point-in-time copies to provide reliable recovery with moderate RPO, suitable for many organizations" (Module:
Disaster Recovery Tiers, Section: Tier Definitions).

E R #32

You work as a CSO (Chief Security Officer) for Tech Perfect Inc. You have a disaster scenario and you want to discuss it with
your team members for getting appropriate responses of the disaster. In which of the following disaster recovery tests can this task
be performed?

e A. Simulation test

¢ B. Structured walk-through test
¢ C. Full-interruption test

e D. Parallel test

EfE: A
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