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NEW QUESTION # 45

In the Secure Private Access (SPA) use case, which two FortiSASE features facilitate access to corporate applications? (Choose
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A. SD-WAN

B. thin edge

C. zero trust network access (ZTNA)
D. cloud access security broker (CASB)

Answer: A,C

Explanation:

SD-WAN allows efficient and secure routing of traffic fromusers to corporate applications, while ZTNA enables secure access
control and verification for users connecting to internal resources, both of which are essential for Secure Private Access (SPA) in
FortiSASE.

NEW QUESTION # 46

Refer to the exhibit. The daily report for application usage for internet traffic shows an unusually high number of unknown
applications by category.

What are two possible explanations for this? (Choose two.)

A. The private access policy must be to set to log Security Events.

B. Deep inspection is not being used to scan traffic.

C. Certificate inspection is not being used to scan application traffic.

D. The mnline-CASB application control profile does not have application categories set to Monitor.

Answer: B,C

Explanation:
A high percentage of unknown applications often indicates that encrypted traffic is not being properly inspected. Without certificate
nspection or deep inspection, FortiSASE cannot decrypt and analyze HTTPS traffic to identify applications, resulting in them being
classified as
"unknown."

NEW QUESTION # 47
When viewing the daily summary report generated by FortiSASE. the administrator notices that the report contains very little data.
What is a possible explanation for this almost empty report?

A. There are no security profile group applied to all policies.
B. Digital experience monitoring is not configured.

C. Log allowed traffic is set to Security Events for all policies.
D. The web filter security profile is not set to Monitor

Answer: C

Explanation:

Ifthe daily summary report generated by FortiSASE contains very little data, one possible explanation is that the "Log allowed
traffic" setting is configured to log only "Security Events" for all policies. This configuration limits the amount of data logged, as it only
includes security events and excludes normal allowed traffic.

* Log Allowed Traffic Setting:

* The "Log allowed traffic" setting determines which types of traffic are logged.

* When set to "Security Events," only traffic that triggers a security event (such as a threat detection or policy violation) is logged.
* Impact on Report Data:

* Ifthe log setting excludes regular allowed traffic, the amount of data captured and reported is significantly reduced.

* This results in reports with minimal data, as only security-related events are included.

References:

FortiOS 7.6 Administration Guide: Provides details on configuring logging settings for traffic policies.

FortiSASE 23.2 Documentation: Explains the impact of logging configurations on report generation and data visibility.

NEW QUESTION # 48
In a FortiSASE SD-WAN deployment with dual hubs, what are two benefits of assigning hubs with different priorities? (Choose



2

A. bandwidth allocated traffic shaping

B. redundancy to seamlessly steer traffic

C. load balancing based on session identification

D. optimized performance that meets the minimum SLA requirements

Answer: B,D

Explanation:
Assigning hubs with different priorities in a FortiSASE SD-WAN deployment allows traffic to be routed through the optimal hub to
meet SLA requirements and ensures redundancy by enabling automatic failover if the preferred hub becomes unavailable.

NEW QUESTION # 49
Refer to the exhibit.

Based on the configuration shown, in which two ways will FortiSASE process sessions that require FortiSandbox inspection?
(Choose two answers)

A. Allfiles will be sent to an on-premises FortiSandbox for inspection.

B. Only endpoints assigned a profile for sandbox detection will be processed by the sandbox feature.
C. Allfiles executed on a USB drive will be sent to FortiSandbox for analysis.

D. FortiClient quarantines only infected files that FortiSandbox detects as medium level

Answer: B,C

Explanation:

The exhibit (image 595357.jpg) illustrates the Sandbox configuration tab within a FortiSASE Endpoint Profile. This profile dictates
how the managed FortiClient agent handles suspicious files and interacts with the sandbox service.

* Profile-Based Enforcement: In the FortiSASE architecture, security features are not applied globally by default; they are enabled
through specific profiles assigned to endpoints. Therefore, the sandbox nspection and remediation logic will only be active for
endpoints that have been assigned a profile where the Sandbox feature is enabled.

* Removable Media Protection: Under the File Submission Options in the exhibit, the setting All Files Executed from Removable
Media is toggled on. This ensures that any file executed froma USB drive or other external storage is sent to the FortiSandbox for
analysis before being permitted to run on the endpoint.

* Sandbox Mode: The Sandbox Mode is set to FortiSASE, mndicating that files are sent to the integrated cloud-native sandbox
rather than an on-premises appliance. This makes Option A incorrect.

* Quarantine Threshold: The Remediation Actions show that the Action is set to Quarantine for files meeting the Sandbox Detection
Verdict Level of Medium. This acts as a minimum threshold; FortiClient will quarantine files identified as Medum, High, or
Malicious. Option B is incorrect because it implies only medium-level files are quarantined, whereas higher-risk levels would also be
blocked.

NEW QUESTION # 50
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