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Cisco 350-701 Exam, also known as Implementing and Operating Cisco Security Core Technologies, is a certification exam that
validates the knowledge and skills of IT professionals in implementing and operating Cisco's security technologies. 350-701 exam is
designed for candidates who want to pursue a career in network security and are interested in working with Cisco's security
solutions. It is a flagship certification exam that will help professionals develop their competence and expertise in the field of network
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Cisco Implementing and Operating Cisco Security Core Technologies Sample
Questions (Q672-Q677):

NEW QUESTION # 672
How does a cloud access security broker function?

A. Tt is an authentication broker to enable single sign-on and muilti-factor authentication for a cloud solution

B. It scans other cloud solutions being used within the network and identifies vulnerabilities

C. It acts as a security information and event management solution and receives syslog from other cloud solutions.

D. It integrates with other cloud solutions via APIs and monitors and creates incidents based on events from the cloud solution
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Answer: D

NEW QUESTION # 673

‘Which Cisco ASA Platform mode disables the threat detection features except for Advanced Threat Statistics?

A. routed

B. cluster

C. transparent

D. multiple context

Answer: C

NEW QUESTION # 674

Drag and drop the features of Cisco ASA with Firepower from the left onto the benefits on the right.
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NEW QUESTION # 675

What is a characteristic of Dynamic ARP Inspection?

e A. DAI intercepts all ARP requests and responses on trusted ports only.




¢ B. In a typical network, make all ports as trusted except for the ports connecting to switches, which are untrusted

e C. DAI determines the validity of an ARP packet based on valid IP to MAC address bindings from the DHCP snooping
binding database.

e D. DAI associates a trust state with each switch.

Answer: C

Explanation:

Dynamic ARP Inspection (DAI) is a security feature that validates ARP packets in a network. DAI allows a network administrator
to intercept, log, and discard ARP packets with invalid MAC address to IP address bindings. This capability protects the network
from certain "man-in-the-middle" attacks. DAI determines the validity of an ARP packet based on valid IP to MAC address
bindings from the DHCP snooping binding database. DAI also supports static ARP ACLs for hosts with static I[P addresses. DAI
checks all ARP packets on untrusted interfaces, and only forwards the packets that have valid bindings. DAI can also rate-limit the
ARP packets on untrusted interfaces to prevent DoS attacks. The other options are incorrect because:

* B. In a typical network, DAI should be configured to make all ports as untrusted except for the ports connecting to trusted hosts
or switches, which are trusted.

* C. DAI does not associate a trust state with each switch, but with each interface on the switch.

* D. DAI intercepts all ARP requests and responses on untrusted ports only, not on trusted ports.
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NEW QUESTION # 676

An engineer is deploying a Cisco Secure Email Gateway and must ensure it reaches the Cisco update servers to retrieve new rules.
The engineer must now manually configure the Outbreak Filter rules on an AsyncOS for Cisco Secure Email Gateway. Only
outdated rules must be replaced. Up-to-date rules must be retained. Which action must the engineer take next to complete the

configuration?

A. Select Outbreak Filters

B. Performa backup/restore of the database
C. Click Update Rules Now

D. Use the outbreakconfig command in CLI

Answer: D

NEW QUESTION # 677
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