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Which threat modeling standard encompasses various phases of the attack lifecycle, from planning to execution?
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A. TaHiTI

B. MITRE CAPEC
C. All of the above
D. PASTA
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Refer to the exhibit.

A forensic team must investigate how the company website was defaced. The team isolates the web server, clones the disk, and
analyzes the logs. Which technique was used by the attacker nitially to access the website?

A. exploit public-facing application
B. drive-by compromise

C. external remote services

D. command and scripting interpreter

ER: A

f RS -

The correct answer isExploit public-facing application. The log excerpt in the exhibit clearly shows a malicious HTTP GET
requesttargeting aWordPress plugin PHP filewith a crafledSQL injection payload:

UNION ALL SELECT CONCAT(...)

This syntax is a classic indicator ofSQL mjection, a well-documented attack technique used to exploit insufficient input validation in
web applications. According to the MITRE ATT&CK framework, this behavior maps to thelnitial Access tactic (TA0001)and the
techniqueExploit Public-Facing Application (T1190). The attacker is directly interacting with a publicly accessible web service and
abusing a vulnerability in the application code to gain unauthorized access.

Froma threat hunting and forensic standpoint, this is a textbook exanple of how attackers commonly achieve mitial access to web
servers. The attacker did not authenticate via remote services (such as SSH or RDP), nor did they rely on user interaction (as in a
drive-by compromise). Instead, they sent a specially crafted request to a vulnerable endpoint exposed to the internet. This makes
option B incorrect becauseExternal Remote Servicesrequires legitimate service access mechanisms. Option C is also incorrect
becauseCommand and Scripting Interpreteris typically usedafterinitial access, once code execution is already achieved. Option D
does not apply because there is no evidence of malicious content being delivered to end users.

The forensic tean's actions-isolating the server, cloning the disk, and analyzing logs-are standard post- incident procedures to
reconstruct the attack chain. Web server access logs are especially valuable in these cases, as they often reveal malicious payloads,
attacker IP addresses, targeted endpoints, and timestamps.

For defenders and threat hunters, this scenario reinforces the importance of monitoring web logs for anomalous query strings,
enforcing secure coding practices, conducting regular vulnerability scans, and promptly patching third-party plugins. Public-facing
applications remain one of themost exploited initial access vectors, making this technique a critical focus area in modern threat
hunting prograns.

FIRE #122
What is the key difference between threat hunting and traditional cybersecurity measures?

A. Threat hunting involves actively searching for threats
B. Threat hunting is reactive

C. Traditional cybersecurity measures are proactive

D. Threat hunting only focuses on known threats

pd

=

g

A

PR #123
What disadvantage does automation in security operations face?

e A Tt reduces the need for cybersecurity policies
e B. It may struggle with new and unknown threats
e C. It can replace human intuition and decision-making



ER:

D. It can identify all types of malware without updates

B

FiRE #124
Which of the following is NOT a typical outcome of successful threat hunting?

ER:

A. Guaranteed prevention of all cyber threats

B. Identification of new threat indicators

C. Increased visibility into the security landscape
D. Improved incident response capabilities
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