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Z| &l CCNP Security 300-715 F 2 M EZE2AF| (Q162-Q167):

EAE #162

An engineer is unable to use SSH to connect to a switch after adding the required CLI commands to the device to enable
TACACS+. The device administration license has been added to Cisco ISE, and the required policies have been created.
Which action is needed to enable access to the switch?

A. 802.1X authentication needs to be configured on the switch.

B. The ip ssh source-interface command needs to be set on the switch

C. The switch needs to be added as a network device in Cisco ISE and set to use TACACS+.
D. The RSA keypair used for SSH must be regenerated after enabling TACACS+.

w

Hg: C

EAE #163
‘Which supplicant(s) and server(s) are capable of supporting EAP-CHAINING?

A. Cisco Secure Services Client and Cisco Access Control Server
B. Cisco AnyComnnect NAM and Cisco Access Control Server

C. Windows Native Supplicant and Cisco Identity Service Engine
D. Cisco AnyConnect NAM and Cisco Identity Service Engine
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EE #164
What does the dot1x system-auth-control command do?

A. globally enables 802.1x

B. causes a network access switch to track 802.1x sessions

C. causes a network access switch not to track 802.1x sessions
D. enables 802.1x on a network access device interface

2
m
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A
httpss//www.cisco.comvc/en/us/td/docs/switches/lan/catalyst4500/XE3-8-0E/15-24F/configuration/guide/xe-
380-configurationvdot1x.html

EZ #165
Refer to the exhibit. Which command is typed within the CU of'a switch to view the troubleshooting output?
: e ;

In : Gigabi ;
MAC Addreas: 000a.84af.59af
Status: Authr Succaas
Domain: DATA

Oper host mode: single-host
Authorized By: Authentication Sexver
Vlan Policy: 10
Handle: O0xEQ0Q0OO000
Runnable mathods list:
Method State

dotlx puthc Success

A. show authentication interface gigabitethemet2/0/36

B. show authentication sessions mac 000e.84af 59af details
C. show authentication regjistrations

D. show authentication sessions method

0
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HE #166



An organization wants to implement 802.1X and is debating whether to use PEAP-MSCHAPV2 or PEAP-EAP-TLS for
authentication. Drag the characteristics on the left to the corresponding protocol on the right.

bEAP-H_SCI{ﬂ,PQ 3 : |
uses username and password for authentication + =
uses certificates for authentication
‘u
changes credentials through the admin portal
supports fragmentation after the tunnel is established PEAP-EAP-TLS
uses the X.509 format
supports auto-enrollment for obtaining credentials
S
M
PEAP-MSCHAPv2
uses username and password for authentication
uses username and password for authentication
e o N [ et en changes credentials through the admin portal
changes credentials through the admin portal supports fragmentation after the tunnel is established
supports fragmentation after the tunnel is established PEAP-EAP-TLS
uses certificates for authentication
uses the X.509 format
uses the X.509 format
supports auto-enroliment for obta credentials
i - i J s SUpponts auto-enroliment for obtaining credentials
EE #167
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