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CompTIA Advanced Security Practitioner (CASP+) Exam Sample Questions
(Q419-Q424):
NEW QUESTION # 419 
A security consultant is designing an infrastructure security solution for a client company that has provided the following requirements:
* Access to critical web services at the edge must be redundant and highly available.
* Secure access services must be resilient to a proprietary zero-day vulnerability in a single component.
* Automated transition of secure access solutions must be able to be triggered by defined events or manually by security operations
staff.
Which of the following solutions BEST meets these requirements?

A. Remote access services deployed using vendor-diverse redundancy with event response driven by playbooks.
B. Reverse TLS proxy configuration using OpenVPN/OpenSSL with scripted failover functionality that connects critical web
services out to endpoint computers.
C. Two separate secure access solutions orchestrated by SOAR with components provided by the same vendor for
compatibility.
D. Implementation of multiple IPSec VPN solutions with diverse endpoint configurations enabling user optionality in the
selection of a remote access provider

Answer: A

Explanation:
Remote access services deployed using vendor-diverse redundancy with event response driven by playbooks is the best solution to
meet the requirements. Vendor-diverse redundancy means using different vendors or technologies to provide the same service or
function, which can increase the availability and resilience of the service. For example, if one vendor's VPN solution fails due to a
zero-day vulnerability, another vendor's VPN solution can take over without affecting the users. Event response driven by playbooks
means using predefined workflows or scripts to automate the actions or decisions that need to be taken in response to certain events
or triggers. For example, a playbook can define how to switch between different remote access solutions based on certain criteria or
conditions, such as performance, availability, security, or manual input.
Playbooks can also be integrated with SOAR platforms to leverage their capabilities for orchestration, automation, and response.
Verified References:
* https://cyware.com/security-guides/security-orchestration-automation-and-response/what-is-vendor- agnostic-security-
orchestration-automation-and-response-soar-40e4
* https://www.paloaltonetworks.com/cyberpedia/what-is-a-security-playbook

NEW QUESTION # 420 
A security engineer has recently become aware of a Java application that processes critical information in real time on the company's
network. The Java application was scanned with SAST prior to deployment, and all vulnerabilities have been mitigated. However,
some known issues within the Java runtime environment cannot be resolved. Which of the following should the security engineer
recommend to the developer in order to mitigate the issue with the LEAST amount of downtime?

A. Embed the current application into a virtual machine that runs on dedicated hardware.
B. Rewrite and compile the application in C++ and then reinstall it.
C. Run the application in a sandbox and perform penetration tests.
D. Perform software composition analysis on libraries from third parties.
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Answer: A

Explanation:
By running the application in a dedicated virtual machine (VM), it's isolated from the rest of the environment. This containment
reduces the potential impact of vulnerabilities in the Java runtime since they'd be restricted to the VM. Moreover, embedding an
application into a VM typically has a shorter downtime than rewriting the application or extensive testing.

NEW QUESTION # 421 
A company's employees are not permitted to access company systems while traveling internationally. The company email system is
configured to block logins based on geographic location, but some employees report their mobile phones continue to sync email
traveling . Which of the following is the MOST likely explanation? (Choose two.)

A. Outdated escalation attack
B. VPN on the mobile device
C. Unrestricted email administrator accounts
D. Disabled GPS on mobile devices
E. Privilege escalation attack
F. Chief use of UDP protocols

Answer: B,D

NEW QUESTION # 422 
Several unlabeled documents in a cloud document repository contain cardholder information. Which of the following configuration
changes should be made to the DLP system to correctly label these documents in the future?

A. Digital rights management
B. Watermarking
C. Network traffic decryption
D. Regular expressions

Answer: D

NEW QUESTION # 423 
A recent data breach revealed that a company has a number of files containing customer data across its storage environment. These
files are individualized for each employee and are used in tracking various customer orders, inquiries, and issues. The files are not
encrypted and can be accessed by anyone. The senior management team would like to address these issues without interrupting
existing processes.
Which of the following should a security architect recommend?

A. An ERP program to identify which processes need to be tracked
B. A DLP program to identify which files have customer data and delete them
C. A CMDB to report on systems that are not configured to security baselines
D. A CRM application to consolidate the data and provision access based on the process and need

Answer: B

NEW QUESTION # 424
......
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