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Response:

A. Group memberships
B. Service Principal Names (SPNs)
C. Security Identifiers (SIDs)
D. User profile paths

Answer: A,B

NEW QUESTION # 116 
When attempting to escalate privileges, why is it important to understand the network services and software versions running on the
target machine?
Multiple Correct Answers
Response:

A. To ensure compatibility with the attacker's toolkit
B. To tailor the social engineering attacks more effectively
C. To find misconfigurations that can be leveraged for escalation
D. To identify services that are vulnerable to known exploits

Answer: C,D

NEW QUESTION # 117 
What is the purpose of scoping a red team engagement?
Response:

A. To define the objectives, rules, and boundaries of the engagement
B. To identify all vulnerabilities in the environment
C. To plan for social engineering activities
D. To determine the number of testers needed

Answer: A

NEW QUESTION # 118 
Which of the following is a common method for delivering a payload to a target system?
Response:

A. Phishing
B. Network enumeration
C. ARP poisoning
D. SQL injection

Answer: A

NEW QUESTION # 119 
What are key features that make Cobalt Strike a popular choice for command and control operations among attackers?
Multiple Correct Answers
Response:

A. Built-in file server
B. Real-time collaboration
C. Mimikatz integration
D. Beaconing capabilities

Answer: B,C,D



NEW QUESTION # 120
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