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NEW QUESTION # 13 
A bank experienced challenges with compromised endpoints gaining access to the internal network. To enhance security, the bank
wants to ensure that all endpoints are scanned for compliance check before being allowed to access the network. Which action
achieves the level of security and control?

A. Configure TrustSec using Cisco ISE.
B. Implement Posture validation using Cisco ISE.
C. Use MFA using Cisco DUO.
D. Set up data loss prevention policy.

Answer: B

Explanation:
Posture validation with Cisco ISE checks endpoint compliance (such as antivirus status, patches, and security configurations) before
granting network access. This ensures compromised or non- compliant endpoints are denied access, directly addressing the bank's
security concern.

NEW QUESTION # 14 
A company recently discovered that a former employee, who left to join a competitor, continued to access and exfiltrate sensitive
data over several weeks after leaving. The breach highlighted vulnerabilities in the organization's data security and access
management practices. To prevent such incidents in the future, the organization must adopt measures that detect and restrict
unauthorized data access and transfer. Which mitigation strategy must be implemented to address the issue?

A. Implement web application firewall.
B. Deploy audit logging and monitoring solution.
C. Implement data loss prevention strategy.
D. Upgrade network policy access.

Answer: C

Explanation:
A Data Loss Prevention (DLP) strategy directly addresses the problem of unauthorized access and exfiltration of sensitive data.
DLP tools monitor, detect, and block suspicious data transfers, ensuring that insiders or former employees cannot copy, email, or
upload sensitive information without authorization. This provides the required prevention and control that the scenario calls for.

NEW QUESTION # 15 
Network administrators at a medical facility cannot log in to network devices because of excessive resource consumption and high
CPU utilization. The situation has led to delays in routine maintenance and troubleshooting, which affects overall network
performance. An engineer must optimize the handling of traffic to reduce the impact and maintain consistent access and operational
efficiency. Which approach must be implemented to meet the requirement?

A. RBAC
B. Control Plane Policing
C. AAA
D. SNMP

Answer: B

Explanation:
Control Plane Policing (CoPP) protects the CPU of network devices by filtering and rate-limiting control plane traffic. This prevents
excessive resource consumption, ensures stability, and maintains administrator access for maintenance and troubleshooting.

NEW QUESTION # 16 
A technology company has many remote workers who access corporate resources from various locations. The company must
ensure that security policies are managed and enforced directly on endpoints, and endpoints are protected from threats regardless of
location. Which firewall architecture meets the requirements?

A. traditional firewall



B. next-generation firewall
C. host-based firewall
D. web application firewall

Answer: C

Explanation:
A host-based firewall enforces security policies directly on endpoints, ensuring they remain protected regardless of location. This
architecture provides consistent defense for remote workers accessing corporate resources from outside the traditional network
perimeter.

NEW QUESTION # 17 
How does a SOC leverage flow collectors?

A. It provides data for analysis in threat detection and response system.
B. It performs load balancing capabilities across systems to optimize performance.
C. It provides real time content filtering.
D. It performs data backup and recovery.

Answer: A

Explanation:
A flow collector gathers metadata about network traffic (such as NetFlow or IPFIX), which SOC analysts use to analyze
communication patterns. This data is critical for threat detection and response, helping identify anomalies, lateral movement, or
potential attacks.

NEW QUESTION # 18
......
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