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問題  #671 
Which proxy mode must be used on Cisco WSA to redirect TCP traffic with WCCP?

A. proxy gateway
B. transparent
C. redirection
D. forward

答案：B

解題說明：
There are two possible methods to accomplish the redirection of traffic to Cisco WSA: transparent proxy mode and explicit proxy
mode.
In a transparent proxy deployment, a WCCP v2-capable network device redirects all TCP traffic with a destination of port 80 or
443 to Cisco WSA, without any configuration on the client. The transparent proxy deployment is used in this design, and the Cisco
ASA firewall is used to redirect traffic to the appliance because all of the outbound web traffic passes through the device and is
generally managed by the same operations staff who manage Cisco WSA.
There are two possible methods to accomplish the redirection of traffic to Cisco WSA: transparent proxy mode and explicit proxy
mode.
In a transparent proxy deployment, a WCCP v2-capable network device redirects all TCP traffic with a destination of port 80 or
443 to Cisco WSA, without any configuration on the client. The transparent proxy deployment is used in this design, and the Cisco
ASA firewall is used to redirect traffic to the appliance because all of the outbound web traffic passes through the device and is
generally managed by the same operations staff who manage Cisco WSA.
Reference:
There are two possible methods to accomplish the redirection of traffic to Cisco WSA: transparent proxy mode and explicit proxy
mode.
In a transparent proxy deployment, a WCCP v2-capable network device redirects all TCP traffic with a destination of port 80 or
443 to Cisco WSA, without any configuration on the client. The transparent proxy deployment is used in this design, and the Cisco
ASA firewall is used to redirect traffic to the appliance because all of the outbound web traffic passes through the device and is
generally managed by the same operations staff who manage Cisco WSA.

問題  #672 
An organization has noticed an increase in malicious content downloads and wants to use Cisco Umbrella to prevent this activity for
suspicious domains while allowing normal web traffic. Which action will accomplish this task?

A. Set content settings to High
B. Use destination block lists.
C. Configure the intelligent proxy.
D. Configure application block lists.

答案：C

解題說明：
Obviously, if you allow all traffic to these risky domains, users might access malicious content, resulting in an infection or data leak.
But if you block traffic, you can expect false positives, an increase in support inquiries, and thus, more headaches. By only proxying
risky domains, the intelligent proxy delivers more granular visibility and control.
The intelligent proxy bridges the gap by allowing access to most known good sites without being proxied and only proxying those
that pose a potential risk. The proxy then filters and blocks against specific URLs hosting malware while allowing access to
everything else.
Obviously, if you allow all traffic to these risky domains, users might access malicious content, resulting in an infection or data leak.
But if you block traffic, you can expect false positives, an increase in support inquiries, and thus, more headaches. By only proxying
risky domains, the intelligent proxy delivers more granular visibility and control.
The intelligent proxy bridges the gap by allowing access to most known good sites without being proxied and only proxying those
that pose a potential risk. The proxy then filters and blocks against specific URLs hosting malware while allowing access to
everything else.
Obviously, if you allow all traffic to these risky domains, users might access malicious content, resulting in an infection or data leak.
But if you block traffic, you can expect false positives, an increase in support inquiries, and thus, more headaches. By only proxying
risky domains, the intelligent proxy delivers more granular visibility and control.
The intelligent proxy bridges the gap by allowing access to most known good sites without being proxied and only proxying those
that pose a potential risk. The proxy then filters and blocks against specific URLs hosting malware while allowing access to



everything else.

問題  #673 
Refer to the exhibit.
A network administrator configured a site-to-site VPN tunnel between two Cisco IOS routers, and hosts are unable to communicate
between two sites of VPN. The network administrator runs the debug crypto isakmp sa command to track VPN status. What is the
problem according to this command output?

A. authentication key mismatch
B. interesting traffic was not applied
C. hashing algorithm mismatch
D. encryption algorithm mismatch

答案：A

解題說明：
The debug crypto isakmp sa command shows the status of the Internet Security Association and Key Management Protocol
(ISAKMP) security associations (SAs). The output of this command indicates that the ISAKMP negotiation failed after several
retransmissions. The most likely cause of this failure is a mismatch in the authentication key between the two peers. The
authentication key is specified by the crypto isakmp key command and must be the same on both routers. If the authentication key is
different, the ISAKMP messages cannot be decrypted and verified by the peers, resulting in an error. To fix this problem, the
network administrator should verify and correct the authentication key on both routers and clear the existing ISAKMP SAs with the
clear crypto isakmp sa command. References: 1, 2, 3, 4

問題  #674 
Client workstations are experiencing extremely poor response time. An engineer suspects that an attacker is eavesdropping and
making independent connections while relaying messages between victims to make them think they are talking to each other over a
private connection. Which feature must be enabled and configured to provide relief from this type of attack?

A. Link Aggregation
B. Reverse ARP
C. private VLANs
D. Dynamic ARP Inspection

答案：D

問題  #675 
What is the function of Cisco Cloudlock for data security?

A. data loss prevention
B. detects anomalies
C. controls malicious cloud apps
D. user and entity behavior analytics

答案：A

解題說明：
The function of Cisco Cloudlock for data security is data loss prevention (DLP). Cisco Cloudlock is a cloud-native cloud access
security broker (CASB) that helps you move to the cloud safely. It protects your cloud users, data, and apps. Cloudlock's simple,
open, and automated approach uses APIs to manage the risks in your cloud app ecosystem1. One of the key features of Cloudlock
is its DLP technology, which continuously monitors cloud environments to detect and secure sensitive information. It provides
countless out-of-the-box policies as well as highly tunable custom policies. You can use Cloudlock's DLP to prevent data breaches,
comply with regulations, and enforce data governance across SaaS, PaaS, and IaaS platforms2. References: 1: Cisco Cloudlock -
Cisco2: Cloudlock: Cloud User Security - Cisco Umbrella.

問題  #676
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