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NEW QUESTION # 36
How will configuring set tcp-mss-sender and set tcp-nss-receiver in a firewall policy affect the size and handling of TCP packets in
the network?

¢ A The TCP packet modifies the packet size only if the size of the packet is less than the one the administrator configured in
the firewall policy.

¢ B. Applying commands in a firewall policy determines the largest payload a device can handle in a single TCP segment.

¢ (. The maximum segmment size permitted in the firewall policy determines whether TCP packets are allowed or denied.

¢ D. The administrator must consider the payload size of the packet and the size of the IP header to configure a correct value in
the firewall policy.

Answer: B

Explanation:

The set tcp-mss-sender and set tcp-nss-receiver commands in a firewall policy allow an administrator to adjust the Maximum
Segment Size (MSS) of TCP packets.

This setting controls the largest payload size that a device can handle in a single TCP segment, ensuring that packets do not exceed
the allowed MTU (Maximum Transmission Unit) along the network path.

# set tcp-nss-sender adjusts the MSS value for outgoing TCP traffic.

# set tcp-nss-receiver adjusts the MSS value for incoming TCP traffic.

This helps prevent issues with fragmentation and MTU mismatches, improving network performance and avoiding retransmissions.

NEW QUESTION # 37
‘What action can be taken on a FortiGate to block traffic using IPS protocol decoders, focusing on network transmission patterns
and application signatures?

A. Use application control to limit non-URL-based software handling,

B. Enable application detection-based SD-WAN rules.

C. Configure a web filter profile in flow mode.

D. Use the DN filter to block application signatures and protocol decoders.

Answer: A

Explanation:

FortiGate's IPS protocol decoders analyze network transmission patterns and application signatures to identify and block malicious
traffic. Application Control is the feature that allows FortiGate to detect, classify, and block applications based on their behavior and
signatures, even when they do not rely on traditional URLs.

# Application Control works alongside IPS protocol decoders to inspect packet payloads and enforce security policies based on
recognized application behaviors.

# It enables granular control over non-URL-based applications such as P2P traftic, VoIP, messaging apps, and other non-web-
based protocols that IPS can identify through protocol decoders.

# IPS and Application Control together can detect evasive or encrypted applications that might bypass traditional firewall rules.

NEW QUESTION # 38
What does the command set forward-domain <domain ID> in a transparent VDOM interface do?

A. It configures the interface to prioritize traffic based on the domain ID, enhancing quality of service for specified VLANS.
B. It restricts the interface to managing traffic only from the specified VLAN, effectively segregating network traffic.

C. It isolates traffic within a specific VLAN by assigning a broadcast domain to an interface based on the VLAN ID.

D. It assigns a unique domain ID to the interface, allowing it to operate across multiple VLANs within the same VDOM.

Answer: C

Explanation:

In a transparent mode Virtual Domain (VDOM) configuration, FortiGate operates as a Layer 2 bridge rather than performing Layer
3 routing. The set forward-domain <domain D> command is used to control how traffic is forwarded between interfaces within the
same transparent VDOM.

A forward-domain acts as a broadcast domain, meaning only interfaces with the same forward-domain ID can exchange traffic. This
setting is commonly used to separate different VLANS or network segments within the transparent VDOM while still allowing



FortiGate to apply security policies.

NEW QUESTION # 39
Refer to the exhibit, which shows an enterprise network connected to an internet service provider.

AS 30

fArea 0.00.1 Area 0.0.0.0

An admmnistrator must configure a loopback as a BGP source to connect to the ISP.
Which two commands are required to establish the connection? (Choose two.)

A. recursive-next-hop

B. ebgp-enforce-multihop
C. update-source

D. ibgp-enforce-multihop

Answer: B,C

Explanation:

When configuring a loopback interface as the BGP source for connecting to an ISP, two important settings nust be applied:

1. Enable EBGP Multhop (ebgp-enforce-multihop)

BGP normally expects directly connected neighbors, but since the ISP and FortiGate A are using loopback mterfaces, packets will

not be sent directly between their physical interfaces.



The ebgp-enforce-multihop command allows BGP to form an eBGP peering over muiltiple hops.

2. Set the Update Source (update-source)
Since FortiGate is using a loopback mterface as the source, the update-source command ensures that BGP updates originate from
the loopback mterface rather than a physical interface.



This is essential because BGP peers must match the source IP with the configured neighbor address.

NEW QUESTION # 40
Refer to the exhibit, which contains a partial command output.



FortiGate # get router info bgp neighbors
VRF O neighbor table:
BGP neighbor is 100.65.4.1, remote AS 65300, local AS 65200, external link
FGP‘ vHT'ﬂEfrrouter ID 0.0.0.0
BGP state = Idle
Not directly connected EBGP
Last read , hold time is 180, keepalive interval is 60 seconds
Configured hold time is 180, keepalive interval is 60 seconds
Received 0 messages, 0 notifications, 0 in queue
Sent 0 messages, 0 notifications, 0 in queue
Route refresh request: received 0, sent 0
NLRI treated as withdraw: 0
Minimum time between advertisement runs is 30 seconds

Update source is Loopback

The admmnistrator has configured BGP on FortiGate. The status of this new BGP configuration is shown in the exhibit.
‘What configuration must the administrator consider next?

A. Contact the remote peer administrator to enable BGP
B. Configure the local AS to 65300.

C. Configure a static route to 100.65.4.1.

D. Enable ebgp-enforce-muiltihop.

Answer: D

Explanation:

From the BGP neighbor status output, the key issue is that BGP is stuck in the "[dle" state, meaning the FortiGate is unable to
establish a BGP session with its peer 100.65.4.1 (Remote AS 65300).

The output also shows:

# "Not directly connected EBGP" # This means the BGP peer is not on the same subnet, requiring multihop BGP.

# "Update source is Loopback" # Since a loopback mterface is used, FortiGate must be configured to allow BGP neighbors over
multiple hops.

To resolve this issue, the administrator must enable ebgp-enforce-multihop, which allows BGP sessions to be established even when
the neighbors are not directly connected.
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