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最新的 Cloud Security Engineer CloudSec-Pro 免費考試真題 (Q50-Q55):
問題  #50 
Which intensity setting for anomaly alerts is used for the measurement of 100 events over 30 days?

A. High
B. Very High
C. Low
D. Medium

答案：D

解題說明：
In the context of setting anomaly alert intensities in Prisma Cloud, an intensity setting of "Medium" could be used for the measurement
of 100 events over 30 days. This setting indicates a moderate level of anomaly detection sensitivity, which is suitable for
environments where there is a need to balance between detecting potential security issues and minimizing false positives.
Reference: https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin/manage-prisma- cloud-
administrators/define-prisma-cloud-enterprise-settings.html
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https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin/manage-prisma-cloud- administrators/define-prisma-
cloud-enterprise-settings

問題  #51 
Which three actions are required in order to use the automated method within Azure Cloud to streamline the process of using
remediation in the identity and access management (IAM) module? (Choose three.)

A. Integrate with Azure Service Bus.
B. Install azure.servicebus & requests library.
C. Configure IAM AWS remediation script.
D. Install boto3 & requests library.
E. Configure IAM Azure remediation script.

答案：A,B,E

解題說明：
To use the automated method within Azure Cloud for streamlining the process of using remediation in the identity and access
management (IAM) module, the required actions include configuring the IAM Azure remediation script, integrating with Azure
Service Bus, and installing the azure.servicebus & requests library.
These steps ensure that the automated remediation system can communicate effectively with Azure services, execute the necessary
remediation actions, and address IAM-related alerts by adjusting permissions and access controls as needed. This automation helps
maintain a secure and compliant cloud environment by promptly addressing potential IAM issues.
https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin/prisma-cloud-iam-security
/remediate-alerts-for-iam-security

問題  #52 
Given the following information, which twistcli command should be run if an administrator were to exec into a running container and
scan it from within using an access token for authentication?
* Console is located at https://prisma-console.mydomain.local
* Token is: TOKEN_VALUE
* Report ID is: REPORTJD
* Container image running is: myimage:latest

A. twistcli images scan --console-address https://prisma-console.mydomain.local --auth-token TOKEN_VALUE -
containerized -vulnerability-details REPORT_ID
B. twistcli images scan -console-address https://prisma-console.mydomain.local -auth-token MY_TOKEN -local-scan -
details myimage:latest
C. twistcli images scan --address https://prisma-console.mydomain.local -token TOKENVALUE - containerized -details
myimage:latest
D. twistcli images scan -address https://prisma-console.mydomain.local -token TOKEN_VALUE - containerized --details
REPORT_ID

答案：D

解題說明：
The response from Jihe would be correct if this wasn't be run from within the container. In the question, we are running from inside
the container, and therefor there is no need to specify an image/tarball. https://docs.
paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin-compute/tools/twistcli_scan_image Further down in the
documentation linked by Jihe, there is a section that shows the proper syntax when running twistcli from within a container. The
example there is almost a perfect copy of this question. Spippolo has the correct response.
$ docker run \
-v /PATH/TO/TWISTCLI_DIR:/tools \
-e TW_TOKEN=<API_TOKEN> \
-e TW_CONSOLE=<COMPUTE_CONSOLE> \
--entrypoint="" \
<IMAGE_NAME> \
/tools/twistcli images scan \
--containerized \
--details \



--address $TW_CONSOLE \
--token $TW_TOKEN \
<REPORT_ID>
https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin-compute/tools
/twistcli_scan_images

問題  #53 
The security team wants to protect a web application container from an SQLi attack. Which type of policy should the administrator
create to protect the container?

A. CNAF
B. Runtime
C. Compliance
D. CNNF

答案：A

解題說明：
To protect a web application container from an SQL Injection (SQLi) attack, the administrator should create a Cloud Native
Application Firewall (CNAF) policy. CNAF policies are designed to protect applications running in containers from various types of
attacks, including SQLi, by inspecting the traffic going to and from the containerized applications and blocking malicious requests.
Reference: https://docs.paloaltonetworks.com/prisma/prisma-cloud/20-09/prisma-cloud-compute-edition- admin/firewalls/waas

問題  #54 
Which three serverless runtimes are supported by Prisma Cloud for vulnerability and compliance scans?
(Choose three.)

A. Python
B. Java
C. Node.js
D. Swift
E. Dart

答案：A,B,C

解題說明：
Prisma Cloud supports several serverless runtimes for vulnerability and compliance scans, including Python, Java, and Node.js.
These runtimes are widely used in the development of serverless applications, which are designed to run in stateless compute
containers that are event-triggered and fully managed by cloud services.
By providing vulnerability and compliance scans for these serverless runtimes, Prisma Cloud helps organizations identify and
remediate security issues within their serverless applications, ensuring that they adhere to security best practices and compliance
standards. This capability is crucial for maintaining the security and integrity of serverless architectures, where traditional security
approaches may not be applicable.
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