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HP Aruba Certified Network Security Professional Exam HPE7-A02
Priifungsfragen mit Losungen (Q50-Q55):

50. Frage

Admins have recently turned on Wireless IDS/IPS infrastructure detection at the high level on HPE Aruba Networking APs. When
you check WIDS events, you see several RTS rate and CTS rate anomalies, which were triggered by neighboring APs.

‘What can you interpret from this event?

¢ A These neighboring APs are actually rogue APs, and you should enable wireless de-authentication containment on them

¢ B. These neighboring APs might be hackers trying to launch a DoS, but are more likely operating normally; you should start
by tuning the event thresholds.

e C. These neighboring APs are actually rogue APs, and you should enable wireless tarpit contanment on them

¢ D. These neighboring APs are likely to be wireless clients that are inappropriately bridging their wired and wireless NICs; you
should track down and remove them.

Antwort: B

Begrindung;

When Wireless IDS/IPS infrastructure detection reports RTS (Request to Send) and CTS (Clear to Send) rate anomalies triggered
by neighboring APs, it is often an indication of unusual, but not necessarily malicious, behavior. These anomalies can be caused by
neighboring APs operating normally but under specific conditions that trigger the alerts. Before assuming a security threat, it is
recommended to tune the event thresholds to better match the environment and reduce false positives. This approach helps to
distinguish between normal operations and potential DoS attacks.

Reference: Aruba's Wireless IDS/IPS configuration guides provide information on interpreting events, adjusting thresholds, and
distinguishing between legitimate and malicious activities in a wireless network environment.

51. Frage

You are setting up user-based tunneling (UBT) between access layer AOS-CX switches and AOS-10 gateways. You have selected
reserved (local) VLAN mode.

Tunneled devices include IoT devices, which should be assigned to:

* Roles: ot on the switches and iot-wired on the gateways

* VLAN: 64, for which the gateways route traffic.

IoT devices connect to the access layer switches' edge ports, and the access layer switches reach the gateways on their uplinks.
Where must you configure VLAN 647

A. In the iot-wired role and on no physical interfaces

B. In the iot-wired role and the access switch uplinks

C. In the iot role and the iot-wired role and on no physical interfaces
D. In the iot role and the access switch uplinks

Antwort: A

Begriindung;

Comprehensive Detailed Explanation

In a user-based tunneling (UBT) setup with reserved VLAN mode, VLAN 64 is used for routing traffic at the gateways. Since the
[oT traffic is tunneled to the AOS-10 gateway:

* On the gateways:

* VLAN 64 must be configured in the iot-wired role for routing purposes.

* On the switches:

* VLAN 64 does not need to be configured on the access switch physical uplinks because the ToT traffic is tunneled directly to the
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gateway and does not rely on VLAN configurations at the access layer switches.

* Reserved VLAN mode:

* Ensures that traffic is encapsulated within the UBT tunnel, and VLANSs like 64 are only relevant at the gateway for routing and
enforcement.

Therefore, the correct configuration is to define VLAN 64 in the iot-wired role on the AOS-10 gateways and not on any physical
mterfaces.

References

* Aruba AOS-CX UBT configuration guide.

* Aruba AOS-10 Gateway Role and VLAN Management documentation.

52. Frage

A company has HPE Aruba Networking APs (AOS-10), which authenticate clients to HPE Aruba Networking ClearPass Policy
Manager (CPPM). CPPM is set up to receive a variety of information about clients' profile and posture. New information can mean
that CPPM should change a client's enforcement profile.

‘What should you set up on the APs to help the solution finction correctly?

A. In the security settings, configure dynamic denylisting.

B. In the RADIUS server settings for CPPM, enable querying the authentication status.
C. Inthe WLAN profiles, enable interim RADIUS accounting,

D. In the RADIUS server settings for CPPM, enable Dynamic Authorization.

Antwort: D

Begrindung;

To ensure that HPE Aruba Networking APs (AOS-10) properly interact with HPE Aruba Networking ClearPass Policy Manager
(CPPM) and dynanically update a client's enforcement profile based on new profile and posture information, you should enable
Dynamic Authorization in the RADIUSserver settings for CPPM. This allows ClearPass to send Change of Authorization (CoA)
requests to the APs, prompting them to reapply the appropriate enforcement profiles based on updated information.

1.Dynamic Authorization: Enabling this feature allows ClearPass to dynamically push changes to the APs whenever there is new
relevant information about a client's profile or posture.

2.Change of Authorization (CoA): This mechanism ensures that clients are assigned the correct enforcement profiles in real-time,
based on the latest data.

3.Enhanced Policy Enforcement: This setup helps in maintaining accurate and up-to-date policy enforcement for clients on the
network.

53. Frage

An admin has configured an AOS-CX switch with these settings:

port-access role employees

vlan access name employees

This switch is also configured with CPPM as its RADIUS server.

Which enforcement profile should you configure on CPPM to work with this configuration?

e A. RADIUS Enforcement type with Aruba-User-Role VSA set to "employees”

¢ B. HPE Aruba Networking Downloadable Role Enforcement type with role name set to "employees"

e C. HPE Aruba Networking Downloadable Role Enforcement type with gateway role name set to
"employees"

e D. RADIUS Enforcement type with HPE-User-Role VSA set to "employees”

Antwort: A

Begrindung;

To ensure that the AOS-CX switch properly assigns the "employees" role when using CPPM (ClearPass Policy Manager) as the
RADIUS server, you should configure a RADIUS Enforcement profile on CPPM with the Aruba-User-Role VSA (Vendor-
Specific Attribute) set to "employees". This configuration ensures that when an endpoint authenticates, CPPM sends the appropriate
role assignment to the AOS-CX switch, which then applies the corresponding policies and VLAN settings defined for the
"employees" role.



54. Frage

A company has wired VoIP phones, which transmit tagged traffic and connect to AOS-CX switches. The company wants to tunnel
the phones' traffic to an HPE Aruba Networking gateway for applying security policies.

What is part of the correct configuration on the AOS-CX switches?

A. A VXLAN VNI mapped to the VLAN assigned to the VoIP phones
B. VLAN:S assigned to the VolIP phones configured on the switch uplinks
C. UBT mode set to VLAN extend

D. A UBT reserved VLAN set to a VLAN dedicated for that purpose

Antwort: D

Begrindung;

To tunnel VoIP phone traffic from AOS-CX switches to an HPE Aruba Networking gateway, you need to configure a User-Based
Tunneling (UBT) reserved VLAN on the switches. This VLAN is dedicatedfor tunneling purposes and ensures that the VolIP traffic
is correctly identified and tunneled to the gateway where security policies can be applied.

1.UBT Configuration: Setting a UBT reserved VLAN ensures that the switch knows which VLAN to use for tunneling traffic to the
gateway.

2 Traffic Tunneling: The reserved VLAN helps in segregating the VolIP traffic, ensuring it is handled securely and according to the
configured policies at the gateway.

3.Policy Application: By tunneling the traffic, the gateway can apply advanced security policies to the VoIP traffic.
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