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PR #285
Which security model assumes an attacker within and outside of the network and enforces strict verification before connecting to any
system or resource within the organization?

A. Zero Trust

B. Object-capability
C. Take-Grant

D. Biba

BE: A
R

Zero Trust security is an IT security model that requires strict identity verification for every person and device trying to access
resources on a private network, regardless of whether they are sitting within or outside of the network perimeter.
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What is the impact of false positive alerts on business compared to true positive?

A. True positives affect security as no alarmiis raised when an attack has taken place, resulting in a potential breach.
B. False positive alerts are blocked by mistake as potential attacks affecting application availability.
C. False positives affect security as no alarm s raised when an attack has taken place, resulting in a potential breach.
D. True posttive alerts are blocked by mistake as potential attacks affecting application availability.

EX: B

R -

The log in the exhibit is generated by a firewall. It shows a deny action taken on TCP traffic, specifying the source and destination
addresses and ports, which is characteristic of firewall logs. Firewalls are designed to control incoming and outgoing network traffic
based on predetermined security rules, and this log entry reflects the enforcement of such a rule.

Reference:

Cisco's official documentation on firewall technologies and their log formats.

iR #287
Which two measures are used by the defense-m-depth strategy? (Choose two)

A. Divide the network into parts

B. Bridge the single connection into multiple.
C. Split packets into pieces.

D. Reduce the load on network devices.

E. Implement the patch management process

EX: AE

AR A«

The defense-in-depth strategy is a layered approach to security that includes multiple defensive measures to protect against threats.
Dividing the network into parts (B) helps isolate potential breaches, making it harder for an attacker to move laterally across the
network. Implementing the patch management process (E) ensures that systens are up-to-date with the latest security patches,
reducing vulnerabilities that attackers could exploit.

References: Understanding Cisco Cybersecurity Operations Fundamentals (CBROPS) course
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A SOC analyst is investigating an incident that involves a Linux system that is identifying specific sessions. Which identifier tracks an
active program?

A. active process identification number
B. application identification number

C. runtime identification number

D. process identification number

ZE: D

RS #289

‘When communicating via TLS, the client nitiates the handshake to the server and the server responds back with its certificate for
identification.

Which information is available on the server certificate?

A. trusted CA name, cipher suites, and private key

B. server nane, trusted CA, and public key

C. server namre, trusted subordinate CA, and private key
D. trusted subordinate CA, public key, and cipher suites



£%: B

it RE S -

‘When communicating via TLS, part of the handshake process involves presenting a certificate containing the server name, the name
of the trusted CA that issued the certificate, and the public key of the server. The client can verify the validity of the certificate and
use the public key to encrypt the data sent to the server. Reference= Cisco Cybersecurity Source Documents
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