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NEW QUESTION # 49
Refer to the exhibits.
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Triggering Events

Excessive FTP Connections from 10.200.3.219 s

i a 1 ] 9 = |®|l9D £ Actions
——

Subpattern: FYP_Trafflc ~ Sep 09, 2025, 05:00:45 PM 5‘,-:‘:??3:; 6;:2::::2?£ !
Event Receive Time Destination IP Sent Packetsé64 Received Packet.. Sent Bytes64 Received Bytes64 Duration
Sep 10, 2025, 05:00:07 PMm 10.200.200.166 1 0 448 0B 11s
Sep 10, 2025, 05:00:07 PM 10.200,200.128 1 0 44 B o8 11s
Sep 10, 2025, 05:00:07 PM 10.200.200.129 i 0 44 B 0B 11¢
Sep 10, 2025, 05:00:07 PM 10.200.200.159 1 0 44 B 08 11s
Sep 10, 2025, 05:00:07 PM 10.200.200.91 1 Q 44 B 08 115

Raw Logs

Raw Message & ©

<189>date=2025-09-10 time=13:58:46 devname="FortiGate-ISFW"
devid="FGVMSLTM24000847" eventtime=1757537925873767456 tz="-0700"
logid="0000000013" type="traffic” subtype="forward" level="notice"
vd="root" srcip=10.200.3.219 srcport=55690 srcintf="port1”
srcintfrole="undefined” dstip=10.200.200.166 dstport=21 dstintf="port3”
dstintfrole="undefined" srccountry="Reserved” dstcountry="Reserved”
sessionid=12754790 proto=6 action="timeout” policyid=1 policytype="policy”
poluuid="703716b8-c06a-51ee-4b75-69d6ec904e3f" policyname="Any-Any"
service="FTP" trandisp="noop” appcat="unscanned” duration=11 sentbyte=44
rcvdbyte=0 sentpkt=1 rcvdpkt=0

Assunre that the traffic flows are identical, except for the destination IP address. There is only one FortiGate in network address
translation (NAT) mode in this environment.
Based on the exhibits, which two conclusions can you make about this FortiSIEM incident? (Choose two answers)

A. FortiGate is not routing the packets to the destmnation hosts.
B. FortiGate is blocking the return flows.

C. The destination hosts are not responding,

D. The client 10.200.3.219 is conducting active reconnaissance.

Answer: C,D

Explanation:

Comprehensive and Detailed Explanation From FortiSOAR 7.6., FortiSIEM 7.3 Exact Extract study guide:

Based on the analysis of theTriggering Eventsand theRaw Messageprovided in the FortiSIEM 7.3 interface:

* Active Reconnaissance (A):The "Triggering Events" table shows a single source IP (10.200.3.219) attempting to connect to
multiple different destination IP addresses (10.200.200.166, .128, .129, .159, .

91) on the same service (FTP/Port 21). Each attempt consists of exactlyl Sent Packetand0 Received Packets. This pattern of "one-
to-many" sequential connection attempts is the signature of'a horizontal port scan, which is a primary technique inActive
Reconnaissance.

* Destination hosts are not responding (C):The Raw Log shows the action as"timeout"and specifically lists"sentpkt=1 revdpkt=0". In
FortiGate log logic (which FortiSIEM parses), a "timeout" with zero received packets indicates that the firewall allowed the packet
out (Action was not 'deny'), but no SYN- ACK or response was received from the target host within the session timeout period.
This confirms the destination hosts are either offline, non-existent, or silently dropping the traffic.

Why other options are incorrect:

* FortiGate is not routing (B):If the FortiGate were not routing the packets, the logs would typically not show a successful session
mitialization ending in a "timeout," or they would show a routing error/deny.

The fact that 44 bytes were sent indicates the FortiGate processed and attempted to forward the traffic.

* FortiGate is blocking return flows (D):If the return flow were being blocked by a security policy on the FortiGate, the action would
typically be logged as'deny"for the return traffic, and the session state would reflect a policy violation rather than a generic
session'timeout".

NEW QUESTION # 50



Which statement best describes the MITRE ATT&CK framework?

A. Tt covers tactics, techniques, and procedures, but does not provide information about mitigations.
B. It provides a high-level description of common adversary activities, but lacks technical details

C. It contains some techniques or subtechniques that fall under more than one tactic.

D. It describes attack vectors targeting network devices and servers, but not user endpoints.

Answer: C

Explanation:

* Understanding the MITRE ATT&CK Framework:

* The MITRE ATT&CK framework is a comprehensive matrix of tactics and techniques used by adversaries to achieve their
objectives.

* It is widely used for understanding adversary behavior, improving defense strategies, and conducting security assessments.

* Analyzing the Options:

* Option A'The framework provides detailed technical descriptions of adversary activities, including specific techniques and
subtechniques.

* Option B:The framework includes information about mitigations and detections for each technique and subtechnique, providing
comprehensive guidance.

* Option CMITRE ATT&CK covers a wide range of attack vectors, including those targeting user endpoints, network devices,
and servers.

* Option D:Some techniques or subtechniques do indeed fall under multiple tactics, reflecting the complex nature of adversary
activities that can serve different objectives.

* Conclusion:

* The statement that best describes the MITRE ATT&CK framework is that it contains some techniques or subtechniques that fall
under more than one tactic.

References:

MITRE ATT&CK Framework Documentation.

Security Best Practices and Threat Intelligence Reports Utilizing MITRE ATT&CK.

NEW QUESTION # 51

Refer to the exhibits.

You configured a custom event handler and an associated rule to generate events whenever FortiMail detects spam emails.
However, you notice that the event handler is generating events for both spam emails and clean emails.

Which change must you make in the rule so that it detects only spam emails?

A. Inthe Log filter by Text field, type type=—spam.

B. Inthe Log Type field, select Anti-Spam Log (spam)

C. Disable the rule to use the filter in the data selector to create the event.

D. In the Trigger an event when field, select Within a group, the log field Spam Name (snane) has 2 or more unique values.

Answer: B

Explanation:

* Understanding the Custom Event Handler Configuration:

* The event handler is set up to generate events based on specific log data.

* The goal is to generate events specifically for spam emails detected by FortiMail

* Analyzing the Issue:

* The event handler is currently generating events for both spam emails and clean emails.

* This indicates that the rule's filtering criteria are not correctly distinguishing between spam and non-spam emails.

* Evaluating the Options:

* Option A:Selecting the "Anti-Spam Log (spam)" in the Log Type field will ensure that only logs related to spam emails are
considered. This is the most straightforward and accurate way to filter for spam emails.

* Option B:Typing type==spam in the Log filter by Text field might help filter the logs, but it is not as direct and reliable as selecting
the correct log type.

* Option C:Disabling the rule to use the filter in the data selector to create the event does not address the issue of filtering for spam
logs specifically.

* Option D:Selecting "Within a group, the log field Spam Name (snane) has 2 or more unique values" is not directly relevant to
filtering spam logs and could lead to incorrect filtering criteria.

* Conclusion:



* The correct change to make in the rule is to select "Anti-Spam Log (spam)" in the Log Type field. This ensures that the event
handler only generates events for spam emails.

References:

Fortinet Documentation on Event Handlers and Log Types.

Best Practices for Configuring FortiMail Anti-Spam Settings.

NEW QUESTION # 52

Refer to the exhibit.

You notice that the custom event handler you configured to detect SMTP reconnaissance activities is creating a large number of
events. This is overwhelming your notification system

How can you fix this?

A. Increase the trigger count so that it identifies and reduces the count triggered by a particular group.
B. Increase the log field value so that it looks for more unique field values when it creates the event.
C. Decrease the time range that the custom event handler covers during the attack.

D. Disable the custom event handler because it is not working as expected.

Answer: A

Explanation:

* Understanding the Issue:

* The custom event handler for detecting SMTP reconnaissance activities is generating a large number of events.

* This high volume of events is overwhelming the notification system, leading to potential alert fatigue and inefficiency in incident
response.

* Event Handler Configuration:

* Event handlers are configured to trigger alerts based on specific criteria.

* The frequency and volume of these alerts can be controlled by adjusting the trigger conditions.

* Possible Solutions:

* A. Increase the trigger count so that it identifies and reduces the count triggered by a particular group:

* By increasing the trigger count, you ensure that the event handler only generates alerts after a higher threshold of activity is
detected.

* This reduces the number of events generated and helps prevent overwhelming the notification system

* Selected as it effectively manages the volume of generated events.

* B. Disable the custom event handler because it is not working as expected:

* Disabling the event handler is not a practical solution as it would completely stop monitoring for SMTP reconnaissance activities.
* Not selected as it does not address the issue of fine-tuning the event generation.

* C. Decrease the time range that the custom event handler covers during the attack:

* Reducing the time range might help in some cases, but it could also lead to missing important activities if the attack spans a longer
period.

* Not selected as it could lead to underreporting of significant events.

* D. Increase the log field value so that it looks for more unique field values when it creates the event:

* Adjusting the log field value might refine the event criteria, but it does not directly control the volume of alerts.

* Not selected as it is not the most effective way to manage event volume.

* Implementation Steps:

* Step 1: Access the event handler configuration in FortiAnalyzer.

* Step 2: Locate the trigger count setting within the custom event handler for SMTP reconnaissance.

* Step 3: Increase the trigger count to a higher value that balances alert sensitivity and volume.

* Step 4: Save the configuration and monitor the event generation to ensure it aligns with expected levels.

* Conclusion:

* By increasing the trigger count, you can effectively reduce the number of events generated by the custom event handler, preventing
the notification system from being overwhelmed.

Fortinet Documentation on Event Handlers and Configuration FortiAnalyzer Administration Guide Best Practices for Event
Management Fortinet Knowledge Base By increasing the trigger count in the custom event handler, you can manage the volume of
generated events and prevent the notification system from being overwhelmed.

NEW QUESTION # 53
Which two ways can you create an incident on FortiAnalyzer? (Choose two.)



A. Using a connector action

B. Manually, on the Event Monitor page
C. Using a custom event handler

D. By running a playbook

Answer: B,C

Explanation:

* Understanding Incident Creation in FortiAnalyzer:

* FortiAnalyzer allows for the creation of incidents to track and manage security events.

* Incidents can be created both automatically and manually based on detected events and predefined rules.

* Analyzing the Methods:

* Option A:Using a connector action typically involves integrating with other systers or services and is not a direct method for
creating incidents on FortiAnalyzer.

* Option BiIncidents can be created manually on the Event Monitor page by selecting relevant events and creating incidents from
those events.

* Option C:While playbooks can automate responses and actions, the direct creation of incidents is usually managed through event
handlers or manual processes.

* Option D:Custom event handlers can be configured to trigger incident creation based on specific events or conditions, automating
the process within FortiAnalyzer.

* Conclusion:

* The two valid methods for creating an incident on FortiAnalyzer are manually on the Event Monitor page and using a custom event
handler.

References:

Fortinet Documentation on Incident Management in FortiAnalyzer.

FortiAnalyzer Event Handling and Customization Guides.
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