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F5 F5CAB2 Exam Syllabus Topics:

Topic Details

Topic 1
Define ADC application objects: This domain covers ADC basics including application objects, load
balancing methods, server selection, and key ADC features and benefits.

Topic 2
Determine expected traffic behavior based on configuration: This domain focuses on predicting traffic
behavior based on persistence, processing order, object status, egress IPs, and connection
rate limits.

Topic 3
Identify the different virtual server types: This domain covers BIG-IP virtual server types: Standard,
Forwarding, Stateless, Reject, Performance Layer 4, and Performance HTTP.

Topic 4
Explain high availability (HA) concepts: This domain addresses HA concepts including integrity methods,
implementation approaches, and advantages of high availability configurations.
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(Q63-Q68):
NEW QUESTION # 63 
Refer to the exhibit.

The network team creates a new VLAN on the switches. The BIG-IP Administrator creates a new VLAN and a Self IP on the
BIG-IP device, but the servers on the new VLAN are NOT reachable from the BIG-IP device.
Which action should the BIG-IP Administrator take to resolve this issue? (Choose one answer)

A. Create a Floating Self IP address
B. Assign a physical interface to the new VLAN



C. Change Auto Last Hop to enabled
D. Set Port Lockdown of the Self IP to Allow All

Answer: B

Explanation:
Comprehensive and Detailed Explanation (BIG-IP Administration - Data Plane Concepts):
For BIG-IP to send or receive traffic on a VLAN, that VLAN must be bound to a physical interface or a trunk. Creating a VLAN
object and a Self IP alone is not sufficient to establish data-plane connectivity.
From the exhibit:
The VLAN (vlan_1033) exists and has a tag defined.
A Self IP is configured and associated with the VLAN.
However, traffic cannot reach servers on that VLAN.
This indicates a Layer 2 connectivity issue, not a Layer 3 or HA issue.
Why assigning a physical interface fixes the problem:
BIG-IP VLANs do not carry traffic unless they are explicitly attached to:
A physical interface (e.g., 1.1), or
A trunk
Without an interface assignment, the VLAN is effectively isolated and cannot transmit or receive frames, making servers unreachable
regardless of correct IP addressing.
Why the other options are incorrect:
A . Set Port Lockdown to Allow All
Port Lockdown controls which services can be accessed on the Self IP (management-plane access), not whether BIG-IP can reach
servers on that VLAN.
B . Change Auto Last Hop to enabled
Auto Last Hop affects return traffic routing for asymmetric paths. It does not fix missing Layer 2 connectivity.
D . Create a Floating Self IP address
Floating Self IPs are used for HA failover. They do not resolve reachability issues on a single device when the VLAN itself is not
connected to an interface.
Conclusion:
The servers are unreachable because the VLAN has no physical interface assigned. To restore connectivity, the BIG-IP
Administrator must assign a physical interface (or trunk) to the VLAN, enabling Layer 2 traffic flow.

NEW QUESTION # 64 
Which virtual server type is being configured in the screenshot? (Choose one answer.)

A. Forwarding IP
B. Standard
C. Performance Layer 4

Answer: C

Explanation:
Comprehensive and Detailed Explanation (BIG-IP Administration - Data Plane Concepts):
The configuration shown matches a Performance Layer 4 virtual server because it is explicitly using a FastL4 profile:
The screenshot shows Protocol: TCP and Protocol Profile (Client): fastL4.
In BIG-IP data plane terms, FastL4 is the hallmark of a Performance (Layer 4) virtual server, designed to process connections at
Layer 4 with minimal overhead (high throughput/low latency) compared to full proxy L7 processing.
The screenshot also shows HTTP Profile (Client): None (and HTTP server profile effectively not in use).
A Standard virtual server commonly uses full-proxy features and frequently includes L7 profiles (like HTTP) when doing HTTP-
aware load balancing, header manipulation, cookie persistence, etc. In contrast, a Performance L4 virtual server typically does not
use an HTTP profile because it is not doing HTTP-aware (Layer 7) processing.
It is not a Forwarding IP virtual server:
A Forwarding (IP) virtual server is used to route/forward packets (often without load balancing to pool members in the same way as
Standard/Performance VS) and is selected by choosing a forwarding type. The presence of a TCP protocol with a FastL4 client
profile aligns with a Layer 4 load-balancing style virtual server, not a packet-forwarding virtual server type.
Conclusion: Because the configuration is TCP-based and explicitly uses fastL4 with no HTTP profile, the expected BIG-IP virtual
server type is Performance Layer 4 (Option C).



NEW QUESTION # 65 
Which of the following lists theorder of preference from most preferred to least preferredwhen BIG-IP processes and selects avirtual
server? (Choose one answer)

A. Destination host address # Source host address # Service port
B. Source host address # Service port # Destination host address
C. Service port # Destination host address # Source host address

Answer: A

Explanation:
The BIG-IP system uses a specific precedence algorithm to determine which virtual server (listener) should process an incoming
packet when multiple virtual servers might match the criteria. Since BIG-IP version
11.3.0, the system evaluates three primary factors in a fixed order of importance:
* Destination Address:The system first looks for the most specific destination match. A "Host" address (mask /32) is preferred over
a "Network" address (mask /24, /16, etc.), which is preferred over a
"Wildcard" (0.0.0.0/0).
* Source Address:If multiple virtual servers have identical destination masks, the system then evaluates the source address criteria.
Again, a specific source host match is preferred over a source network or a wildcard source.
* Service Port:Finally, if both destination and source specifications are equal, the system checks the port.
A specific port match (e.g., 80) is preferred over a wildcard port (e.g., or 0).
Following this logic, a virtual server configured with a specificdestination host, a specificsource host, and a specificservice
portrepresents the highest level of specificity and thus the highest preference.

NEW QUESTION # 66 
Which event is always triggered when a client initially connects to a virtual server configured with an HTTP profile?

A. CLIENT_ACCEPTED
B. HTTP_REQUEST
C. HTTP_DATA
D. CLIENT_DATA

Answer: A

NEW QUESTION # 67 
When using the setup utility to configure a redundant pair, you are asked to provide a "Failover Peer IP".
Which address is this?

A. an address of the other system in its management network
B. an address of the other system in a redundant pair configuration
C. an address on the current system used to listen for failover messages from the partner BIG-IP
D. an address on the current system used to initiate mirroring and network failover heartbeat messages

Answer: B

Explanation:
When establishing a redundant pair, each device must know where to send its health heartbeats and sync data.
* The Peer IP:TheFailover Peer IPis the IP address belonging to theotherBIG-IP device in the HA pair.
This is typically a34Self-IP on a dedicated "HA" or "Internal" VLAN, or the Management IP.
* Purpose:It identifies the destination for the "Heartbeat" (the "Are you alive?" check).
* Setup Context:During the initial setup, you tell Device A to look for Device B at its "Failover Peer IP," and you tell Device B to
look for Device A at its respective "Failover Peer IP."

NEW QUESTION # 68
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