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With the development of the times, the pace of the society is getting faster and faster. If we don't try to improve our value, we're
likely to be elimmated by society. Under the circunmstances, we must find ways to prove our abilities. For exanple, getting the SC-
100 Certification is a good way. If we had i, the chances of getting a good job would be greatly improved. However, obtaining the
SC-100 certification is not an easy task.

Microsoft SC-100 exam s a valuable certification for individuals who want to start their career in cybersecurity architecture. It
provides a solid foundation for professionals to build upon and helps them gain the skills and knowledge required to design and
mmplement effective cybersecurity solutions.

Microsoft SC-100 exam covers a wide range of topics related to cybersecurity, including threat management, identity and access
managenent, security operations, and data and application protection. SC-100 Exam s designed to evaluate the candidate's ability
to design and implement secure solutions using Microsoft technologies such as Azure, Microsoft 365, and Windows 10.
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Our experts offer help by diligently working on the content of SC-100 learning questions more and more accurate. Being an exam
candidate in this area, we believe after passing the exam by the help of our SC-100 practice materials, you will only learn a lot from
this SC-100 Exam but can handle many problens emerging in a long run. You can much more benefited form our SC-100 study
guide. Don't hesitate, it is worthy to purchase!

Microsoft SC-100 (Microsoft Cybersecurity Architect) Certification Exam is an important certification for cybersecurity
professionals who wish to demonstrate their expertise in securing Microsoft technologies and protecting against today's sophisticated
cyber threats. SC-100 exam covers a range of topics, including security concepts, threat management, identity, access management,
platform protection, data and application protection, and governance, risk management, and compliance. Candidates who pass the
exam will demonstrate the skills and knowledge required to design and implement secure solutions using Microsoft technologies.

Microsoft Cybersecurity Architect Sample Questions (Q147-Q152):

NEW QUESTION # 147

You have an Azure subscription. The subscription contains an Azure application gateway that use Azire Web Application Firewall
(WAF).

You deploy new Azare App Services web apps. Each app is registered automatically in the DN'S domain of your company and
accessible from the Internet.

Youneed to recommend a security solution that meets the following requirements:

* Detects vulnerability scans of the apps

* Detects whether newly deployed apps are vulnerable to attack

What should you recommend using? To answer, select the appropriate options in the answer area. NOTE:

Each correct selection is worth one point.
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To detect vuinerability scans of theapps

&)
Azure WAF

Microsoft Defender External Attack Surface Management (Defender EASM)
Microsoft Defender for App Service

Microsoft Defender for Cloud Apps

To detect whether newly deployed apps are vulnerable to attack: | Microsoft Defender for App Service >]
Azure WAF
Microsoft Defender External Artack Surface Management (Defender EASM)
Microsoft Defender for App Service
Microsoft Defender for Cloud Apps

To detect vulnerability scans of the apps:

Microsoft Defénder External Attack Surface Management (Defender EASM)
Microsoft Defender for App Service
_IMicrosoft Defender for Cloud Apps

To detect whether newly deployed apps are vulnerable to'attack: | Microsoft Defender for App Service
Azure WAF
Microsoft Defender External Attack Surface Management (Defender EASM)
[} Microscft Defender for App Service
Microsoft Defender for Cloud Apps

Explanation:
er Area
To detect vulnerability scans of the apps: | Microsoft Defender for App Service =g
To detestiwhether newly dgg!cyed apps are vulnerable to attack: *Microsoft Defender for App Service »
Microsoft
NEW QUESTION # 148

You have Microsoft Defender for Cloud assigned to Azure management groups.

You have a Microsoft Sentinel deployment.

During the triage of alerts, you require additional information about the security events, including suggestions for remediation. Which
two components can you use to achieve the goal? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

¢ A. Microsoft Sentinel threat intelligence workbooks


https://www.practicevce.com/Microsoft/SC-100-practice-exam-dumps.html
https://www.examdiscuss.com/Microsoft/exam/SC-100/questions/

¢ B. workload protections in Defender for Cloud
e (. threat intelligence reports in Defender for Cloud
¢ D. Microsoft Sentinel notebooks

Answer: A,C

Explanation:

httpsz/docs.microsoft.com/en-us/azure/sentinel/understand- threat-intelligence https:/docs.microsoft.conven-us/azure/defender-for-
cloud/defender-for-cloud- ntroduction https/docs.microsoft.conven-us/azre/defender-for-cloud/threat- intelligence-reports
httpsz//docs.microsoft.com/en-us/azure/sentinel/notebooks

NEW QUESTION # 149
You are creating the security recommendations for an Azure App Service web app named Appl.
Appl has the following specifications:
* Users will request access to App! through the My Apps portal. A human resources manager will approve the requests.
* Users will authenticate by using Azure Active Directory (Azure AD) user accounts.
Youneed to recommend an access security architecture for Appl.
‘What should you include in the recommendation? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
 Answer Area )
To enable Azure AD authentication for App1, use ‘

Azure AD applcation

Azure AD Apphcapth Bioty
Azure ApfliCaton Gateway
Aqflipiged identity in Azure AD
Migsesoft Defender for App

To implement accessyrdguesi® for App, use

Answer:

Explanation:
Answer Arca ™
To enable Azure AD wt&rﬁmm !LM

Azuretil Apghication Broy
Aguic Aprhcaton Gateway

Rundnaged dentity in Azure AD
Mifrosoft Detender for App

Al cads package mldentuty Gowemcance . J
An access policy in Microsoft Defender for Cloud Apps

An access review m identity GOvernance

Azure AD Condiional Access App Control

An OAuth app poticy in Microsoft Defender for Cloud Apps

To implement access requests faf App1, used

NEW QUESTION # 150

Your company has a Microsoft 365 subscription and uses Microsoft Defender for Identity. You are informed about incidents that
relate to compromised identities.

Youneed to recommend a solution to expose several accounts for attackers to exploit. When the attackers attempt to exploit the
accounts, an alert must be triggered. Which Defender for Identity feature should you include in the recommendation?

A. customuser tags

B. honeytoken entity tags
C. standalone sensors

D. sensitivity labels

Answer: A



NEW QUESTION # 151

You need to recommend an identity security solution for the Azure AD tenant of Litware. The solution must meet the identity
requirements and the regulatory compliance requirements.

‘What should you recommend? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

I3

~maMicrasoft

groups, use: |AD DS organizational units 4__' \

Azure AD administrative unx.s 2

Custom Azure AD rales, .
%

.

To ensure that you can perform leaked

s
credential detection: |Enable passwerd hash synchronization in the Azure AD Connect deployment ’4’@7

Endbile Seeurity defaults in the Azure AD tenant of Litware . A
REplace pass-through authentication with Active Directory Federation Sewimt ’a

Answer:

Explanation:
Answer Area

For the delegated management of users and
groups, use: |AD DS organizational units
e AD administrative Units”|

[Custom Azure AD roles

Toensure that you can perform leaked e e T R e D
credential detection: |Enablé password hash synchronization in the AZufe AD Connect Seployment™ &

=2k ]
- Sy
7 Engble Security defaults in the Azure AD tenant of Litware .

S R L Aplat epassethroughiauthentication with Active Directory Federation Services .

Explanation:

For the delegated management of users and ' Azure AD administrative units
groups, use

To ensure that you can perform leaked ° Enable password hash synchronization in the Azure AD Connect deployment
credential detection:

NEW QUESTION # 152
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