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31. Frage 
Refer to the exhibit.

If the Z-score for this rule is greater than or equal to three, what does this mean?
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A. The rate of firewall connection is optimum.
B. The rate firewall connection is above the historical average value.
C. The rate of firewall connection is above the current average value.
D. The rate of firewall connection is below historical average value.

Antwort: B

Begründung:
The Z-score formula in the expression builder calculates how many standard deviations the current value is from the historical
average. The formula used is:

AVG(Firewall Session) represents the current firewall session rate.
STAT_AVG(AVG(Firewall Session);112) represents the historical average over a 112-time unit window.
STAT_STDDEV(AVG(Firewall Session);112) represents the historical standard deviation over the same period.
A Z-score ≥ 3 indicates that the current firewall session rate is significantly higher than the historical average (3 standard deviations
above the mean), signaling an anomaly.

32. Frage 
Which three statements about phRuleMaster are true? (Choose three.)

A. phRuleMaster is present on the supervisor and workers.
B. phRuleMaster wakes up to evaluate all the rule data in series, every 30 seconds.
C. phRuleMaster queues up the data being received from the phRuleWorkers into buckets.
D. phRuleMaster wakes up to evaluate all the rule data in parallel, every 30 seconds.
E. phRuleMaster is present on the supervisor only.

Antwort: A,C,D

Begründung:
phRuleMaster runs on both the supervisor and worker nodes, allowing distributed event processing. It receives filtered data from
phRuleWorkers and organizes it into buckets before evaluation. Every 30 seconds, it processes the rule data in parallel, ensuring
efficient rule execution. The incorrect options suggest that phRuleMaster runs only on the supervisor or evaluates rules sequentially,
both of which are inaccurate.

33. Frage 
Which three statements about collector communication with the FortiSIEM cluster are true? (Choose three.)

A. The supervisor does not initiate any connections to the collector node.
B. Collectors communicate periodically with the supervisor node.
C. Collectors upload event data to any node in the worker upload list, but report their health directly to the supervisor node.
D. The supervisor periodically checks the health of the collector.
E. The only communication between the collector and the supervisor is during the registration process.

Antwort: A,B,C

34. Frage 
What three key metrics does a UEBA agent capture? (Choose three.)

A. Process
B. User
C. Device
D. Keystroke logging
E. Location

Antwort: A,B,C



35. Frage 
What is Tactic in the MITRE ATT&CK framework?

A. Tactic is a specific implementation of the technique
B. Tactic is how an attacker plans to execute the attack
C. Tactic is what an attacker hopes to achieve
D. Tactic is the tool that the attacker uses to compromise a system

Antwort: C

36. Frage
......
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