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A company has HPE Aruba Networking gateways that implement gateway IDS/IPS. Admins sometimes check the Security
Dashboard, but they want a faster way to discover if a gateway starts detecting threats in traffic.

‘What should they do?

¢ A. Set up Webhooks that are attached to the HPE Aruba Networking Central Threat Dashboard.

¢ B. Set up email notifications using HPE Aruba Networking Central's global alert settings.

¢ C. Integrate HPE Aruba Networking ClearPass Device Insight (CPDI) with Central and schedule hourly reports.

¢ D. Use Syslog to integrate the gateways with HPE Aruba Networking ClearPass Policy Manager (CPPM) event processing.

IEf#: B
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1. The Need for Faster Threat Notifications

Admins need immediate alerts when threats are detected by the gateway's IDS/IPS functionality. Regularly checking the Security
Dashboard is inefficient, so an automated notification systemis essential for faster response times.

2. Explanation of Each Option

A: Set up Webhooks that are attached to the HPE Aruba Networking Central Threat Dashboard:

* Incorrect:

* Webhooks are useful for integrating alerts with third-party tools or custom workflows. However, setting up email notifications
through global alert settings is faster and simpler for this purpose.

B: Use Syslog to integrate the gateways with HPE Aruba Networking ClearPass Policy Manager (CPPM) event processing:

* Incorrect:

* Syslog integration with CPPM is typically used for logging and correlating events, not for real- time notifications about threats.
* CPPM is better suited for policy enforcement, not instant threat alerts.

C: Set up email notifications using HPE Aruba Networking Central's global alert settings:

* Correct:

* HPE Aruba Networking Central has global alert settings that allow admins to configure email notifications for specific events, such
as threat detection.

* This is the simplest and most effective way to ensure admins receive immediate notifications when threats are detected by the
gateways.

D: Integrate HPE Aruba Networking ClearPass Device Insight (CPDI) with Central and schedule hourly reports:

* Incorrect:

* While CPDI integration provides enhanced device profiling, it is not directly tied to gateway IDS

/IPS threat detection.

* Hourly reports are not real-time notifications and would not meet the requirement for faster threat alerts.

Final Recommendation

Setting up email notifications through HPE Aruba Networking Central's global alert settings provides the most direct and efficient
solution for immediate threat detection alerts.

References

* HPE Aruba Networking Central Alert Management Documentation.

* Aruba IDS/IPS and Security Dashboard Configuration Guide.

* Email Notification Setup for Aruba Central Threat Alerts.
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Youare using OpenSSL to obtain a certificate signed by a Certification Authority (CA). You have entered this command:
openssl req -new -out file1.pem -newkey rsa:3072 -keyout file2.pem

Enter PEM pass phrase; *######xx*

Verifying - Enter PEM pass phrage: ¥k

Country Name (2 letter code) [AU]:US

State or Province Name (full name) [Some-State]:California

Locality Name (eg, city) []:Sunnyvale

Organization Name (eg, company) [Internet Widgits Pty Ltd]:example.com
Organizational Unit Name (eg, section) []:Infrastructure

Common Nane (e.g. server FQDN or YOUR name) []radius.example.com
What is one guideline for continuing to obtain a certificate?

¢ A Youshould concatenate filel.pemand file2.pem into a single file, and submit that to the desired CA to sign.
e B. You should submit filel.pem, but not file2.pem, to the desired CA to sign.
e C. You should submit file2.pem, but not file1.pem, to the desired CA to sign.



¢ D. You should use a third-party tool to encrypt file2.pem before sending it and filel.pemto the CA.
Ef&E: B

R -

‘When using OpenSSL to obtain a certificate signed by a Certification Authority (CA), you should submit the Certificate Signing
Request (CSR) file, which is filel.pem, to the CA. The CSR contains the information about the entity requesting the certificate and
the public key, but not the private key, which is in file2.pem

The CA uses the information in the CSR to create and sign the certificate.

1.CSR Submission: The CSR (file1.pem) includes the public key and the entity information required by the CA to issue a cettificate.
2.Private Key Security: The private key (file2.pem) should never be sent to the CA or shared; it remains securely stored on the
requestor’s server.

3.Certificate Issuance: After the CA signs the CSR, the resulting certificate can be used with the private key to establish secure
communications.
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What is a typical use case for using HPE Aruba Networking ClearPass Onboard to provision devices?

A. Enabling managed Windows domain computers to succeed at certificate-based 802.1X
B. Enforcing posture-based assessment on managed Windows domain computers

C. Enabling unmanaged devices to succeed at certificate-based 802.1X

D. Enhancing security for loT devices that need to authenticate with MAC-Auth

Ef#: C
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A typical use case for using HPE Aruba Networking ClearPass Onboard is to provision unmanaged devices to succeed at
certificate-based 802.1X authentication. ClearPass Onboard allows users to securely configure their personal devices with the
necessary cettificates and network settings to authenticate on the network using 802.1X, which enhances security and simplifies the
onboarding process for unmanaged devices.

1.Certificate-Based Authentication: ClearPass Onboard simplifies the process of issuing and installing certificates on unmanaged
devices, ensuring they can authenticate securely using 802.1X.

2.User-Friendly Onboarding: The Onboard process is user-friendly, guiding users through the steps needed to configure their
devices for network access.

3.Enhanced Security: By using certificates for authentication, the solution provides a higher level of security compared to traditional
username/password methods.

Reference: ClearPass Onboard documentation highlights the use of the platform for provisioning certificates on unmanaged devices
to facilitate secure network access via 802.1X.
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A company issues user certificates to domain computers using its Windows CA and the default user certificate template. You have
set up HPE Aruba Networking ClearPass Policy Manager (CPPM) to authenticate 802.1X clients with those certificates. However,
during tests, you receive an error that authorization has failed because the usernames do not exist in the authentication source.

What is one way to fix this issue and enable clients to successfully authenticate with certificates?

A. Remove EAP-TLS from the authentication method list and add TEAP there instead.

B. Configure rules to strip the domain name from the username.

C. Add the ClearPass Onboard local repository to the authentication source list.

D. Change the authentication method list to include both PEAP MSCHAPV2 and EAP-TLS.

Ef#: B
e e«

To fix the issue where authorization fails because the usernames do not exist in the authentication source, you can configure rules in
HPE Aruba Networking ClearPass Policy Manager (CPPM) to strip the domain name from the username. When certificates are
issued by a Windows CA, the username in the certificate often includes the domain (e.g., user@domain.com). ClearPass might not
be able to find this format in the authentication source. By stripping the domain name, you ensure that ClearPass searches for just the
username (e.g, user) in the authentication source, allowing successful authentication.
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HPE Aruba Networking ClearPass Policy Manager (CPPM) uses a service to authenticate clients. You are now adding the
Endpoints Repository as an authorization source for the service, and you want to add rules to the service's policies that apply
different access levels based, in part, on a client's device category. You need to ensure that CPPM can apply the new correct
access level after discovering new clients' categories.

‘What should you enable on the service?

¢ A The Profile Endpoints option in the Service tab

¢ B. The Posture Compliance option in the Service tab

¢ (. The Audit End-host option in the Service tab

¢ D. The Use cached Roles and Posture attributes from previous sessions option in the Enforcement tab

Ef#: A
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To ensure that HPE Aruba Networking ClearPass Policy Manager (CPPM) can apply the correct access levels based on a client's
device category after discovering new clients, you need to enable the "Profile Endpoints" option in the Service tab. This option
allows CPPM to profile and categorize endpoints dynamically, ensuring that the appropriate access levels are applied based on the
device's characteristics. Enabling this feature ensures that new devices are accurately profiled and that access policies can be
enforced based on the updated device information.

Reference: Aruba ClearPass documentation and profiling guides detail the configuration and use of endpoint profiling to enhance
access control and policy enforcement based on device categories.
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