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CompTIA Cybersecurity Analyst (CySA+) Certification Exam Sample
Questions (Q319-Q324):
NEW QUESTION # 319 
A cybersecurity analyst has access to several threat feeds and wants to organize them while simultaneously comparing intelligence
against network traffic.
Which of the following would BEST accomplish this goal?

A. Continuous integration and deployment
B. Static and dynamic analysis
C. Automation and orchestration
D. Information sharing and analysis

Answer: C
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NEW QUESTION # 320 
A security engineer has been asked to reduce the attack surface on an organization's production environment. To limit access, direct
VPN access to all systems must be terminated, and users must utilize multifactor authentication to access a constrained VPN
connection and then pivot to other production systems form a bastion host. The MOST appropriate way to implement the stated
requirement is through the use of a:

A. jump box
B. single-tenant platform.
C. multitenant platform.
D. sinkhole.

Answer: A

NEW QUESTION # 321 
A security analyst is investigating malicious traffic from an internal system that attempted to download proxy avoidance software as
identified from the firewall logs but the destination IP is blocked and not captured. Which of the following should the analyst do?

A. Review the network logs.
B. Take a snapshot
C. Determine if DNS logging is enabled.
D. Shut down the computer
E. Capture live data using Wireshark

Answer: C

Explanation:
The DNS debug log provides extremely detailed data about all DNS information that is sent and received by the DNS server, similar
to the data that can be gathered using packet capture tools such as network monitor. https://docs.microsoft.com/en-us/previous-
versions/windows/it-pro/windows-server-2012-r2-and-
2012/dn800669(v=ws.11)#:~:text=The%20DNS%20debug%20log%20provides,tools%20such%20as%20network%20monitor.

NEW QUESTION # 322 
A security analyst is investigating a reported phishing attempt that was received by many users throughout the company The text of
one of the emails is shown below:
Office 365 User.
It looks like you account has been locked out Please click this <a href=Tittp7/accountfix-office356 com/login php">link</a> and
follow the pfompts to restore access Regards.
Security Team
Due to the size of the company and the high storage requirements, the company does not log DNS requests or perform packet
captures of network traffic, but rt does log network flow data Which of the following commands will the analyst most likely execute
NEXT?

A. nslookup accountfix-office365.com
B. tracert 122.167.40.119
C. curl
http:// accountfix-office365.com/login. php
D. telnet office365.com 25

Answer: A

NEW QUESTION # 323 
During a routine log review, a security analyst has found the following commands that cannot be identified from the Bash history log
on the root user.
Which of the following commands should the analyst investigate FIRST?

A. Line 1
B. Line 4



C. Line 3
D. Line 6
E. Line 5
F. Line 2

Answer: F
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