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Secure Access: This part of the exam measures skills of a Secure Access Engineer and focuses on defining
and differentiating Secure Access Service Edge (SASE) and Secure Service Edge (SSE). It covers
challenges related to confidentiality, integrity, and availability of data and applications across data, private
apps, SaaS, and Al tools. It examines security technologies including secure web gateways, enterprise
browsers, remote browser isolation, data loss prevention (DLP), and cloud access security brokers
(CASB). The section also describes Software-Defined Wide Area Network (SD-WAN) and Prisma
SASE solutions such as Prisma Access, SD-WAN, Al Access, and enterprise DLP.

fEYy 72

Network Security: This domain targets a Network Security Specialist and includes knowledge of Zero
Trust Network Access (ZTNA) characteristics, fnctions of stateless and next-generation firewalls
(NGFWs), and the purpose of microsegmentation. It also covers common network security technologies
such as mtrusion prevention systenms (IPS), URL filtering, DNS security, VPNs, and SSL

TLS decryption. Candidates must understand the limitations of signature-based protection, deployment
options for NGFWs, cybersecurity concerns in operational technology (OT) and 10T, cloud-delivered
security services, and Al-powered security functions like Precision Al

FEY 73

Cybersecurity:This section of the exam measures skills of a Cybersecurity Practitioner and covers
fundamental concepts of cybersecurity, including the components of the authentication, authorization, and
accounting (AAA) framework, attacker techniques as defined by the MITRE ATT&CK framework, and
key principles of Zero Trust such as continuous monitoring and least privilege access. It also addresses
understanding advanced persistent threats (APT) and common security technologies like identity and
access management (IAM), multi-factor authentication (MFA), mobile device and application
management, and email security.
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H #52
Which type of system s a user entity behavior analysis (UEBA) tool?

A. Archiving

B. Active monitoring
C. sandboxing
D. Correlating

IEf#: B

A -

A User Entity Behavior Analysis (UEBA) tool performs active monitoring by continuously analyzing the behavior of users and entities
to detect anomalies that may indicate insider threats, compromised accounts, or malicious activity. It uses machine learning and
analytics to identify unusual patterns in real time.

HP#53
‘Which option is a Prisma Access security service?

e A, Virtual Private Networks (VPNs)

¢ B. Software-defined wide-area networks (SD-WANs)
e C. Compute Security

e D. Firewall as a Service (FWaaS)

Ef#: D

fi e«

Prisma Access provides firewall as a service (FWaaS) that protects branch offices from threats while also providing the security
services expected from a next-generation firewall. The full spectrum of FWaaS includes threat prevention, URL filtering, sandboxing,
and more.

HMA #54
A user is given access to a service that gives them access to cloud-hosted physical and virtual servers, storage, and networking,

Which NIST cloud service model is this?

A. SaaS
B. PaaS
C. laaS

D. CaaS

Ef#: C

fERL:
According to the NIST definition of cloud computing, Infrastructure as a Service (IaaS) is a cloud service model that provides "the
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capability to provision processing, storage, networks, and other fndamental computing resources where the consurer is able to
deploy and run arbitrary software, which can include operating systens and applications" 1. The consumer does not manage or
control the underlying cloud infrastructure but has control over operating systems, storage, and deployed applications; and possibly
limited control of select networking components (e.g., host firewalls) 1. In other words, [aaS gives the user access to cloud-hosted
physical and virtual servers, storage, and networking, as stated in the question. References: 1: SP

800-145, The NIST Definition of Cloud Computing | CSRC 2

HP #55
Routing Information Protocol (RIP), uses what metric to determine how network traffic should flow?

A. Split Horizon
B. Path Vector
C. Hop Count
D. Shortest Path

Ef: C

A -

Routing Information Protocol (RIP) is an example of a distance-vector routing protocol that uses hop count as its routing metric. To
prevent routing loops, in which packets effectively get stuck bouncing between various router nodes, RIP implements a hop limit of
15, which limits the size of networks that RIP can support. After a data packet crosses 15 router nodes (hops) between a source
and a destination, the destination is considered unreachable.

HM #56
During the OSI layer 3 step of the encapsulation process, what is the Protocol Data Unit (PDU) called when the IP stack adds
source (sender) and destination (receiver) IP addresses?

A. Segment
B. Packet
C. Frame
D. Data

IEf#: B
B

The IP stack adds source (sender) and destination (receiver) IP addresses to the TCP segment (which now is called an IP packet)
and notifies the server operating system that it has an outgoing message ready to be sent across the network.

B #57
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