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Fortinet FCSS_SDW_AR-7.4 Exam Syllabus Topics:

Topic Details

Topic 1

Advanced IPsec: Intended for security engineers, this section covers the deployment of advanced IPsec
topologies for SD-WAN, including hub-and-spoke models, ADVPN configurations, and complex multi-
hub or multi-region deployments. Candidates need to demonstrate expertise in securing wide-area
networks using IPsec technologies.

Topic 2
Centralized Management: This domain evaluates network administrators’ competence in deploying and
managing SD-WAN configurations centrally using FortiManager. It includes tasks such as implementing
branch configurations and utilizing overlay templates to streamline network management.

Topic 3
SD-WAN Troubleshooting: This part assesses the troubleshooting skills of network support specialists.
Candidates should be able to diagnose and resolve issues related to SD-WAN rules, session behaviors,
routing inconsistencies, and ADVPN connectivity problems to maintain seamless network operations.
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Topic 4
Rules and Routing: Targeted at network engineers, this section assesses the ability to configure SD-WAN
rules and routing policies. Candidates will be tested on managing traffic flow and prioritization across the
SD-WAN infrastructure.

Fortinet FCSS - SD-WAN 7.4 Architect Sample Questions (Q59-Q64):
NEW QUESTION # 59 
Refer to the exhibit that shows a diagnose output on FortiGate.

Based on the output shown in the exhibit, what can you say about the device role and how it handles health checks?

A. The device is a spoke. It provides embedded health-check measures for each tunnel to the hub.
B. The device is a hub. It receives embedded health-check measures for each tunnel from the spoke.
C. The device is a hub. It receives health-check measures for the tunnels of a spoke.
D. The device is a spoke. It receives health-check measures for the tunnels of another spoke.

Answer: D

Explanation:



NEW QUESTION # 60 
An administrator is configuring SD-WAN to load balance their network traffic. Which two things should they consider when setting
up SD-WAN? (Choose two.)

A. SD-WAN load balancing is possible only using the best quality and lowest cost (SLA) strategies.
B. Only the manual and best-quality strategies allow SD-WAN load balancing.
C. When applicable. FortiGate load balances the traffic through all members that meet the SLA target.
D. You can select the outbandwidth hash mode with all strategies that allow load balancing.

Answer: C,D

NEW QUESTION # 61 
Refer to the exhibits.



You use FortiManager to configure SD-WAN on three branch devices.
When you install the device settings. FortiManager prompts you with the error "Copy Failed" for the device branch1_fat When you
click the log button. FortiManager displays the message shown in the exhibit.



A. Check the metadata variable definitions, and review the per-device mapping configuration.
B. Remove the installation target for the SD-WAN member port4. You cannot combine metadata variable and installation
targets.
C. Gateways for all members in a zone must be defined the same way. Specify the gateway of the SD-WAN member port!
without metadata variables.
D. Check the connection between branch1_fgt and FortiManager
E. Based on the exhibits, which statement best describes the issue and how you can resolve it?

Answer: E

NEW QUESTION # 62 
As an MSSP administrator, you are asked to configure ADVPN on an existing SD-WAN topology.
FortiManager manages the customer devices in a dedicated ADOM. The previous administrator used the SD-WAN overlay
topology.
Which two statements apply to this scenario? (Choose two.)

A. When auto-discovery VPN is enabled, FortiManager updates the IPsec and BGP templates in the hub.
B. After you enable auto-discovery VPN in the overlay template, you must select between ADVPN
2.0 and ADVPN 1.0.
C. You can activate auto-discovery VPN in the SD-WAN overlay template for any type of topology, including a primary-
primary dual-hub topology.
D. You can activate auto-discovery VPN in the SD-WAN overlay template only if it is a single hub topology.

Answer: A,C

Explanation:
When you enable ADVPN (auto-discovery VPN) in the overlay template, FortiManager automatically updates both the IPsec and
BGP templates on the hub so that shortcut tunnels can be established dynamically.
ADVPN can be activated in the SD-WAN overlay template for any supported topology, including dual-hub primary-primary, not
just single hub.

NEW QUESTION # 63 
Refer to the exhibits. The exhibits show two IPsec templates to define Branch IPsec 1 and Branch_IPsec_2. Each template defines
a VPN tunnel. The error message that FortiManager displayed when the administrator tried to assign the second template to the
FortiGate device is also shown. Which statement best describes the cause of the issue?



A. You should review the branch1_fgt configuration for configured tunnels in the rootVDOM.
B. You can assign only one IPsec template to each FortiGate device.
C. You can assign only one template with a tunnel type of static to each FortiGate device.
D. You should use the same outgoing interface of both templates.

Answer: B

Explanation:
FortiManager allows only one IPsec template to be assigned per FortiGate device. The error indicates a conflicting template
assignment, meaning assigning both Branch_IPsec_1 and Branch_IPsec_2 to the same device (branch1_fgt) is not permitted.

NEW QUESTION # 64
......
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