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Topic Details

Topic 1
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WLAN Regulations and Standards: The topic discusses the roles of WLAN and networking industry
organizations. It also addresses the concepts of various Physical Layer (PHY) solutions, spread spectrum
technologies, and 802.11 WLAN functional concepts.
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CWNP Wireless Network Administrator (CWNA) Sample Questions (Q120-
Q125):
NEW QUESTION # 120 
When an ACK frame is not received by the transmitting STA, what is assumed?

A. The receiver is offline
B. The receiver processed the frame, but did not respond with an ACK frame because 802.11w is enabled
C. The frame was correctly delivered
D. The frame was not delivered and must be retransmitted

Answer: D

Explanation:
An ACK (Acknowledgement) frame is a short control frame that is sent by the receiver of a data or management frame to confirm
that the frame was received correctly. The ACK frame is sent after a SIFS (Short Interframe Space) interval, which is the shortest
time gap between frames in 802.11. If the transmitter does not receive an ACK frame within a specified time, it assumes that the
frame was not delivered and must be retransmitted. This is part of the 802.11 reliability mechanism that ensures reliable data delivery
over an unreliable wireless medium . References: [CWNA-109 Study Guide], Chapter 5: IEEE 802.11 Medium Access, page 209;
[CWNA-109Study Guide], Chapter 5: IEEE 802.11 Medium Access, page 203.

NEW QUESTION # 121 
You are reporting on the RF environment in your facility. The manager asks you to describe the noise floor noted in the report.
Which of the following is the best explanation?

A. The noise caused by elevators, microwave ovens, and video transmitters.
B. The energy radiated by flooring materials that causes interference in the 2.4 GHz and 5 GHz bands.
C. The extra energy radiated by access points and client devices beyond that intended for the signal.
D. The RF energy that exists in the environment from intentional and unintentional RF radiators that forms the baseline above
which the intentional signal of your WLAN must exist.

Answer: D

Explanation:
The RF energy that exists in the environment from intentional and unintentional RF radiators that forms the baseline above which the
intentional signal of your WLAN must exist is the best explanation of the noise floor noted in the report. The noise floor is a term that
describes the level of background noise or interference in a wireless channel or band. The noise floor is measured in dBm (decibel-
milliwatts) and it represents the minimum signal strength that can be detected or received by a wireless device. The noise floor is
influenced by various factors, such as the sensitivity of the receiver, the antenna gain, the cable loss, and the ambient RF
environment. The ambient RF environment consists of intentional and unintentional RF radiators that emit RF energy in the wireless
spectrum. Intentional RF radiators are devices that are designed to transmit RF signals for communication purposes, such as Wi-Fi
access points, Bluetooth devices, microwave ovens, or cordless phones. Unintentional RF radiators are devices that are not
designed to transmit RF signals but generate electromagnetic radiation as a by-product of their operation, such as USB 3 devices,
PC power supplies, or fluorescent lights. The noise floor affects WLAN performance and quality because it determines the minimum
signal-to-noise ratio (SNR) that is required for a successful wireless transmission. SNR is the difference between the signal strength
of the desired signal and the noise floor of the channel. SNR is also measured in dB and it indicates how much the signal stands out
from the noise. A higher SNR means a better signal quality and a lower bit error rate. A lower SNR means a worse signal quality
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and a higher bit error rate.
Therefore, to achieve a reliable WLAN connection, the intentional signal of your WLAN must exist above the noise floor by a
certain margin that depends on the data rate and modulation scheme used. The other options are not accurate or complete
explanations of the noise floor noted in the report. The noise caused by elevators, microwave ovens, and video transmitters is not the
noise floor but rather examples of interference sources that contribute to the noise floor. The extra energy radiated by access points
and client devices beyond that intended for the signal is not the noise floor but rather an example of spurious emissions that cause
interference to other devices or channels. The energy radiated by flooring materials that causes interference in the 2.4 GHz and 5
GHz bands is not the noise floor but rather an example of attenuation or reflection that reduces or changes the direction of the signal.
References: CWNA-109 Study Guide, Chapter 5: Radio Frequency Signal and Antenna Concepts, page 139

NEW QUESTION # 122 
An RF signal sometimes bends as it passes through some material other than free space. What is the term that describes this
behavior?

A. Refraction
B. Scattering
C. Warping
D. Reflection

Answer: A

Explanation:
Refraction is the bending of an RF signal as it passes through a medium with a different density than free space. This can cause the
signal to change its direction and speed, which can affect the accuracy and reliability of wireless communication. Refraction is
influenced by factors such as temperature, humidity, and atmospheric pressure12. References: CWNA-109 Study Guide, Chapter
2: Radio Frequency Fundamentals, page 72; CWNA-109 Study Guide, Chapter 2: Radio Frequency Fundamentals, page 67.

NEW QUESTION # 123 
You are deploying a WLAN monitoring solution that utilizes distributed sensor devices. Where should sensors be deployed for best
results? Choose the single best answer.

A. In switching closets
B. Above the plenum on each floor
C. In critical areas where WLAN performance must be high
D. Every 5 meters and alongside each AP

Answer: C

Explanation:
Sensors should be deployed in critical areas where WLAN performance must be high for best results when using a WLAN
monitoring solution that utilizes distributed sensor devices. A WLAN monitoring solution is a system that collects, analyzes, and
reports on the status and performance of a WLAN. A WLAN monitoring solution can use different methods to gather data from the
WLAN, such as embedded software agents, external hardware probes, or distributed sensor devices. Distributed sensor devices
are dedicated devices that are deployed throughout the WLAN coverage area to monitor the wireless traffic and environment.
Distributed sensor devices can perform various functions, such as scanning the spectrum, capturing wireless frames, measuring signal
quality, detecting rogue access points, testing connectivity, and generating alerts.
Distributed sensor devices can provide more accurate and comprehensive data than other methods, but they also require more
planning and deployment costs. Therefore, it is important to deploy sensors strategically in critical areas where WLAN performance
must be high, such as high-density zones, high-priority applications, or high-security locations. By deploying sensors in critical areas,
the WLAN monitoring solution can ensure optimal WLAN performance and reliability in those areas and identify and resolve any
issues or problems that may arise. The other options are not the best places to deploy sensors for best results. Deploying sensors in
switching closets is not effective because sensors need to be close to the wireless medium to monitor it properly. Deploying sensors
every 5 meters and alongside each AP is not efficient because sensors may overlap or interfere with each other and cause
unnecessary redundancy or complexity. Deploying sensors above the plenum on each floor is not practical because sensors may not
capture the wireless traffic and environment accurately due to attenuation or reflection from the ceiling materials or objects.
References: CWNA-109 Study Guide, Chapter 14: Troubleshooting Wireless LANs, page 4831



NEW QUESTION # 124 
An 802.11 WLAN transmitter that emits a 50 mW signal is connected to a cable with 3 dB of loss. The cable is connected to an
antenna with 16 dBi of gain. What is the power level at the Intentional Radiator?

A. 500 mW
B. 1000 mW
C. 250 mW
D. 25 mW

Answer: C

Explanation:
The power level at the Intentional Radiator (IR) is 250 mW. The IR is the point where the RF signal leaves the transmitter and enters
the antenna system. To calculate the power level at the IR, we need to consider the output power level of the transmitter, the loss of
the cable, and the gain of the antenna. The formula is:
Power level at IR (dBm) = Output power level (dBm) - Cable loss (dB) + Antenna gain (dBi) We can convert the output power
level of 50 mW to dBm by using the formula:
Power level (dBm) = 10 * log10(Power level (mW))
Therefore, 50 mW = 10 * log10(50) = 16.99 dBm
We can plug in the values into the formula:
Power level at IR (dBm) = 16.99 - 3 + 16 = 29.99 dBm
We can convert the power level at IR from dBm to mW by using the inverse formula:
Power level (mW) = 10
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