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Questions (Q120-Q125):

NEW QUESTION # 120

An engineer notices that unauthorized software was installed on the network and discovers that it was installed by a dormant user
account. The engineer suspects an escalation of privilege attack and responds to the incident. Drag and drop the activities from the
left nto the order for the response on the right.

Answer:

Explanation:

NEW QUESTION # 121
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Refer to the exhibit.
Where is the MIME type that should be followed indicated?

A. x-test-debug

B. strict-transport-security
C. x-xss-protection

D. x-content-type-options

Answer: D

Explanation:

The MIME type that should be followed is indicated by the x-content-type-options header in HTTP responses.

This header is used to instruct the browser not to attempt MIME type sniffing, but to stick with the MIME type declared by the
server. This can help prevent security risks associated with incorrect MIME type interpretation, such as executing non-executable
MIME types as if they were scripts12.

References:

* The Performing CyberOps Using Cisco Security Technologies (CBRCOR) course guides learners through cybersecurity
operations fundamentals, including how to interpret security event logs and understand access control policies].

* The Cisco Certified CyberOps Associate certification provides knowledge on monitoring, detecting, and responding to
cybersecurity threats, which includes understanding the significance of access control rules in network traffic management2.

NEW QUESTION # 122
An engineer detects an infrusion event inside an organization's network and becomes aware that files that contain personal data have
been accessed. Which action must be taken to contain this attack?

A. Disconnect the affected server from the network.

B. Analyze the source.

C. Access the affected server to confirm compromised files are encrypted.
D. Determine the attack surface.

Answer: A

Explanation:

When an intrusion event is detected and personal data has been accessed, the immediate action to contain the attack is to disconnect
the affected server from the network. This prevents the attacker from accessing more resources or causing flrther damage and
allows the organization to begin the process of investigating and eradicating the threat

NEW QUESTION # 123
Refer to the exhibit.

Where are the browser page rendering permissions displayed?

A. x-test-debug

B. x-xss-protection

C. x-frame-options

D. x-content-type-options

Answer: D

NEW QUESTION # 124
A cloud engineer needs a solution to deploy applications on a cloud without being able to manage and control the server OS. Which
type of cloud environment should be used?

A. DaaS
B. IaaS

C. SaaS
D. PaaS

Answer: B



NEW QUESTION # 125
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