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B #37

A. Destination IP 51.38.124.206 is identified as malicious

B. Path http-req-51.38.124.206-80-14-1 is benign

C. MD5 D634c0ba04a4e9140761cbd7b057t>8¢5 is identified as malicious
D. The stream must be analyzed further via the pcap file

EfE: A

A :

Comprehensive and Detailed Explanation:

From the exhibit, Cisco Secure Malware Analytics (formerly Threat Grid) has captured outbound HTTP POST commumication to
the IP address 51.38.124.206 on port 80. This destination is highlighted in the analysis under "Outbound HTTP POST
Commumications," indicating exfiltration behavior or command-and- control (C2) signaling,

Key indicators:

* The report shows that binary data was POSTed to this IP.

* The source system generated 22 packets and sent 6,192 bytes.

* The system has flagged the behavior with a severity of 25 and confidence of 25-suggesting that this is an IoC worth acting on.
Therefore, the artifacts suggest that the destination IP 51.38.124.206 is involved in malicious activity, and the correct answer is:
A: Destination IP 51.38.124.206 is identified as malicious.

B #38
What are two features of Cisco Secure Endpoint? (Choose two.)

A. Orbital Advanced Search
B. full disk encryption

C. web content filtering

D. file trajectory

E. rogue wireless detection

EfE: AL D

R 2

Cisco Secure Endpoint (formerly AMP for Endpomnts) offers features like:

* File trajectory: to track file behavior and spread across endpoints.

* Orbital Advanced Search: for querying endpoint data to detect threats in real time.

A #39

Refer to the exhibit.

A conpany that uses only the Unix platform implemented an intrusion detection system. After the initial configuration, the number of
alerts is overwhelming, and an engineer needs to analyze and classify the alerts. The highest number of alerts were generated from
the signature shown in the exhibit. Which classification should the engineer assign to this event?

A. False Negative alert
B. True Positive alert
C. True Negative alert
D. False Positive alert

IEf#: D
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HH #40

A network host is infected with malware by an attacker who uses the host to make calls for files and shuttle traffic to bots. This
attack went undetected and resulted in a significant loss. The organization wants to ensure this does not happen in the future and
needs a security solution that will generate alerts when command and control communication from an infected device is detected.
‘Which network security solution should be recommended?

A. Cisco Secure Firewall Threat Defense (Firepower)
B. Cisco Secure Email Gateway (ESA)

C. Cisco Secure Firewall ASA

D. Cisco Secure Web Appliance (WSA)

EfE: A

HRE#41
Which tool is used for reverse engneering malware?

A. Ghidra

B. NMAP

C. Wireshark
D. SNORT

EfE: A
R

Explanation/Reference: https://www.nsa.gov/resources/everyone/ghidra/#:~text=Ghidra%20is%20a%20software%o
20reverse, n%20their%620networks%20and%e20systers.
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