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R #217
An employee of the organization accidentally deleted customers' data stored in the database. What is the impact of this action?

¢ A Information is modified in transit
¢ B. Information is not available to only authorized users
e C. Information is not accessible when required

EfE: C

R -

According to ISO/IEC 27001:2022, availability is one of the three principles of information security, along with confidentiality and
mtegrityl. Availability means that information is accessible and usable by authorized persons whenever it is needed2. If an employee
of the organization accidentally deleted customers' data stored in the database, this would affect the availability of the information, as
it would not be accessible when required by the authorized persons, such as the customers thenselves, the organization's staff] or
other stakeholders. This could result in loss of trust, reputation, or business opportunities for the organization, as well as
dissatisfaction or inconvenience for the custormers.

H R #218
Based on the last paragraph of scenario 6, which principles of an effective communication strategy did Colin NOT follow?

e A Credibility and responsiveness
e B. Transparency and credibility
e C. Appropriateness and clarity

IEf: C

R #219

An organization has adopted a new authentication method to ensure secure access to sensitive areas and facilities of the company. It
requires every enployee to use a two-factor authentication (password and QR code). This control has been documented,
standardized, and commumnicated to all employees, however its use has been "left to individual initiative, and it is likely that failures
can be detected. Which level of maturity does this control refer to?

¢ A Quantitatively managed
e B. Optimized
e C. Defined

Ef: C

TR

According to the ISO/IEC 27001:2022 Lead Implementer objectives and content, the maturity levels of information security
controls are based on the ISO/IEC 15504standard, which defines five levels of process capability: incomplete, performed, managed,
established, and optimized1. Each level has a set of attributes that describe the characteristics of the process at that level. The level
of defined corresponds to the attribute of process performance, which means that the process achieves its expected outcomes2. In
this case, the control of two-factor authentication has been documented, standardized, and communicated, which implies that it has a
clear purpose and expected outcomes. However, the control is not consistently implemented, monitored, or measured, which means
that it does not meet the attributes of the higher levels of managed, established, or optimized. Therefore, the control is at the level of
defined, which is the second level of maturity.

H #220

Scenario 2: Beauty is a cosmetics company that has recently switched to an e-commerce model, leaving the traditional retail. The top
management has decided to build their own custom platform in-house and outsource the payment process to an external provider
operating online payments systems that support online money transfers.

Due to this transformation of the business model, a number of security controls were implemented based on the identified threats and
vulnerabilities associated to critical assets. To protect customers' information. Beauty's employees had to sign a confidentiality



agreement. In addition, the company reviewed all user access rights so that only authorized personnel can have access to sensitive
files and drafted a new segregation of duties chart.

However, the transition was difficult for the IT team, who had to deal with a security incident not long after transitioning to the e
commerce model. After nvestigating the incident, the team concluded that due to the out-of-date anti-malware software, an attacker
gamed access to their files and exposed customers' information, including their names and home addresses.

The IT team decided to stop using the old anti-malware software and install a new one which would automatically remove malicious
code in case of similar incidents. The new software was installed in every workstation within the company. After installing the new
software, the team updated it with the latest malware definitions and enabled the automatic update feature to keep it up to date at all
times. Additionally, they established an authentication process that requires a user identification and password when accessing
sensitive information.

In addition, Beauty conducted a number of information security awareness sessions for the I'T team and other employees that have
access to confidential information in order to raise awareness on the importance of system and network security.

Based on the scenario above, answer the following question:

Which situation described in scenario 2 Indicates service unavailability?

¢ A Lucas was asked to change his password weekly
e B. Attackers still had access to the data when Solena delivered a press release
e C. Lucas was no! able to access the website with his credentials

EfE: C

HMA #221
Midwest Insurance grades the monthly report of all claimed losses per nsured as confidential. What is accomplished if all other
reports from this insurance office are also assigned the appropriate grading?

A. The costs for automating are easier to charge to the responsible departments.

B. Everyone can easily see how sensitive the reports' contents are by consulting the grading label.

C. Reports can be developed more easily and with fewer errors.

D. A determination can be made as to which report should be printed firstand which ones can watt a little longer.

iIFf@: B

B #222
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