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Questions (Q118-Q123):

NEW QUESTION # 118
When trying to evade IDS/IPS devices, which mechanism allows the user to make the data incomprehensible without a specific key,
certificate, or password?

A. encryption
B. fragmentation
C. stenography
D. pivoting

Answer: A

Explanation:

Encryption allows the user to make the data incomprehensible without a specific key, certificate, or password. Encryption is a
method of transforming data into a format that only authorized parties can access. Encryption can be used to protect data in transit
or at rest from unauthorized access or modification. Reference: https/learningnetworkstore.cisco.con/on-demand-e-
learning/understanding-cisco-cybersecurity-operations- fndamentals-cbrops-v1-0/CSCU-LP-CBROPS-V1-028093.html (Module
4, Lesson4.1.1)

NEW QUESTION # 119
Which type of evidence supports a theory or an assumption that results from initial evidence?

A. indirect

B. corroborative
C. probabilistic
D. best

Answer: B

Explanation:
Explanation

NEW QUESTION # 120
Which type of attack occurs when an attacker is successful in eavesdropping on a conversation between two IP phones?

A. known-plantext
B. dictionary

C. man-in-the-middle
D. replay

Answer: C

NEW QUESTION # 121
Refer to the exhibit.

Which type of log is displayed?

A. proxy
B. NetFlow
C.IDS

D. sys

Answer: B



NEW QUESTION # 122
‘Which scenario describes a social engineering attack?

A. Text message pretending to be froma legitimate company with a malicious URL inside
B. Malicious insider trying to gather information on company security

C. Suspicious file detected on a workstation

D. Company with a recent data breach where confidential information was stolen

Answer: A

NEW QUESTION # 123
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