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Topic 1
Incident Interactions and Reporting: This domain covers incident operations including states and actions,
War Room activities, incident relationships, and dashboard and report configuration for metrics and
visualization.

Topic 2
Playbook Development: This domain addresses automation through playbook creation including task
configuration, context data manipulation, various task types, sub-playbooks with looping, filters and
transformers, debugger usage, built-ins and scripts, automation script creation, and job management.

Topic 3

Use Case Planning and Development: This domain focuses on designing security use cases through incident
and indicator lifecycle management, field and layout customization, classifier and mapper configuration,
incident creation methods, pre
post-processing, and incident type configuration with playbooks, layouts, SLAs, and lists.

Topic 4

Planning, Installation, and Maintenance: This domain covers system setup and administration including
authentication configuration, engine deployment, dev
prod environment planning, Marketplace pack management, integration instance configuration, and system
maintenance.

Topic 5
Threat Intelligence Management: This domain focuses on threat intelligence operations including indicator
creation and configuration, indicator relationships, enrichment with source reliability, external intelligence
sharing, and exclusion list management.
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Palo Alto Networks XSOAR Engineer Sample Questions (Q165-Q170):
NEW QUESTION # 165 
Which two features does XSOAR offer to help recover from a server failure? (Choose two.)

A. Backup data to XSOAR engines
B. Local backup
C. Live backup (disaster recovery)
D. Distributed database

Answer: A,C

NEW QUESTION # 166 
What can be added to offload integration instance processing from the main server?

A. Development server
B. Database node
C. Engine
D. Application server

Answer: B
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NEW QUESTION # 167 
What is needed to send a survey with multiple questions to a customer?.

A. Conditional Ask.
B. Survey task.
C. Data Collection.
D. Section Header task.

Answer: C

Explanation:
XSOAR provides two types of user-interaction mechanisms in playbooks:Ask tasksandData Collection tasks
. Ask tasks present asingle questionwhose answer determines the playbook's conditional path. Conversely, Data Collection tasks
are specifically designed to gathermultiple questions, forming a structured form or survey.
The Admin Guide explains that Data Collection tasks allow multiple question fields such as text input, dropdowns, yes/no responses,
and date fields. These tasks may be delivered via email links, the XSOAR UI, or external response pages. Once completed,
responses are automatically populated into incident fields or context keys.
A Section Header (option B) only organizes information within playbooks and layouts; it does not collect user input. Conditional Ask
(option C) is strictly limited to single-question logic branching. A "Survey task" (option D) does not exist as a named task type in
XSOAR; surveys are implemented through Data Collection tasks.
Thus, the correct answer isA: Data Collection, as it is the documented method for sending multi-question forms to users or
customers.

NEW QUESTION # 168 
Where can engineers add the post-processing scripts to incidents?

A. Post-processing scripts must be added from the Post-Process Rules editor
B. The post-processing tag must be added to the automation
C. Post-processing scripts must be added at the end of playbooks
D. Post-processing scripts must be added from the Incident Type editor

Answer: D

NEW QUESTION # 169 
When the "Only allow these dashboards" checkbox is selected for a user role, what is the primary effect on users assigned this role?.

A. They will be restricted to viewing only the specified default dashboards and cannot make any modifications.
B. They are prompted to select their preferred dashboards upon login and can only modify these chosen dashboards.
C. They will automatically have all dashboards that are shared with them added to their view.
D. They can only view specified dashboards and make minor modifications.

Answer: A

Explanation:
The XSOAR RBAC documentation states that role-based permissions can restrict user access to dashboards.
When the administrator selects"Only allow these dashboards"within a role, the platform enforces a strict limitation: users assigned to
this role can viewonlythe dashboards explicitly listed in the role configuration.
These dashboards become theirdefault and sole available dashboards. They cannot create new dashboards, modify existing ones,
delete dashboards, or access any dashboard not included in the allowed list. This setting is typically used in regulated environments
or SOC tiers where dashboard visibility must align with job function and least-privilege principles.
The documentation clarifies that this permission setting removes access to any dashboards not included, overriding normal
dashboard-sharing behavior. Therefore, options suggesting the user can modify dashboards (A or B) or automatically gain access to
shared dashboards (C) contradict RBAC restrictions. The correct behavior is complete restriction: users canonlyview the explicitly
authorized dashboards, withno ability to modifythem. Thus, optionDreflects the exact enforced behavior per XSOAR's role
permissions model.

NEW QUESTION # 170
......
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