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MikroTik MTCNA certification exam covers a range of topics, including networking fundamentals, IP addressing, routing, wireless
networking, network security, and network management. MTCNA exam is designed to test both theoretical knowledge and
practical skills, ensuring that certified professionals have a comprehensive understanding of networking principles and MikroTik
routers.

MikroTik MTCNA Certification is a highly sought-after certification in the networking industry. It is an entry-level certification that is
designed to equip network professionals with the skills and knowledge they need to configure and maintain MikroTik routers and
networks. MikroTik Certified Network Associate Exam certification is offered by MikroTik, which is a Latvian manufacturer of
network equipment.

MikroTik Certified Network Associate Exam Sample Questions (Q115-
Q120):
NEW QUESTION # 115 
What does the command routerA(config)#line cons 0 allow you to perform next?

A. Disable console connections.
B. Set your console password.
C. Set the Telnet password.
D. Shut down the router.

Answer: B

NEW QUESTION # 116 
[RouterOS Introduction - Protocols and Transport Layers] Which of the following services use TCP?
* DHCP
* SMTP
* HTTP
* TFTP
* FTP

A. 1, 2 and 4
B. 1, 3 and 4
C. 1 and 2
D. 2, 3 and 5

Answer: D

Explanation:
Services that use TCP:
* SMTP (Simple Mail Transfer Protocol) - TCP port 25
* HTTP (Hypertext Transfer Protocol) - TCP port 80
* FTP (File Transfer Protocol) - TCP ports 20 and 21
Services that use UDP:
* DHCP - UDP ports 67 (server), 68 (client)
* TFTP (Trivial File Transfer Protocol) - UDP port 69
MTCNA Course Material - Protocol Port Assignments:
"TCP-based services include FTP, HTTP, and SMTP. UDP-based services include TFTP, DHCP." Rene Meneses MTCNA
Study Guide - Port Numbers and Transport Protocols:
"SMTP = TCP 25, HTTP = TCP 80, FTP = TCP 20/21. DHCP = UDP, TFTP = UDP." So, the correct TCP services are: 2
(SMTP), 3 (HTTP), and 5 (FTP).

NEW QUESTION # 117 
The correct order for PPPoE discovery stage is:

A. Initialization, Offer, Request and Session confirmation
B. Request, Offer, Initialization and Session confirmation
C. Request, Initialization, Session confirmation and Offer
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D. Initialization, Session confirmation, Request and Offer

Answer: A

Explanation:
PPPoE (Point-to-Point Protocol over Ethernet) uses a discovery stage before establishing the actual PPP session. The correct
sequence is:
* Initialization # Client sends a PADI (PPPoE Active Discovery Initiation)
* Offer # Server responds with PADO (PPPoE Active Discovery Offer)
* Request # Client sends PADR (PPPoE Active Discovery Request)
* Session Confirmation # Server sends PADS (PPPoE Active Discovery Session-confirmation)
* A.#Wrong sequence
* B.#Correct - Matches the technical flow: PADI # PADO # PADR # PADS
* C.#Incorrect order
* D.#Incorrect order
Extract from MTCNA Course Material - PPPoE Process:
"The PPPoE discovery stage includes PADI, PADO, PADR, and PADS messages. This translates to Initialization, Offer, Request,
Session confirmation." Extract from MikroTik Wiki - PPPoE Protocol:
"The discovery stage is used to establish a PPPoE session and includes four steps: PADI, PADO, PADR, and PADS."

NEW QUESTION # 118 
What does a VLAN do?

A. Provides multiple broadcast domains within a single collision domain.
B. Breaks up broadcast domains in a layer 2 switch internetwork.
C. Provides multiple collision domains on one switch port.
D. Acts as the fastest port to all servers.

Answer: B

NEW QUESTION # 119 
When backing up your router by using the 'Export' command, the following happens:

A. You are requested to give the export file a name
B. The Export file can be edited with a standard text editor after its creation
C. Winbox usernames and passwords are backed up

Answer: B

Explanation:
MikroTik RouterOS supports two types of configuration backups:
* /export - creates a human-readable script (.rsc file) containing configuration commands. This file can be edited using any text editor
and later imported into another device.
* /system backup - creates a binary image including all settings, passwords, and sensitive data.
Option analysis:
* A.#Incorrect-Export does NOT include passwords or Winbox credentials for security reasons
* B.#Correct-Exported .rsc files are plain-text and editable
* C.#Incorrect-The export file is automatically named (e.g., export.rsc) unless redirected manually Extract from MTCNA Course
Material - Backup vs Export:
"Export is a plain-text script file that can be edited and reused. It does not contain encrypted passwords or user credentials." Extract
from Rene Meneses MTCNA Study Guide - Backup and Restore:
"Use export to create editable configurations. It excludes sensitive data like passwords." Extract from Terry Combs Notes -
Configuration Export:
"Export is readable, editable, and ideal for replicating setups. Passwords and some private info are excluded."

NEW QUESTION # 120
......
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