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Salesforce Certified MuleSoft Associate Sample Questions (Q18-Q23):
NEW QUESTION # 18 
According to the National Institute of Standards and Technology (NIST) which cloud computing deployment model describes a
composition of two or more distinct clouds that support data and application portability?

A. Hybrid cloud
B. Community cloud
C. Private cloud
D. Public cloud

Answer: A

Explanation:
According to the National Institute of Standards and Technology (NIST), a hybrid cloud is a cloud computing deployment model
that consists of a combination of two or more distinct cloud infrastructures (private, community, or public) that remain unique entities
but are bound together by standardized or proprietary technology that enables data and application portability. Here's a detailed
explanation:
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Hybrid Cloud:
Definition: Combines on-premises infrastructure (private cloud) with public cloud services, allowing data and applications to be
shared between them.
Portability: Ensures seamless data and application movement between the private and public clouds.
Integration: Uses technology such as VPNs, APIs, or hybrid cloud management tools to integrate the environments.
Benefits:
Flexibility: Offers greater flexibility in deploying workloads where they are most appropriate.
Scalability: Provides scalability by leveraging public cloud resources while maintaining control over critical applications in a private
cloud.
Cost Efficiency: Optimizes costs by utilizing public cloud resources for less sensitive workloads while keeping sensitive data in a
private cloud.
NIST Cloud Computing: NIST Definition of Cloud Computing
Hybrid Cloud: What is Hybrid Cloud?

NEW QUESTION # 19 
What is a defining characteristic of an Integration-Platform-as-a-Service (iPaaS)?

A. Cloud-based
B. No-code
C. On-premises
D. Code-first

Answer: A

Explanation:
An Integration-Platform-as-a-Service (iPaaS) is characterized by being a cloud-based solution that provides tools to develop,
execute, and manage integration flows connecting multiple applications and data sources. Here's a detailed explanation:
iPaaS:
Definition: A suite of cloud services enabling the development, execution, and governance of integration flows.
Deployment: Delivered and managed entirely in the cloud, offering high availability and scalability.
Characteristics:
Cloud-based: The platform is hosted on the cloud, allowing users to access and utilize the integration tools from anywhere with an
internet connection.
Managed Services: iPaaS providers handle infrastructure maintenance, updates, and security, freeing users to focus on integration
development.
Scalability: Easily scales to meet the demands of growing businesses without requiring additional on-premises infrastructure.
iPaaS Overview: What is iPaaS?
Cloud-based Integration: iPaaS Characteristics

NEW QUESTION # 20 
According to MuleSoft which principle Is common to both Service Oriented Architecture (SOA) and API-Jed connectivity
approaches*?

A. Service centralization
B. Service interdependence
C. Service reusability
D. Service statefulness

Answer: C

Explanation:
Both Service-Oriented Architecture (SOA) and API-led connectivity emphasize the principle of service reusability. Here's a detailed
explanation:
Service Reusability:
Definition: Service reusability is the principle where services are designed to be reusable across different applications and use cases.
SOA: In SOA, services are modular components that can be reused in various business processes, reducing redundancy and
promoting efficient service composition.
API-led Connectivity: This approach also stresses creating reusable APIs (System APIs, Process APIs, Experience APIs) that can
be leveraged across multiple projects and applications.



Benefits:
Efficiency: Reduces development time and effort by reusing existing services.
Consistency: Ensures consistency in business logic and data access across different applications.
Scalability: Facilitates scaling by using standardized and reusable services/APIs.
MuleSoft Documentation: SOA vs. API-led Connectivity
Service Reusability: Principles of Service Reusability

NEW QUESTION # 21 
What is an advantage of using OAuth 2 0 client credentials and access tokens over only API keys for API authentication?

A. If the client ID is compromised it can be exchanged for an API key
B. If the access token is compromised, the client credentials do not have to be reissued
C. If the access token is compromised it can be exchanged for an API key
D. If the client secret is compromised, the client credentials do not have to be reissued

Answer: B

Explanation:
OAuth 2.0 provides a more secure and flexible way of handling API authentication compared to API keys. Here's a detailed
explanation of the advantage mentioned:
OAuth 2.0 Client Credentials Grant:
How It Works: In this flow, a client application uses its client ID and client secret to obtain an access token from the authorization
server.
Access Tokens: These tokens are short-lived and used to authenticate API requests.
Security Advantages:
Token Compromise: If an access token is compromised, it only grants limited access because it has a short lifespan and can be
easily revoked.
Client Credentials: The client credentials (client ID and secret) are not exposed during API calls, reducing the risk of them being
compromised.
Token Refresh: New tokens can be obtained without exposing the client credentials again.
Comparison with API Keys:
API Keys: If an API key is compromised, it often provides long-term access without expiration. Revoking the API key impacts all
users or applications using it.
OAuth Tokens: Compromised tokens can be individually revoked without needing to change the client credentials, minimizing
disruption.
OAuth 2.0 Framework: OAuth 2.0
MuleSoft Security Best Practices: API Security

NEW QUESTION # 22 
During a planning session with the executive leadership, the development team director presents plans for a new API to expose the
data in the company's order database. An earlier effort to build an API on top of this data failed, so the director is recommending a
design-first approach.
Which characteristics of a design-first approach will help make this API successful?

A. Building MUnit tests so administrators can confirm code coverage percentage during deployment
B. Publishing the fully implemented API to Exchange so all developers can reuse the API
C. Developing a specification so consumers can test before the implementation is built
D. Adding global policies to the API so all developers automatically secure the implementation before coding anything

Answer: C

Explanation:
A design-first approach emphasizes creating the API specification before implementation, ensuring better alignment with consumer
needs and reducing the risk of project failure. Here's a detailed explanation:
API Specification:
Definition: An API specification is a detailed, formal description of the API's endpoints, request/response formats, and protocols.
Consumer Testing: Allows API consumers (developers) to understand, test, and provide feedback on the API design before actual
development begins.
Advantages:



Early Feedback: Consumers can test the API design using mock services or tools like API Designer and provide feedback, ensuring
the API meets their requirements.
Reduced Rework: Identifies potential issues and design flaws early, reducing costly changes during the implementation phase.
Documentation: Provides comprehensive documentation that aids in the development and future maintenance of the API.
Design-First Approach: Design-First API Development
API Mocking: API Designer Mocking Service

NEW QUESTION # 23
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