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PR #176
An engineer nusst protect their company against ransom ware attacks. Which solution allows the engineer to block the execution
stage and prevent file encryption?

A. Use Cisco AMP deployment with the Exploit Prevention engine enabled.

B. Use Cisco Firepower with Intrusion Policy and snort rules blocking SMB exploitation.
C. Use Cisco Firepower and block traffic to TOR networks.

D. Use Cisco AMP deployment with the Malicious Activity Protection engineer enabled.

ZE: D
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Explanation

Ransormmware are malicious software that locks up critical resources of the users.

Ransonmware uses well-established public/private key cryptography which leaves the only way of recovering the files being the
payment of the ransom, or restoring files from backups.

Cisco Advanced Malware Protection (AMP) for Endpoints Malicious Activity Protection (MAP) engine defends your endpoints by
monitoring the system and identifying processes that exhibit malicious activities when they execute and stops them from running,
Because the MAP engine detects threats by observing the behavior of the process at run time, it can generically determine if'a
system is under attack by a new variant of ransonmware or malware that may have eluded other security products and detection
technology, such as legacy signature-based malware detection. The first release of the MAP engine targets identification, blocking,
and quarantine of ransomware attacks on the endpoint.

P8 #177

A custorer deploys a new wireless network to perform location-based services using Cisco DNA Spaces.
The customer has a single WLC located on-premises in a secure data center.

The security team does not want to expose the WLC to the public Internet.

‘Which solution allows the customer to securely send RSSI updates to Cisco DNA Spaces?

A. Replace the WLC with a cloud-based controller.
B. Implement Cisco Mobility Services Engine

C. Perform tethering with Cisco DNA Center.

D. Deploy a Cisco DNA Spaces connector as a VM.

ZEX: D

& #178
What is a characteristic of VXLAN?

A. Tts frame encapsulation is performed by MAC-in-UDP.

B. It uses TCP for transport

C. It has a 12-byte packet header.

D. It extends Layers 2 and Layer 3 overlay network over a Layer 2 underly.

ER: A

R #179
Drag and drop the characteristics from the left onto the routing protocols they describes on the right.
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An engineer nust configure AAA on a Cisco 9800 WLC for central web authentication Which two commands are needed to
accomplish this task? (Choose two.)
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A. Option B
B. Option E
C. Option A
D. Option D
E. Option C
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