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ITZert hat eine starke Gruppe, die aus IT-Eliten besteht. Sie verfolgen stéindig die neuesten Informationen tiber die
Schulungsunterlagen der ISACA CISA Zertifizierung mit ihren professionellen Perspektiven. Mit unseren Schulungsunterlagen zur
ISACA CISA Zertifizierung kénnen Sie die ISACA CISA Priifung leichter bestehen, statt zu viel Zeit zu kosten. Nach dem Kauf
unserer Produkte werden Sie einjahrige Aktualisierung genief3en.

Die CISA-Zertifizierung ist in der Branche hoch angesehen und wird von Arbeitgebern weltweit anerkannt. Sie zeigt, dass der
Inhaber das Wissen, die Fahigkeiten und die Féhigkeiten besitzt, um Informationstechnologie- und Geschéftssysteme effektiv zu
iberpriifen, zu kontrollieren und zu bewerten. Die Zertifizierung ist auch eine Voraussetzung fiir viele Arbeitsrollen im Bereich der

Informationssystempriifung,

Die CISA-Zertifizierung wird von vielen Organisationen auf der ganzen Welt anerkannt, einschlielich Regierungen, Unternehmen
und gemeinniitzigen Organisationen. Es ist ein wertvolles Zeugnis, das IT-Profis helfen kann, ihre Karriere voranzutreiben und neue
Moglichkeiten zu erdfinen. Die Zertifizierung ist auch ein wichtiger Indikator fiir das Engagement eines Einzelnen flir professionelle
Exzellenz und ethische Standards.

>> CISA Priifungs <<

Die anspruchsvolle CISA echte Priifungsfragen von uns garantiert Ihre
bessere Berufsaussichten!
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Jeder IT-Fachmann bemiiht sich darum, entweder befordert zu werden oder ein hoheres Gehalt zu beziehen. Das ist der Druck
unserer Gesellschaft. Wir sollen uns mit unseren Fahigkeiten beweisen. Legen Sie bitte die ISACA CISA Zertifizierungspriifing ab.
Eigentlich ist sie nicht so schwer wie man gedacht, solange Sie geeignete Dumps wéhlen. Die Dumps zur ISACA CISA Zertifizierung
von [TZert sind die besten Dumps. Mit ihr kdnnen Sie etwas erzielen, wie Sie wollen.

Die CISA -Zertifizierungspriifung richtet sich an Fachleute, die Erfahrung im Bereich der Informationssicherheit haben und fiir die
Priifing, Kontrolle und Uberwachung von Informationssystemen verantwortlich sind. Die Priifing deckt eine breite Palette von
Themen ab, einschlieBlich der Grundsitze des Informationssicherheitsmanagements, der Governance und Strategie, des
Risikomanagements und des Programms zur Entwicklung des Informationssicherheit.

ISACA Certified Information Systems Auditor CISA Priifungsfragen mit
Losungen (Q370-Q375):

370. Frage
Which of the following is protocol data unit (PDU) of network mterface layer in TCP/IP model?

A. Data

B. Packet
C. Frame
D. Segment

Antwort: B

Begrindung:

Explanation/Reference:

For your exam you should know below information about TCP/IP model:
Network models

NETWORK MODELS

0S| Model | TCP/IP Model Logical Protocols

Apphcation

Presentation

PIEFTP | SCF
SMIPFRORS IaP

Session

Transport

N

B e e

Layer 4. Application Layer

Application layer is the top most layer of four layer TCP/IP model. Application layer is present on the top of the Transport layer.
Application layer defines TCP/IP application protocols and how host programs interface with Transport layer services to use the
network.

Application layer includes all the higher-level protocols like DNS (Domain Naming System), HTTP (Hypertext Transfer Protocol),
Telnet, SSH, FTP (File Transfer Protocol), TFTP (Trivial File Transfer Protocol), SNMP (Simple Network Management Protocol),
SMTP (Simple Mail Transfer Protocol) , DHCP (Dynamic Host Configuration Protocol), X Windows, RDP (Remote Desktop
Protocol) etc.

Layer 3. Transport Layer

Transport Layer is the third layer of the four layer TCP/IP model. The position of the Transport layer is between Application layer
and Internet layer. The purpose of Transport layer is to permit devices on the source and destination hosts to carry ona
conversation. Transport layer defines the level of service and status of the connection used when transporting data.

The main protocols included at Transport layer are TCP (Transmission Control Protocol) and UDP (User Datagram Protocol).
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Layer 2. Internet Layer

Internet Layer is the second layer of the four layer TCP/IP model. The position of Internet layer is between Network Access Layer
and Transport layer. Internet layer pack data into data packets known as IP datagram's, which contain source and destination
address (logical address or [P address) information that is used to forward the datagram's between hosts and across networks. The
Internet layer is also responsible for routing of TP datagrami’s.

Packet switching network depends upon a connectionless internetwork layer. This layer is known as Internet layer. Its job is to allow
hosts to insert packets into any network and have themto deliver independently to the destination. At the destination side data
packets may appear in a different order than they were sent. It is the job of the higher layers to rearrange them in order to deliver
them to proper network applications operating at the Application layer.

The main protocols included at Internet layer are IP (Internet Protocol), ICMP (Internet Control Message Protocol), ARP (Address
Resolution Protocol), RARP (Reverse Address Resolution Protocol) and IGMP (Internet Group Management Protocol).

Layer 1. Network Access Layer

Network Access Layer is the first layer of the four layer TCP/IP model. Network Access Layer defines details of how data is
physically sent through the network, including how bits are electrically or optically signaled by hardware devices that interface
directly with a network medium, such as coaxial cable, optical fiber, or twisted pair copper wire.

The protocols included in Network Access Layer are Ethernet, Token Ring, FDDI, X.25, Frame Relay etc.

The most popular LAN architecture among those listed above is Ethernet. Ethernet uses an Access Method called CSMA/CD
(Carrier Sense Multiple Access/Collision Detection) to access the media, when Ethernet operates in a shared media. An Access
Method determines how a host will place data on the medium

IN CSMA/CD Access Method, every host has equal access to the medium and can place data on the wire when the wire is free
from network traffic. When a host wants to place data on the wire, it will check the wire to find whether another host is already using
the medium. Ifthere is traffic already in the medium, the host will wait and if there is no traffic, it will place the data in the medium
But, if two systens place data on the medium at the same instance, they will collide with each other, destroying the data. Ifthe data
is destroyed during transmission, the data will need to be retransmitted. After collision, each host will wait for a small interval of time
and again the data will be retransmitted.

Protocol Data Unit (PDU) :

Protocol Data Unit - PDU
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The following answers are incorrect:

Data - Application layer PDU

Segment - Transport layer PDU

Frame/bit - LAN or WAN interface layer PDU

The following reference(s) were/was used to create this question:
CISA review manual 2014 page number 272

371. Frage
‘What would be an IS auditor's BEST course of action when an auditee is unable to close all audit recommendations by the time of
the follow-up audit?

A. Recommend compensating controls for open issues.

B. Terminate the follow-up because open issues are not resolved
C. Evaluate the residual risk due to open issues.

D. Ensure the open issues are retained in the audit results.

Antwort: C

Explanation

The best course of action for an IS auditor when an auditee is unable to close all audit recommendations by the time of the follow-up
audit is to evaluate the residual risk due to open issues. Residual risk is the risk that remains after the implementation of controls or
mitigating actions. Evaluating the residual risk due to open issues can help the IS auditor assess the impact and likelihood of the
potential threats and vulnerabilities that have not been addressed by the auditee, as well as the adequacy and effectiveness of the



existing controls or mitigating actions. Evaluating the residual risk due to open issues can also help the IS auditor prioritize and
commumnicate the open issues to the auditee and other stakeholders, such as senior management or audit committee, and recommend
appropriate actions or escalation procedures.

Ensuring the open issues are retained in the audit results is a course of action for an IS auditor when an auditee is unable to close all
audit recommendations by the time of the follow-up audit, but it is not the best one.

Ensuring the open issues are retained in the audit results can help the IS auditor document and report the status and progress of the
audit recommendations, as well as provide a basis for future follow-up audits. However, ensuring the open issues are retained in the
audit results does not provide an analysis or evaluation of the residual risk due to open issues, which is more important for informing
decision-making and action-taking.

Terminating the follow-up because open issues are not resolved is not a course of action for an IS auditor when an auditee is unable
to close all audit recommendations by the time of the follow-up audit, but rather a consequence or outcome of it. Terminating the
follow-up because open issues are not resolved may indicate that the auditee has failed to comply with the agreed-upon actions or
deadlines, or that the IS auditor has encountered significant obstacles or resistance from the auditee. Termmnating the follow-up
because open issues are not resolved may also trigger further actions or sanctions from the IS auditor or other authorities, such as
issuing a qualified or adverse opinion, withholding certification, or imposing penalties.

Recommending compensating controls for open issues is not a course of action for an IS auditor when an auditee is unable to close
all audit recommendations by the time of the follow-up audit, but rather a possible outcome or result of it. Compensating controls are
alternative or additional controls that are implemented to reduce or eliminate the risk associated with a weakness or deficiency in
another control. Recommending compensating controls for open issues may be appropriate when the auditee is unable to implement
the original audit recommendations due to technical, operational, financial, or other constraints, and when the compensating controls
can provide a similar or equivalent level of assurance. However, recommending compensating controls for open issues requires a
prior evaluation of the residual risk due to open issues, which is more important for determining whether compensating controls are
necessary and feasible.

References:

Follow-up Audits - Canadian Audit and Accountability Foundation 1

Conducting The Audit Follow-Up: When To Verify - The Auditor 2

Internal Audit Follow Ups: Are They Really Worth The Effort

372. Frage
Which of the following would provide the MOST useful information for evaluating whether network availability is meeting the
performance objectives set by management?

A. Balanced scorecard

B. IT value analysis

C. Gap analysis

D. Capability maturity model

Antwort: C

373. Frage
To ensure authentication, confidentiality and integrity of a message, the sender should encrypt the hash of the message with the
sender’s:

A. public key and then encrypt the message with the receiver's private key.

B. private key and then encrypt the message with the receiver's private key.
C. private key and then encrypt the message with the receiver's public key.

D. public key and then encrypt the message with the receiver's public key.

Antwort: C

Begrindung;

Obtaining the hash of the message ensures integrity; signing the hash of the message with the sender's private key ensures the
authenticity of the origin, and encrypting the resulting message with the receiver's public key ensures confidentiality. The other
choices are incorrect.

374. Frage
‘When assessing a business case as part of a post-implementation review, the IS auditor MUST ensure that the:



A. business case has not been amended since project approval.

B. amendments to the business case have been approved.

C. feasbility of alternative project approaches has been assessed.

D. quality assurance measures have been applied throughout the project

Antwort: B

375. Frage
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